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FRAUD ON THE INTERNET; SCAMS 
AFFECTING CONSUMERS 


TUESDAY, FEBRUARY 10, 1998 

U.S. Senate, 

Permanent Subcommittee on Investigations, 

OF THE Committee on Governmental Affairs, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 9:35 a.m., in room 
SD-342, Dirksen Senate Office Building, Hon. Susan Collins, 
Chairman of the Subcommittee, presiding. 

Present: Senators Collins and Glenn. 

Staff Present: Timothy J. Shea, Chief Counsel/Staff Director; 
Mary D. Robertson, Chief Clerk; Rena M. Johnson, Counsel; Den- 
nis M. McCarthy, Investigator; Lindsey E. Ledwin, Staff Assistant; 
Kirk E. Walder, Investigator; Bob Roach, Counsel to the Minority; 
Leonard Weiss; Nanci Langley; Marianne Upton; Lynn Kimmerly; 
Myla Edwards; Jeff Gabriel; Michael Loesch; Steve Abbott and 
Felicia Knight. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. The Subcommittee will please come to order. 
This morning the Subcommittee begins its hearings on fraudulent 
schemes on the Internet. The Internet is emerging as a phe- 
nomenal tool of commerce and communication. One hundred sev- 
enty five countries are connected to the Internet, and approxi- 
mately 50 million Americans use the Internet. By the year 2000, 
it is projected that there will be half-a-billion Internet users world- 
wide. 

There is no question that the Internet has been a boon to busi- 
ness. The remarkable ease and speed with which transactions can 
be conducted over the Internet provide businesses of all sizes with 
access to millions of customers. For example, I am familiar with a 
small, family-owned business in northern Maine that uses the 
Internet to market its delicious lobster stew. Without the Internet, 
this small business would never be able to afford the marketing 
costs in reaching millions of customers. 

For their part, consumers have the ability to engage in a variety 
of commercial activities across State and national borders, includ- 
ing shopping, banking and investing, all from the comfort, privacy 
and safety of their own homes. Unfortunately, those who would use 
the Internet to defraud can also work from the comfort, privacy 
and safety of their own homes or anywhere else, for that matter. 

Because it can be used to transfer text, pictures, and sounds, as 
well as money, credit card numbers, and personal information, the 
potential for criminal use of the Internet is infinite. Corresponding 
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to the explosive growth of the Internet, the number of consumer 
complaints of cyberfraud to the National Fraud Information Center 
has increased by nearly 300 percent in the past year. The Federal 
Trade Commission receives between 100 and 200 Internet fraud 
complaints per month. 

Law enforcement officials are quickly learning that almost any 
crime that can be committed in the real world can also be com- 
mitted in the virtual world. In fact, by using the Internet, criminals 
can target more victims more quickly, more cheaply, and with 
much less chance of getting caught. 

Through these hearings, the Subcommittee seeks to accomplish 
two goals. First, we hope to educate consumers about the potential 
for fraud on the Internet. While the Internet provides limitless op- 
portunities for commerce and communication, the con artists who 
roam in cyberspace cause some consumers to avoid using the Inter- 
net to its full potential, much to the dismay of actual and potential 
online businesses. 

In order to combat fear of the unknown, consumers must be 
armed with the knowledge of how to detect online fraud and how 
to avoid becoming a victim. Consumers must also be confident in 
the knowledge that there is a sheriff in cyberspace to whom they 
can report Internet fraud when they encounter it and who will in- 
vestigate their complaints. 

Our second goal is to determine Congress’ proper role in the pre- 
vention and prosecution of online fraud. Congress must approach 
its role with caution. Too much regulation will hamper, if not de- 
stroy, the development of online commerce and the spirit of the 
Internet as a society of free and open communication. 

On the other hand, too little regulation or inadequate laws will 
erode consumer confidence to the extent that the full potential of 
the Internet as a vehicle of commerce and communication may 
never be realized. We begin this hearing keeping in mind the deli- 
cate balance that Congress must strike. This hearing is the first in 
a series of hearings focusing on fraudulent schemes being perpet- 
uated over the Internet. 

The first thing that strikes you when you begin to examine Inter- 
net fraud is the old adage, “The more things change, the more they 
stay the same.” There is nothing new or unique about many of the 
frauds being committed with the Internet. Instead, what is hap- 
pening is that such old-fashioned frauds as work-at-home scams, 
pyramid schemes, fraudulent sweepstakes promotions and others 
have gone high-tech. 

Moreover, as the chairman of the SEC testified at a previous 
hearing held by this Subcommittee, the Internet provides the ap- 
pearance of legitimacy at a far lower cost. In such cases, the type 
of fraud being committed is not new; rather, it is the use of the 
Internet as the means of commission that is new and that poses 
obstacles to law enforcement and traps for the unwary Internet 
user. 

In addition to these very traditional types of fraud, we will exam- 
ine some not-so-traditional frauds that have spawned a new 
vernacular in Netspeak, with such labels as “Trojan horses” and 
“sniffers.” What is particularly alarming is that the inexperienced 
Internet user may not even realize that he or she has been tar- 
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geted as a victim until well after the crook has absconded with the 
victim’s money. 

We will hear today from three panels of witnesses. Our first 
panel will consist of the Director of the National Fraud Information 
Center of the National Consumers League and the Vice President 
of Integrity Assurance at America Online. These witnesses will de- 
scribe the types of fraud prevalent on the Internet and give us 
some helpful advice on how consumers can protect themselves from 
becoming Internet fraud victims. Our next witness will be a victim 
of Internet fraud who lost thousands of dollars to a pyramid 
scheme that was ultimately investigated and shut down by the 
Federal Trade Commission. Finally, I am pleased that we will hear 
this morning from the chairman of the Federal Trade Commission, 
the lead Federal agency charged with protecting consumers from 
this type of illegal activity. The chairman will describe Federal ef- 
forts to combat Internet fraud. 

It is now my pleasure to recognize the Ranking Minority Member 
of the Subcommittee, the senior Senator from Ohio, Senator John 
Glenn, for any statement that he may wish to make. 

OPENING STATEMENT OF SENATOR GLENN 

Senator Glenn. Thank you. Madam Chairman, and I want to 
commend you for holding this hearing. The tremendous expansion 
of the Internet as a vehicle of communication and commerce raises 
an array of important security, consumer and legal issues that 
need to be addressed if we are to tap the full potential of this new 
technology. I think it is important that this Subcommittee keep on 
top of the important issues in this area. 

Two years ago, the Subcommittee held a series of hearings about 
security in cyberspace. And today we look at a different but no less 
important topic, and that is consumer fraud over the Internet. The 
movement toward electronic commerce is a true cyberspace revolu- 
tion. It has the potential to change the nature of the way people 
and firms conduct business. It can link millions of consumers and 
businesses, speed transactions, lower entry costs for new busi- 
nesses. 

Already a majority of banking and security transactions are con- 
ducted electronically. Now more and more private citizens are buy- 
ing, selling and banking over the Internet. One study reported that 
the Internet market exceeded $1 billion in 1995, and that is ex- 
pected to ^ow by the year 2000 to more than $23 billion. From $1 
billion to $^23 billion in just a 5-year period. 

However, a technological breakthrough that brings new opportu- 
nities often creates new vulnerabilities. The same characteristics 
that make the Internet a convenient medium for commerce also 
make it an attractive vehicle for con artists and illegitimate busi- 
nesses. In December, 1996, a task force of Federal, State and local 
agencies, led by the FTC, surfed the Internet and identified 500 
likely pyramid schemes. How long did that search take? They did 
that in just 3 hours. These were not proven cases, but they ap- 
peared to be cases where some sort of fraud or wrongdoing was un- 
derway. And that was in 3 hours. One can only imagine how many 
more were out there then and how many more have come online 
since. 
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We will hear today from the National Consumers League reports 
of possible online and Internet fraud have increased from 32 per 
month in 1996 to 100 per month in 1997. If businesses and con- 
sumers lose confidence in transacting business electronically, the 
Internet’s commercial potential will never be realized. Unfortu- 
nately, even a relatively small percentage of fraudulent activity can 
taint the entire medium and discourage its use among the general 
public. 

To maintain business and consumer confidence in electronic com- 
merce, we must be able to effectively police the medium for illegal 
behavior. Today we will hear about the proliferation of fraud and 
the types of fraud being perpetrated. Some of them are the conven- 
tional schemes that are committed through the mail and over the 
telephone, and some are unique to the Internet. All of this begs the 
question of what can be done by regulatory and law enforcement 
agencies to prevent this fraud and apprehend and punish the per- 
petrators. 

Today we will hear what private and governmental agencies are 
doing to alert and educate consumers and what our regulators and 
law enforcement personnel are doing to apprehend and to punish 
the perpetrators. Do we need new legislation? We do not know. 
That is one thing we would like to determine from these hearings. 
Unfortunately, there are not a lot of easy answers. We cannot as- 
sume the traditional mechanisms used to control fraud in other 
communications media will be effective against Internet fraud. 

Control of Internet fraud raises some complicated, technical, ju- 
risdictional, even constitutional issues. The Internet makes it easy 
for con artists to remain anonymous. The international nature of 
the Net facilitates international criminal activity which impairs 
prosecution even if the perpetrators are identified. Moreover, ef- 
forts to regulate and control conduct at the front end can often run 
up against constitutional issues of privacy and speech. 

And we are up against something here, too, in that — I want to 
emphasize the international nature of things. Even if we have con- 
stitutional problems in our own country here, it may not be against 
the constitution in some other country where some of this fraud is 
taking place. And how do we deal with that? So it is a very, very 
complex situation. 

Finally, the implementation of controls requires a delicate bal- 
ancing act. Too much regulation could discourage electronic com- 
merce and waste the tremendous potential offered by the Internet. 
Too little regulation could leave millions of consumers and busi- 
nesses victimized by fraudulent schemes and erode confidence in 
electronic commerce. 

We need to explore how our law enforcement and consumer pro- 
tection system can effectively react to this new type of crime within 
the legal and technical parameters that it must function. We 
should also discuss what responsibilities can and should be placed 
upon the Internet service providers, who are really the gatekeepers 
to the Internet. Do we need changes in current laws, rules or regu- 
lations? Are they adequate, but just inadequately enforced? How do 
we get into this and what kind of monitoring devices do we set up? 

The Governmental Affairs Committee has two responsibilities 
normally in a hearing like this; one is just vent this and let it be 
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known so the publicity will let people be more aware of the prob- 
lems and take their own methods of protection; and the second role 
of this Committee, of course, is to see if we need additional legisla- 
tion or, if existing rules and regulations under existing law are in- 
adequate, then we need to take action in that direction, also. So we 
will be investigating all these this morning. 

Madam Chairman, thanks again for having this hearing. I think 
it is much needed. 

Senator Collins. Thank you very much. Senator Glenn. 

I would now like to call our first panel of witnesses. I would like 
to welcome Susan Grant, the Vice President of Public Policy for the 
National Consumers League, and Tatiana Gan, the Vice President 
of Integrity Assurance for America Online, Inc. Ms. Grant is also 
the Director of the League’s National Fraud Information Center 
and Internet Fraud Watch projects, which provide advice to the 
public concerning Internet fraud and reports of suspected fraud to 
appropriate law enforcement agencies. 

Pursuant to Rule 6, all witnesses who testify before the Sub- 
committee are required to be sworn. So at this time, I would ask 
you to stand and raise your right hand. Do you swear that the tes- 
timony you are about to give before the Subcommittee is the truth, 
the whole truth, and nothing but the truth, so help you, God? 

Ms. Grant. I do. 

Ms. Gau. I do. 

Senator Collins. Thank you. Because of time limits, I am going 
to ask each of you to limit your oral testimony to 15 minutes, but 
any other materials you want to provide will be included in full in 
the hearing record. 

And, Ms. Grant, we will start with you, if you will please pro- 
ceed? 

TESTIMONY OF SUSAN GRANT, i DIRECTOR, NATIONAL FRAUD 

INFORMATION CENTER, VICE PRESIDENT, PUBLIC POLICY, 

NATIONAL CONSUMERS LEAGUE 

Ms. Grant. Thank you. Madam Chairman, Senators. On behalf 
of the National Consumers League, America’s pioneer consumer or- 
ganization, I am pleased to provide you with information about the 
newest frontier of consumer fraud, the Internet. Some of the scams 
that we see, such as pyramid schemes, are as old as the league, 
and we will be celebrating our 100th birthday in 1999. Others are 
new, as advanced technology has created new opportunities for le- 
gitimate marketing and, unfortunately, also for fraud. 

The National Consumers League has a bird’s-eye view of Internet 
fraud through our Internet Fraud Watch program. Created in 1996, 
the Internet Fraud Watch operates in tandem with our National 
Fraud Information Center, which was established in 1992 to fight 
telemarketing fraud. 

The Internet Fraud Watch and the National Fraud Information 
Center are unique programs that provide advice to consumers 
about telephone and Internet solicitations and relay reports of pos- 
sible fraud to law enforcement agencies. Consumers can call our 


^The prepared statement of Ms. Grant with attachments appears in the Appendix on page 
45 . 
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toll-free number, 1-800-876-7060, or they can visit our Web site 
at www.fraud.org for information that helps them size up tele- 
marketing and Internet solicitations and avoid fraud. 

We receive an average of 1,500 telephone calls a week and an 
equal number of E-mails. We also receive dozens of letters from 
consumers every week, mostly asking for advice. By offering that 
advice in English and in Spanish, our trained counselors help to 
prevent consumers from becoming fraud victims. 

Another important function of our Internet Eraud Watch and Na- 
tional Eraud Information Center programs is to relay consumers’ 
reports about fraud to law enforcement agencies. We submit those 
reports daily to the electronic database maintained by the Eederal 
Trade Commission and the National Association of Attorneys Gen- 
eral. Our own data system also automatically faxes consumers’ 
fraud reports to over 160 individual Eederal, State and local law 
enforcement agencies according to criteria that those agencies have 
set for what they wish to receive. This alerts those agencies to 
scams that they may not even yet know about and provides them 
with the documentation that they need to shut down illicit oper- 
ations. 

Our free consumer and law enforcement services are supported 
by the members of the National Consumers League and by con- 
tributions from concerned businesses and trade organizations that 
are concerned about telemarketing fraud and Internet fraud. We 
would welcome government support for the vital services that we 
provide. As has been alluded to before, fraud reports to our Inter- 
net Eraud Watch have tripled since its inception in 1996, averaging 
about 100 per month by the end of 1997. 

While this is probably just the tip of the iceberg, it enables us 
to provide you with a snapshot of the emerging problem of Internet 
fraud. In 1997, the top 10 subjects of Internet fraud reports were: 
(1) Web auctions: items bid for, but never delivered, value of items 
inflated, shills suspected of driving up prices; (2) Internet services: 
charges for services that were supposedly free, payment for online 
or Internet services that were never provided or were misrepre- 
sented; (3) general merchandise: sales of everything from T-shirts 
to toys, calendars to collectibles, goods never delivered or misrepre- 
sented; (4) computer equipment and software: sales of computer 
products that were never delivered or falsely advertised; (5) pyra- 
mids and multi-level schemes in which profits are really made from 
recruiting others, not from sales of goods or services to the end 
users and benefits of participation misrepresented; (6) business op- 
portunities and franchises: empty promises of big profits with little 
or no work by investing in pre-packaged businesses or franchises; 
(7) work-at-home plans: materials or equipment sold with false 
promises of payment for piece work performed at home; (8) credit 
card issuing: false promises of credit cards, usually to people with 
bad credit on payment of an up-front fee; (9) prizes and sweep- 
stakes: requests for up-front fees to claim winnings that never ma- 
terialize; and (10) book sales, genealogies, self-improvement books 
and other publications that are either never delivered or misrepre- 
sented. 

Bogus investments, empty offers of travel, scholarship-search 
scams, health fraud, and other abuses also abound on the Internet. 
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I should hasten to add that there are obviously many legitimate of- 
fers for goods through auction sites, for multi-level distributorships, 
for Internet services and other products and services on the Net. 
And that is precisely why it is so important to be aware of Internet 
fraud and to deter it. 

Con artists are lurking everywhere on the Net, in flashy-looking 
Web sites, in classified ad sections, in unsolicited E-mail, and even 
in chat rooms and news groups. In our written testimony, we pro- 
vided some examples, including a magazine sales scam that in- 
volved E-mail solicitations disguised as testimonials from fellow 
members of news groups. 

We also described the technologies that have enabled new types 
of scams to emerge, like the Moldova case, in which consumers who 
downloaded a free viewer program to see pictures were unwittingly 
disconnected from their regular Internet service providers and re- 
connected to the Internet through a phone number in Moldova, re- 
sulting in huge international telephone charges. 

There is no limit to the creativity with which crooks seek to use 
new technologies to snare their victims. Those crooks are located 
everywhere on the Net. If we could have the chart of the company 
location,! you will see that these are the top 20 locations. They are 
in many States but also in other countries. The category of loca- 
tions outside of the U.S. and Canada is at number 12, tied with Ar- 
izona. Ontario is number 13 and British Columbia is number 20. 

It is easy to hide who you are and where you are on the Internet, 
because you can supply false information to register a Web site and 
you can mask your return address for E-mail. Moreover, the Inter- 
net makes geographic boundaries meaningless in terms of the abil- 
ity for consumers and sellers to communicate with one another. 
But geographic boundaries are still relevant to jurisdiction for pros- 
ecution, a fact that is well understood by con artists who take ad- 
vantage of the fact that it is difficult or more difficult for law en- 
forcement agencies to go after them if their victims are one place 
and they are located in another. 

Another difference between the physical world and cyberspace 
can be seen in the problem with auctions. Sellers can offer their 
wares to millions of potential buyers for a very low fee. But unlike 
physical auctions where consumers can actually touch the mer- 
chandise and actually verify that it exists before they bid on it, you 
cannot do that in a Web auction, nor can the auctioneer necessarily 
verify that the goods exist or that they are authentic. 

And there are also numerous private sellers that are selling 
through these Web sites, which raises several issues, including the 
fact that private sales are not regulated in the same way as sales 
by businesses. While the Internet opens the doors to honest indi- 
viduals and small companies for low-cost entry into this new mar- 
ketplace in cyberspace, it also provides ready access to people who 
are either inexperienced in business or who have fraudulent intent. 

Victims of Internet fraud can also be found in every State and 
other countries, as well. These are the top 20 locations of the vic- 
tims. Obviously, we hear from victims not only in the United 
States, but number 8 is the category of outside of the U.S. or Can- 


1 Charts submitted by Ms. Grant appear in the Appendix on pages 57—61. 
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ada. In general, victims can be found predominantly in the states 
that have the highest populations, not surprisingly. 

No one is immune to Internet fraud. We hear from consumers of 
all walks of life and of all ages. If we could have the age chart, 
please. While people in their thirties, forties and fifties are most 
likely to report Internet fraud to our Internet Fraud Watch, we 
also have received reports from youngsters of 17 and seniors of 78. 

Consumers pay for goods and services promoted through the 
Internet in a variety of ways. Alarmingly, cash is the fourth most 
frequent method of payment reported to our Internet Fraud Watch 
in 1997. This is dangerous because it leaves consumers with no 
documentation of the transactions and it obviously also allows 
crooks to avoid their tax obligations. 

Though consumers are more likely to pay with checks, money or- 
ders and cash than with credit cards, we generally encourage peo- 
ple to use credit cards whenever they are making substantial ad- 
vance payments for products or services because of their ability to 
dispute the charges for non-delivery or misrepresentations. 

As more and more people go online, more consumer education is 
obviously needed to make people aware of the danger signs of 
Internet fraud and help them take advantage of what is on the Net 
without being victimized. Through our Web site and through other 
fora, various methods of public education that we conduct, the Na- 
tional Consumers League is leading the way in this effort. We also 
work with government and the private sector to get the word out 
to both consumers and to businesses about the proper use of the 
Internet as a tool for communication and commerce. 

And as more needs to be done on the educational front, so must 
law enforcement’s ability to go after the cybercrooks be made easi- 
er. Cross-border cases pose especially difficult challenges to inves- 
tigators and prosecutors because of the legal restrictions of infor- 
mation sharing between different countries, the expense of trans- 
porting witnesses and the complications of using different legal sys- 
tems. 

Congress can help by removing any information constraints be- 
tween the U.S. and other countries that still exist, setting up a 
fund to aid in cross-border actions, and supporting consumer and 
law enforcement services such as ours. We also believe that the 
Federal telemarketing sales rule should be expanded to cover the 
Internet. Many of the same disclosure requirements and prohibited 
acts could be tailored to fit Internet and online promotions. State 
law enforcement authorities would be able to go into Federal courts 
to obtain injunctions and judgments that would protect consumers 
in every State, as they can now for telemarketing fraud. And if the 
statute was amended to provide jurisdiction where either the vic- 
tims or the perpetrators are located for State consumer protection 
authorities, it would enable them to go after crooks that are based 
in their backyards but are targeting consumers in other States, an 
occurrence that we see frequently. 

The promise of the Internet as a means of communication and 
commerce is dimmed by the presence of fraud. The National Con- 
sumers League is committed to working with Congress and others 
to ensure a brighter and safer future for the marketplace in cyber- 
space. 
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Thank you. 

Senator Collins. Thank you very much, Ms. Grant. 

Ms. Gau. 

TESTIMONY OF TATIANA GAU,i VICE PRESIDENT, INTEGRITY 
ASSURANCE, AMERICA ONLINE, INC. 

Ms. Gau. Thank you, Madam Chairman and Senator Glenn. My 
name is Tatiana Gau, Vice President of AOL Integrity Assurance. 
Founded in 1985, America Online is the largest Internet service 
provider and has over 11 million members. I appreciate the oppor- 
tunity to appear before you today to discuss how the industry is 
working to promote online safety and security and fight Internet 
fraud and abuse. Thank you for providing this forum to bring these 
important issues to the public. 

At AOL, we are focused on preventing fraud on many fronts. To 
give you some insight into these initiatives, let me explain to you 
my department’s mission. From log-on to log-off, AOL Integrity As- 
surance manages all of the company’s safety and security measures 
in order to ensure the integrity of our member experience. 

The prevention of Internet fraud and the promotion of online se- 
curity are critical to cyberspace. It is also critical to the future de- 
velopment of all interactive media. We believe that the principles 
of education, prevention, and cooperation are key to these efforts. 
Identifying and tackling Internet fraud and educating all con- 
sumers on how to protect themselves and enhance their online ex- 
perience is our goal. 

We need to inform consumers how they can protect themselves 
and prevent purveyors of fraud and promote cooperation of the in- 
dustry and with law enforcement. The vast majority of those who 
utilize the online medium are contributing positively to this vibrant 
community. Like any environment, however, the unfortunate re- 
ality is that there are individuals who aim to harm. 

As more and more new Internet users come online, combating 
fraud becomes even more important. These new users are not fa- 
miliar with the technology and they require special protection and 
attention. Fulfilling the enormous promise of the interactive me- 
dium depends on consumers and families being safe and secure on- 
line. Online integrity, therefore, is a top priority both at AOL and 
across our industry. All of us with a stake in cyberspace security 
are focused on this issue, both pursuing their own strategies and 
working together. 

The Subcommittee has asked that I speak to you about the types 
of fraudulent scams that exist online. While it is difficult to provide 
you with a comprehensive list of these frauds, as the dynamics of 
the scams are constantly changing and evolving. I can provide you 
with a sampling of those that are most common. There are several 
different kind of scams that I am going to speak about. These in- 
clude password scams, credit card scams, Web-based frauds and 
junk E-mail, commonly known as “spam.” So let us begin with 
password scams. 


^The prepared statement of Ms. Gau appears in the Appendix on page 62. 
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As you will see on the slide, ^ there are two categories of pass- 
word scams. There is overt password solicitation, which basically 
consists of social engineering tactics to lure a user into providing 
their password, and the concealed variety, where the user is not 
necessarily aware of the fact that what they are about to do is 
going to compromise their password. 

The first example is a password “phishing” attempt via instant 
message. First of all, the term “phishing” has been developed in the 
Internet industry, P-H-I-S-H, kind of a takeoff on that, and it is 
now used quite widely. 

Senator Collins. I thought it was a band. [Laughter.] 

Ms. Gau. Instant messages are real time, one-on-one communica- 
tions that can be transferred between one user to another, and they 
are private communications that only go to the designated recipient 
and they are real time. What scam artists often employ is a tech- 
nique where they impersonate either a billing service representa- 
tive of the Internet service that that user is accessing the Internet 
with, or they might take on the guise of a phone company rep- 
resentative coming up with some type of claim that there is trouble 
with your phone line, please provide your password. One of the 
things that AOL has done to try to raise awareness of this issue 
is on the window of the instant message, when it comes to you, 
there is actually a warning in red letters that states, “AOL will 
never ask you for your password or billing information.” 

The next example via E-mail is very similar to the previous ex- 
ample I discussed in that they employ similar tactics, either as a 
billing service representative or a phone company rep or a security 
rep for the company, but they send it via E-mail. And these can 
sit in an E-mail box, can get mixed up with other personal mail, 
and when a user goes to read it, they may not be as vigilant as 
they should be in deciding whether or not they really should be- 
lieve this and send in their password. 

A first example of concealed password scams is what is called the 
“Diag.dat”, phishing via instant message. “Diag.dat” is a file where 
the password is recorded on your computer, and different services 
have different names for that file. And what scams artists will do 
is they will send you an E-mail under the pretext that they have 
malfunctioning software and could you help them out and send 
them a copy of your file so they can get their software working 
again. And, again, the rule of thumb to follow here is not only do 
not accept things from strangers and if it sounds too good to be 
true, it probably is, but also do not give out things to strangers un- 
less you really know what you are giving. 

The second example of concealed password solicitations are Tro- 
jan horses. Trojan horses are programs that come in attachments 
to E-mail that are sent to you under the guise of some type of bene- 
ficial offer for free: “Here is a great new animated video. Download 
it and enjoy.” And they take different approaches to try to entice 
the user to download it. And when the user does download it, in 
fact, at that point, they have become infected and have the poten- 


1 See Exhibit No. 1, slide presentation of Tautiana Gau, America Online, appears in the Ap- 
pendix on page 240. 
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tial of either having their password compromised or even having 
files deleted, a variety of different things, depending on the Trojan. 

This slide actually shows the area on America Online where we 
have posted safety tips for our members to understand what Trojan 
horses are and the telltale signs of Trojan horses, as well as linlnng 
them to an area where they can get special antivirus software that 
protects against Trojan horses. 

This is an example of a scam using a screen-saver approach. It 
states, “Hey, this is cool. It’s the latest coolarama screen saver. 
Download it and enjoy.” Here the rule of thumb, of course, is to 
again be careful who you receive information from and do not 
download things from people you do not know. 

A second example of an approach to provide a Trojan to someone 
is to take on the guise of a software company. And in this situa- 
tion, the scam artists will impersonate software companies and will 
send a message stating, “This is the upgrade you have requested,” 
or “This is the upgrade that you need. Please download as soon as 
possible.” 

I will discuss three more areas of password vulnerabilities. All of 
these scams that I have mentioned via instant message and E-mail 
can also occur on Web sites. Fake log-in procedures can be posted 
on Web sites to try to entice you into entering your password and 
other information that they might be requesting. There are also 
Web sites that take on the appearance, say, of an Internet service 
provider billing or registration page where, in fact, they are asking 
for the member to provide their registration information along with 
their password. 

Password guessing is becoming more frequent in that recent 
studies have shown that approximately 60 percent of users on the 
Internet have insecure passwords in that they are either names of 
their spouses or words in the dictionary or names of their pets, 
whatever the case might be. And if a scam artist chooses to target 
one particular person, they can, in fact, just through raw attempts 
try to guess the password, entering and entering until they finally 
get in. 

Password cracking is a higher level of that kind of guessing in 
that scam artists use an automated program to actually, through 
brute force, continue to prompt a password field in order to try to 
get into the account. This is why, of course, it is so important for 
users to choose safe passwords for their E-mail accounts. In fact, 
the password is the key to the E-mail account. And this is an area 
where education on the part of consumers is greatly needed. 

Credit card and billing scams, there are two categories in this 
section. There are those scams that affect users and those scams 
that affect the services. Here is an example of a billing service 
scam, and this takes a similar approach as taken in password 
phishing in that this time it might say that the database is con- 
taminated and your full name, address and credit card number and 
expiration date is needed in order to make sure your account will 
stay alive; if not, it will be turned off within 24 hours, usually tak- 
ing some guise of that sort. 

A slightly more complex version of that is when the E-mail that 
is received by the user then links the user to a Web site where, 
as I mentioned previously, a Web site has been put up mimicking 
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that service provider’s design and layout to confuse the user so that 
they think, in fact, that this might be a legitimate site. And again, 
to prevent users from falling for these types of scams and to avoid 
their falling victim to them, AOL has posted warning messages on 
the E-mail screens, as well, again stating that AOL staff will never 
ask for personal or billing information. 

There is also another example of a billing scam that I will quick- 
ly mention, and that is an approach where you receive an E-mail 
that says you have won a prize, whether it is a laptop or a stereo 
or whatever the case might be. And the E-mail goes on to describe 
how wonderful this prize is. And then at the bottom of the E-mail, 
it says, “So please reply back to us with your name and mailing 
address and include your credit card number to cover shipping and 
handling.” And, of course, at the other end, the scam artist never 
sends the supposed prize and has the user’s credit card number, 
and name and address, in their hands. 

Subscription fraud is the first example of scams that affect the 
services. Scam artists can obtain on the Internet programs that are 
called credit card generators, and what these programs do is create 
fake credit card numbers that can be used to sign up with online 
services. They can also forge their name and address and a variety 
of other things, and that is why it is so important for services to 
have strong registration processes, as well as them being real-time 
verification processes. 

In a lot of the business on the Internet, oftentimes the 
verifications are not done in real time; rather, they are done in 24 
to 72 hours. And at that point, you have let the scam artist onto 
the service and have allowed him to spend 24 hours wreaking 
havoc on that service. This particular slide shows some of AOL’s 
checks during the registration process. 

A second example of fraud that affects services or, rather, mer- 
chants, is transaction fraud. And here, again, scam artists are 
using the credit card generator numbers that they get from the 
Internet or using stolen credit card numbers. And, of course, in 
those cases, the user or the owner of that credit card may not real- 
ize that their credit card has been stolen until they receive the next 
monthly bill. 

One thing to keep in mind in both of these frauds is that these 
are not unique to online. These frauds occur in the real world, as 
well, whether it is signing up for a service or registering with a 
membership club or whatever the case might be — or making a pur- 
chase at a store. And, as we all know, in stores now they run im- 
mediate checks on your credit card number, and that is what needs 
to be done in the Internet, as well, to ensure that no fraud is un- 
dertaken. 

There are a number of other Web frauds. Eake store fronts — 
those are transaction frauds that affects users, where they enter a 
credit card number and the site is actually a fake. Virulent active 
content, Trojan horses, are different types of things that can be 
pushed onto your computer, and thus all users should be sure to 
have antivirus software and browser — setting their browser secu- 
rity alerts. 

I am going to run through this very quickly, given the limit on 
time — just to move through, I have a number of examples of scams. 
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the marketing scam, which is a weight-loss program in this case. 
And, again, typically in these situations, the product does not live 
up to its claims. Here is a get-rich-quick scam, make a million dol- 
lars from home, or in this case, make $800,000 from home. And, 
also, there are varieties of pyramid schemes, as well. 

Forged headers are what I call a category of identity fraud in 
that the sender of the E-mail has chosen to disguise their identity 
by using forged headers and thus making it difficult to identify 
that user. One important item that I would like to stress is that 
users are not without protection. AOL fundamentally believes that 
a combination of education and technology tools that we make 
available to our members are the answer to solving the fraud prob- 
lem as it exists today. We also believe fundamentally that law en- 
forcement needs to play an important role in this, and we have an 
ongoing relationship with law enforcement to cooperate on cases 
that come up. 

What I will run through here quickly are some of the tools that 
are available. Mail controls actually allow a user to designate who 
they can receive E-mail from in their account and who they cannot 
receive E-mail from, who they do not want to. It also allows them 
to block instant messages, and this is particularly useful for fami- 
lies that have children who are using the Internet, where they do 
not want their children exposed to these kinds of things. 

The file download alert is a warning against Trojan horses. This 
message pops up any time a member goes to download a file at- 
tached to E-mail that contains a Trojan horse. The Neighborhood 
Watch is both an educational area on America Online, but is also 
a centralized point to link to all the different tools that are avail- 
able by AOL to their members, to customize their online experi- 
ence. 

Notify AOL is our notification mechanism. Members send in re- 
ports of fraud that they either witness or fall victim to, and we 
have staff that monitors those reports 24 hours, 7 days a week, and 
will take action, such as terminating the account of the offender if 
appropriate and, if illegal, referring the matter on to law enforce- 
ment. 

Spam tools include AOL proprietary blocking technology against 
spam, as well as the mail controls that I discussed previously. Pa- 
rental controls — this is a one-stop shopping for parents to set up 
again these accounts for their children that are customized so that 
their children are not exposed to things believed to be beyond their 
age level. 

And finally, in summary, I would just like to reiterate some of 
the safety tips that I mentioned through the presentation: Choos- 
ing a safe password and making sure you protect that password by 
not giving out the information to anyone. Similarly, do not give out 
personal information. Just like in the real world, you would not 
give out your Social Security number, you should not be doing it 
online. Do not download files from strangers or, as I like to call it, 
do not take candy from strangers. If a Web site is unfamiliar, look 
into the company’s background before you do business with them. 
And perhaps most importantly, do not believe everything you read; 
if it sounds too good to be true, it probably is. 

Thank you. 
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Senator Collins. Thank you very much, Ms. Gan. 

Ms. Grant, I would like to start with some questions to you. It 
was very helpful for us to have the list of the top 10 Internet 
frauds that have been reported to you, but as you pointed out, le- 
gitimate businesses are also included in each of those categories. 
A lot of people order books through the Internet with very satisfac- 
tory results. Are there any warning signs that you can give the 
public for when it is likely that an offer is fraudulent within those 
top 10, because the difficulty is in distinguishing between legiti- 
mate online offers versus the fraudulent schemes? 

Ms. Grant. That is really difficult for consumers, and that is one 
thing that we try to help them with when they contact us. First, 
offers of things for free or for ridiculously cheap prices ought to be 
suspect. The Trojan horses that were referred to are one example 
of something that somebody is supposedly giving you as a gift. And 
you have to ask why; there is usually a string attached. If someone 
is trying to get you to buy expensive computer equipment for a 
very low price, you have to wonder why that is. Promises that you 
can make money in business very easily with little or no work have 
to be suspect. Promises that you can get huge returns on an invest- 
ment with little or no risk are also suspect. 

Many of the same pieces of advice that we give for telemarketing 
fraud, we also give for Internet fraud, that it is illegal for somebody 
to ask you for a fee up-front to get a prize. That is an illegal lottery 
and something that should be a red flag to you. Some other warn- 
ing signs are promises of loans or credit cards to people with bad 
credit because legitimate lenders and card issuers generally do not 
extend credit to people with credit problems. So we try to warn 
people that if someone is promising you that, it is probably not 
true. 

Senator Collins. My impression is that consumers who never 
would have fallen victim to a fraudulent solicitation if it had come 
in the mail or via the telephone will nevertheless be sucked in by 
one that is offered on the Internet, that somehow consumers are 
under the false impression that if something is on the Internet, it 
has been screened or it somehow conveys an aura of legitimacy. 

What makes consumers — first of all, would you agree with that? 
And, second, what makes consumers so susceptible to fraudulent 
schemes on the Internet? 

Ms. Grant. I agree with what you have said and I think that 
consumers also are under the same misconceptions with magazine 
and newspaper and television advertising, where they think that 
there is more screening than actually exists in most cases. But an- 
other part of this is that I think that consumers are seduced by the 
novelty and excitement of being on the Net and that they are not 
necessarily looking at these promotions with the same cold eye that 
they need to and that they would if somebody was knocking at 
their door and offering them something. 

Senator Collins. Despite all our best efforts to educate con- 
sumers, what should a consumer do if they feel they have been a 
victim of Internet fraud? 

Ms. Grant. Report it to our Internet Fraud Watch program, for 
one thing. They may also want to contact their own State attorney 
general or State securities commission, or whatever would be the 
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appropriate agency locally for their problem. But the most impor- 
tant thing is to report it, because that is the only way that these 
kinds of fraudulent operations can ultimately be shut down. 

Senator Collins. Ms. Gan, does AOL encourage its customers to 
report fraudulent activities to you, and if so, what do you do if you 
get a complaint of that nature? 

Ms. Gau. We do indeed try to encourage our members to do that, 
and one of the ways in which we accomplish that is by putting pro- 
motion buttons on the welcome screen, which is the first screen 
that AOL members see when they sign on. And that button takes 
them to the Notify AOL area and provides them with guidelines on 
how to report frauds or different types of problems they may come 
across online. 

On the question of how do we respond to them, as I indicated 
previously, we do have staff that is there 24 hours, 7 days a week, 
to respond to the reports. If appropriate, they will terminate the ac- 
count of the offender, and if it is illegal, they will refer it on to law 
enforcement. 

Senator Collins. One reason consumers can get trapped in a 
fraudulent scheme is that a Web site looks so elaborate and looks 
so legitimate. Could you explain, as part of our efforts to educate 
consumers, how easy it is to set up a Web site and whether or not 
it is difficult to dismantle one once the fraud has been perpetuated? 

Ms. Gau. Yes. And perhaps in that regard I would like to quickly 
provide a response to one of the questions you asked Susan, in 
terms of is it because people are on their computers in the safety 
of their home that they fall victim to some of these scams? I would 
add to that the fact that in effect there is this false sense of secu- 
rity, of users who are on the computer in the safety of their home. 
Not only are they thrilled by this new medium and all the tech- 
nologies that it offers, as Susan Grant mentioned, but also they be- 
lieve that they are untouchable because the computer has been 
something that has been very familiar to people for many years, 
where you wrote your documents that nobody else could read. And 
so there is an assumption that that continues along, as well. 

Now, to answer your question directly, Web sites can be set up 
relatively inexpensively. It can cost as little as a couple of hundred 
dollars to set up a Web site. As far as dismantling Web sites, it 
all depends on who is the host provider for that Web site. In the 
case of certain domain names that are registered and where Web 
sites pop up on frequently, they even disappear themselves within 
a couple days because they do not want to stay up too long and 
they move around. 

If one needs to dismantle a Web site, like in some cases we have 
been alerted by our users that there is an Internet site out there 
that is collecting information under the guise of being an AOL bill- 
ing page, we then contact the service provider that is hosting that 
Web site and ask them to take it down, obviously under the due 
diligence procedures and in legal compliance. 

Senator Collins. Ms. Grant, does the National Fraud Informa- 
tion Center follow up on the complaints that it refers to law en- 
forcement agencies? 

Ms. Grant. No, we do not, and in fact we tell consumers who are 
contacting us that we will provide their information to law enforce- 
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ment agencies, that we do not investigate it ourselves, and not to 
contact us again to find out the status of their report because we 
do not have that information. We really do not have the resources 
to follow up. 

We find out sometimes what agencies are doing with those re- 
ports because they will contact us to ask for more information or 
we will receive a press release saying that an enforcement action 
has been taken against a company that is very familiar to us. 

Senator Collins. Have you found that law enforcement agencies 
have — I realize you do not do actually follow-up — ^but in general, 
are they receptive to the complaints that you forward? Do you have 
an impression that they are investigated? My concern is that I 
think it is very confusing for consumers who are ripped off to figure 
out where to go and to figure out what is the right agency. 

As Senator Glenn pointed out, we have an unusual jurisdictional 
issue involving the Internet. We may be dealing with a fraudulent 
company that is not even located in the United States. 

Ms. Grant. Yes. Actually, last summer we surveyed the law en- 
forcement users of our system to find out what they thought about 
our services in providing them with reports about telemarketing 
and Internet fraud. They said that the information was extremely 
valuable to them, not only to tip them off about things that they 
may not have even been aware of, but to give them information 
about victims and witnesses that could help them make their cases. 

So they are very appreciative of these services. 

One of the most difficult aspects of Internet fraud is that you 
have victims scattered so far, that it is often hard for an agency 
to find out about everything that is going on when consumers are 
most likely to contact their own local agencies about their own 
problems. If the perpetrator is located in one State, but the victims 
are all in another State, then the attorney general’s office in the 
State where the perpetrator is located may not be hearing about 
that. The consumers may be complaining to the attorneys general 
in their own States. 

Senator Collins. Ms. Gan, how do the con artists that use spam 
as their weapon get the addresses, the E-mail addresses, of their 
victims? 

Ms. Gau. They do so in a variety of ways. They can obtain pro- 
grams on the Internet that are called harvesting programs, and 
they can go into a chat room and, in effect, harvest or copy all of 
the screen names or the E-mail names of the people in that room. 
They can also use this tool to collect names off of message boards, 
off of member directories for different service providers, and collect 
a mass of names to which they can send their E-mail. 

Senator Collins. I would like to now turn to what may be some 
additional remedies to this problem. Ms. Grant, in your testimony, 
you suggested that the ETC’s telemarketing sales rules should be 
made to apply to online and Internet promotions. And we have the 
chairman of the FTC here today, so I am going to ask him about 
your suggestion. Could you please explain a little bit more to us 
about what the rule provides and how expanding its scope would 
help combat Internet fraud? 

Ms. Grant. The rule basically has two parts; one is a set of re- 
quired disclosures and the other is prohibited practices. Just to use 
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sweepstakes and prize offers as an example, there are certain dis- 
closures that are required concerning the odds of winning and the 
values of the prizes and so on, which would, I think, be properly 
applicable to Internet promotions that involve prizes and sweep- 
stakes. 

There are also a host of prohibited practices, for instance, asking 
for a payment up-front to extend credit or a loan. Again, I think 
that such a prohibition for Internet and online promotions would 
make sense. A lot of the same types of scams that we see on the 
Internet are things that have been long-time abuses in tele- 
marketing fraud and that the telemarketing fraud rule was pro- 
mulgated to prevent and to give law enforcement agencies more 
tools to prosecute. 

Senator Collins. Do you believe, Ms. Grant, that online pro- 
viders such as AOL should also be doing more to educate con- 
sumers up-front about the possibility of fraud and to do more refer- 
rals to law enforcement? Is there an obligation that they should un- 
dertake, as well? 

Ms. Grant. I think there is. I think that most of the major Inter- 
net service providers are stepping up to the plate, as AOL is, and 
doing that through the educational messages that were dem- 
onstrated here today and reporting those problems when they hear 
about them to law enforcement agencies. There are, of course, a 
vast number of providers out there and not everybody is stepping 
up to the plate and helping to become part of a solution here. 

Senator Collins. I appreciate very much the specific regulatory 
and law changes that you both included in your testimony. I am 
going to turn now to Senator Glenn for his questions. 

Senator Glenn. Thank you very much. Senator Durbin could not 
be here this morning. He has done a lot of work in this area and 
is very interested in it. He is on Judiciary, and they are having 
some hearings or meetings on the tobacco situation, and so he 
could not be here this morning. 

But his staff gave me something a moment ago that I was not 
even aware of. We now even have magazines out, Internet Shopper, 
that I had not seen before, and I was just leafing through it here. 
I was not reading a cowboy story or something up here. I was look- 
ing through this. [Laughter.] 

And I am amazed at some of this stuff. I was not aware until 
this moment about the extent of some of this. We have 50 national 
companies and thousands of Internet service providers listed in 
here State by State. I count 65 in my own State of Ohio, and 50 
national. Illinois has, I think, more than that. I did not count them, 
but probably 80 or so in Illinois, where Senator Durbin is from, of 
course. 

And I am going back to the office and click in on one of these. 
It says, “Click and win 1,000 roses, Valentine’s Day coming up, 
WWW.,” and I will not give the rest of it. But this has gone beyond 
anything that I was even aware of, even with the briefings that I 
received for this hearing. I had not seen that particular magazine 
before and I am not recommending everybody go get a subscription. 

These things, you know, “Click and win 1,000 roses for Valen- 
tine’s Day, detail and registration at,” and gives it. That is it, that 
is pretty seductive. 
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Ms. Grant. That could be legitimate. 

Senator Glenn. Could be. 

Ms. Grant. But I do not know as I would smell those roses yet. 
[Laughter.] 

Senator Glenn. Could be. But if everybody who clicks in is ex- 
pected to win 1,000 roses, they have a lot of roses going out. And 
Annie is going to like that once I get back to the office and click 
in on that. But we knew this was big stuff, and it is even bigger 
than I realized it was when the Chairman planned these hearings. 

Do we need stiffer civil and criminal penalties on these, Ms. 
Grant? 

Ms. Grant. I am always in favor of stiffer civil and criminal pen- 
alties. I think you need to hit white-collar crooks in the pocket. 

Senator Glenn. But you have to get a balance here. Someplace 
you get into personal rights and constitutional rights and things 
like that. Are we at the point where we shouldn’t go further, or are 
we way short of that point and need more legislation? 

Ms. Grant. Even in telemarketing, there are ongoing discussions 
about enhanced penalties for targeting certain vulnerable popu- 
lations or for certain really egregious violations. And I certainly 
think, especially if we are talking about fraud, if we are talking 
about intentionally robbing people of their money, that those people 
ought to be put in jail. 

Senator Glenn. Now, Ms. Gau, you look at it from an industry 
standpoint. Do you think we need more regulation? I know the in- 
dustry has preferred to look at this that they can self-regulate, and 
yet the record has not been very good in that regard. 

Ms. Gau. We do, in fact, believe that education and technology 
tools are the way to provide consumers with real-time information 
that can allow them to protect themselves when they go online. 

When it comes to the role of the government, we believe the gov- 
ernment does need to play a role, just as they do in the real world, 
the off-line world, in protecting consumers against fraud. And Con- 
gress should thus appropriate the necessary resources to the agen- 
cies that are charged with enforcing anti-fraud statutes. 

We would agree that enhancing penalties would be a beneficial 
way to deter other criminals from conducting such activities, but 
we also believe that one needs to take a look at the juvenile issue, 
because a number of the scam artists that are perpetrating these 
frauds are, indeed, juveniles. 

Senator Glenn. Well, OK. The Internet service providers have 
been termed as being the gatekeepers, and many consumers who 
use the Internet will form their opinions of the medium through 
the relations that they have with the ISP’s. And I guess you folks 
have about as much control about what goes on the Internet as 
anyone, and yet the track record hasn’t been all that good for the 
industry. 

I don’t know when you came with America Online, but it is dis- 
couraging to read that three of the largest ISP’s, including America 
Online, were charged by and settled with the FTC for engaging in 
practices that I would look at as being similar to the consumer 
scams we are talking about here today. 

Let me just run through them real quickly here: 
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Offering free trial subscriptions and not adequately disclosing 
that consumers would be billed as subscribers after the trial period 
unless they affirmatively canceled their membership. I wouldn’t 
want to be treated that way, and I don’t think you would either. 
In mail, years ago, some businesses would send a gift through the 
mail and then they billed you for it unless you paid the postage to 
return it. Well, we have corrected that through the years, and that 
is not done now. 

Another one was debiting checking accounts before receiving au- 
thorization to do so. I don’t want anybody debiting my checking ac- 
count, and you wouldn’t either, unless I gave specific permission to 
do it. 

Failing to give consumers advance notice of the amounts to be 
transferred from their accounts. 

Now, America Online was also cited for failing to adequately in- 
form consumers that 15 seconds of connection time was added to 
each session. Well, I don’t know how major these things are. I 
know that they were settled somehow with FTC. I don’t know how 
they were settled or what the penalties were. And maybe this 
didn’t happen on your watch. But when the leaders in the industry 
are being hauled up for things like this, we have got a major prob- 
lem. What are we going to do about it? 

Ms. Gau. Well, my first comment would be to say that we have, 
indeed, corrected those problems in that we are providing more dis- 
closure on exactly the policies. And I think that that is very dis- 
similar from the fraud that is occurring on the Internet where it 
is strangers that approach you 

Senator Glenn. Well, it is a different level. I will grant you that. 

Ms. Gau. You may recall that one of my safety tips was not to 
do business with a Web site or a service, even, if you don’t know 
that company’s background. And there, really, I do believe that, in 
fact, we were not adequately, perhaps, disclosing all these specifics 
to our consumers, but we have rectified that at this point. 

Senator Glenn. Well, this showed a mind-set of what they were 
trying to do, maximize the money coming in and don’t worry about 
whether the person was being treated fairly or not, it seems to me. 
Has that mind-set been changed now so that you are looking at it 
from the consumer’s standpoint? You are a consumer, too. 

Ms. Gau. Yes. 

Senator Glenn. If you call and you get a service from somebody, 
you don’t want to be treated like that. Has this all been corrected 
now? And how are we handling this? 

Ms. Gau. Absolutely. This is being corrected, and it actually was 
one of the reasons for my appointment at America Online in late 
1996. It was to create the position of integrity assurance in that 
area 

Senator Glenn. Very good. 

Ms. Gau [continuing]. As part of the assurances to members that 
they are being looked out for and actually acting as somewhat of 
an ombudsman for members. 

Senator Glenn. Well, I hope your being brought on has corrected 
all this, and I hope you are keeping them on a mind-set that looks 
at it from the consumer’s standpoint. Because if this goes on like 
this, I can guarantee you we are going to have tough new regula- 
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tions and tough new standards, and we will have to set up a big 
enforcement group, we will expand FTC, and we will do all sorts 
of things, whatever we have to do, because this is the wave of the 
future. This is not a little thing where we are going out on the 
Internet momentarily and all the Internet stuff will pass away in 
a year or two. We are just at the beginning of the Internet way of 
doing business and financial transactions. 

So if the companies don’t police themselves, they are going to get 
policed. I will tell you that right now, and you can carry that back. 
If the same people are in charge that let this stuff happen to begin 
with, then bringing you on as one person down below in the hier- 
archy isn’t going to correct the problem, if the mind-set of every- 
body else is that they are out to skim what they can off the people. 
And that is from one of the biggest companies in the business. 

Ms. Gau. I would again like to reiterate that those issues have 
been corrected, and, indeed, moving forward, they are situations 
that are not going to happen again. 

Senator Glenn. Just those three or four things that I read off, 
were estimates ever made or did FTC prepare any estimates of 
what consumers lost as a result of these practices? Because as I 
understand it, no recompense was made, no payback was made to 
people that were dealt with unfairly. Is that correct? 

Ms. Gau. My understanding is that, in fact, there were settle- 
ments made, but I don’t know the specifics of them. 

Senator Glenn. Did FTC make an estimate of that, do you 
know? 

Ms. Gau. I don’t know. 

Senator Glenn. OK. We will ask and see if they have any esti- 
mates on that later when they testify. 

Recently, America Online went to court to stop a junk mailer 
that threatened to publicize the addresses of all 5 million cus- 
tomers of American Online if your company did not allow it to send 
junk mail. That sounds like the worst kind of extortion, with the 
customers as the innocent victims. Luckily, it sounds as if you were 
successful in stopping the firm. 

Could you tell us about that case and explain how the company 
was able to obtain the E-mail addresses? And I would like you also 
to address, once it had them, did it in turn sell them to others? Is 
this a scheme where one company sells to another, to another, to 
another, and so the fact that you have corrected it with one com- 
pany, the horse is out of the barn, and it may have gone to half 
a dozen companies eventually? Is that correct? 

Ms. Gau. Yes. The site collected the names of AOL members 
through harvesting techniques, as I explained previously. 

Senator Glenn. Yes. 

Ms. Gau. Not only do they pass them on to other spammers, but 
they also sell them via spam. In those cases, you will receive an 
E-mail, saying, “Want to grow your business? Send $25, and we 
will send you 5 million screen names you can send your promotion 
material to.” 

So, in fact, there is this constant continuing circle of spammers 
to spammers, and then also selling those lists to individual users 
as well. 
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Senator Glenn. Do all the ISP’s have a policy or do most of them 
have a policy of selling their customer list to others? 

Ms. Gau. I am not familiar, no. 

Senator Glenn. How about America Online? Do they sell their 
customer list to others or rent them? 

Ms. Gau. No.i 

Senator Glenn. Either one? 

Ms. Gau. Not anything providing the actual identity of the user 
in terms of their screen name on AOL. 

Senator Glenn. I am not sure what you mean by that. Say I am 
going into business, could I contact America Online and could I get 
a list of people? Or how would I do that? Would I buy them? 

Ms. Gau. No, you could not. 

Senator Glenn. I could not. Could I rent them? 

Ms. Gau. No, you could not. 

Senator Glenn. From the accounts I have read, it sounds like an 
ISP already has the authority and technical capability to refuse to 
send out unsolicited E-mail and to enable its subscribers to block 
it. Is that correct? 

Ms. Gau. That is correct. 

Senator Glenn. What standards do you apply when deciding 
whether or not to send out unsolicited commercial E-mail? What is 
the criteria? 

Ms. Gau. What is the criteria for AOL in deciding to send out? 

Senator Glenn. What standards do you apply when deciding 
whether or not to send out unsolicited commercial E-mail? 

Ms. Gau. We apply the concept of a previous existing business 
relationship or, in fact, that if we have to send mail to our mem- 
bers, it is because we have a member relationship with them. 

Senator Glenn. Well, what is your business relationship? What 
does a business relationship consist of, then? 

Ms. Gau. I am sorry? Excuse me. 

Senator Glenn. Define business relationship. 

Ms. Gau. A pre-existing relationship in which either a trans- 
action has occurred or there is an ongoing business relationship. 

Senator Glenn. Well, OK. So if anybody had come in online, if 
anybody had tapped in and used your service at all, then they 
could be the subject of having unsolicited E-mail sent to them in 
the future because you have had a business relationship with that 
person. Is that correct? 

Ms. Gau. Perhaps I would like to make a clarification. What I 
am discussing right now is mail that AOL might send to its mem- 
bers. I am not discussing mail that comes from the Internet which 
is of a spam nature, and junk E-mail. Mail that AOL sends to its 
members consists of advisory notices about different things relating 
to the service, letters from Steve Case, the chairman and CEO, and 
materials of those sort that are meant to enhance the member ex- 
perience, but they are, if you want to call them, unsolicited. 

Senator Glenn. There have been some recent articles about AOL 
subscribers being the targets of E-mail scams to steal such things 
as account numbers, passwords, credit cards. In one scam to obtain 


^See Exhibit No. 7 for clarification of this answer which appears in the Appendix on page 
358. 
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credit card numbers, a perpetrator pretended to be AOL’s Member 
Services Department and had a fake letter from AOL’s chairman. 

Do you know how the con artists were getting your subscribers’ 
addresses? And how do you guard against that? 

Ms. Gau. The example you just mentioned was one of the exam- 
ples that — types of examples I illustrated in my presentation. The 
scam artists harvest names, again, for these types of scams, col- 
lecting names from people in chat rooms, member profiles, message 
boards, whatever the case might be, and then, in fact, target the 
individual. 

Senator Glenn. Let me address this to both of you. Should there 
be a requirement in law or by regulation that requires ISP’s to 
screen commercial sites more carefully, to set some criteria and 
make them screen for those criteria? 

Ms. Gau. At AOL we do, indeed, engage in screening processes 
with the commercial sites that are allowed to be set up within the 
AOL environment. As far as the Internet is concerned, when users 
go out onto the Internet, they, in fact, are entering areas where 
AOL does not have control over those sites. 

Senator Glenn. Ms. Grant, do you think there should be require- 
ments, certain criteria set by government, that they would have to 
adhere to in screening commercial sites more carefully? 

Ms. Grant. We have long advocated that newspapers and other 
forms of media that have advertising do a better job of voluntary 
screening. I am not sure how feasible it would be to actually screen 
everything on the Net except perhaps things that are just within 
a certain proprietary service, like AOL. But I think that if a better 
job of self-screening isn’t done, maybe that is something we should 
look into in the future. 

Senator Glenn. Should the ISP’s be required to report customer 
complaints to the FTC? 

Ms. Grant. I think with the consumer’s permission they should. 
When consumers report fraud to us, we tell them that, with their 
permission, we will report this information to law enforcement 
agencies. 

Senator Glenn. Ms. Gau. 

Ms. Gau. I would absolutely agree that we would need the mem- 
ber’s consent to forward the message on. But we do, indeed, refer 
any illegal activity to law enforcement, so I think that the combina- 
tion of both of those would be a good step. 

Senator Glenn. Well, there were already two pieces of legislation 
introduced that deal with unsolicited commercial E-mail, and given 
the proliferation of this activity and the technical and consumer 
problems it creates, there is likely to be even more legislation pro- 
posed unless the problem is controlled. 

You people are more familiar with this than I am, certainly, and 
I presume the Chairman, also. But what do we need to do? What 
do you suggest at this point? Ms. Gau. 

Ms. Gau. Unfortunately, spam is constantly changing in terms of 
the techniques that they use to attack Internet service providers. 
They are using ever-changing techniques, whether it is changing 
the source addresses from which the spam is coming or forging 
headers to disguise where the message is actually coming from, 
that make it extremely complicated not only to create effective 
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blocking software that would, in fact, prevent any spam from get- 
ting through, but also poses problems for some of the legislation 
currently being proposed as the dynamics are continually changing 
and they will continue to change, and next week we probably will 
have one more problem to deal with. 

Senator Glenn. Could ISP’s levy extra fees on those who want 
to send unsolicited commercial E-mail? Would that control it? 

Ms. Gau. We are not in favor of unsolicited commercial E-mail, 
so that is not something that we are looking at right now. 

Senator Glenn. Well, just to sort of summarize here — and I 
know I am probably over my time. Madam Chairman — let me just 
say that the issues are how much we are going to regulate to pro- 
tect those interests, who will regulate, and are we moving fast 
enough. Two big concerns are consumer protection and individual 
privacy. And I don’t know whether we ought to require opt-in sys- 
tems so businesses can’t collect personal information unless the 
consumer first gives his or her permission. Maybe we are coming 
to that one of these days. I don’t know. And children, we haven’t 
dealt with that one at all, didn’t even question on that. Kids have 
far more computer knowledge than I have, I can guarantee you 
that, and they are into these things all the time. And what hap- 
pens if someone says go get daddy’s credit card and do whatever? 
How do we deal with children? That is another big one here. 

I don’t know how long the ETC wants to wait on self-regulation 
by the industry before we step in with other regulations, but that 
is what is coming if the industry doesn’t do it itself. 

Thank you. 

Senator Collins. Thank you. Senator Glenn. I want to commend 
you for your probing questions on this very important issue. 

I just want to second your comments about the need for the ISP’s 
to set a very high ethical standard. If they are going to be the ones 
that are helping to educate consumers about fraud, certainly their 
own activities have to be above reproach, and I think that is an ex- 
cellent point. 

Senator Glenn. I have to leave early. I am going back to get 
those thousand roses for Annie. [Laughter.] 

Senator Collins. Could I have a few? 

I just have one final question for Ms. Grant. Ms. Grant, we had 
hearings last year on fraud in the securities industry, and we are 
starting to see the Internet used as a medium for that kind of 
fraud. And I know that you have a long history, the league, in this 
area. 

I propose to the industry as well as the Chairman of the Securi- 
ties and Exchange Commission that there be adopted what I call 
a zero tolerance policy so that if a licensed individual in the indus- 
try commits a serious breach of ethical standards or a fraud, that 
that individual be banned from the industry forever, because what 
we have seen is rogue brokers going from firm to firm. 

Do you think that such an action would be helpful in trying to 
curb the use of the Internet for securities fraud? 

Ms. Grant. I think it probably would. I think that more action 
has to be done to keep repeat offenders from victimizing consumers 
both in the physical world and in cyberspace. 
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Senator Collins. I want to thank you both very much for your 
testimony today and your cooperation with our investigation. We 
very much appreciate your being here. 

Ms. Grant. Thank you. 

Ms. Gau. Thank you. 

Senator Collins. Our next witness is Barry Wise, a certified 
public accountant and a certified fraud examiner, from Matthews, 
North Carolina. 

Mr. Wise unfortunately was a victim of a pyramid scheme con- 
ducted over the Internet. I very much appreciate his willingness to 
share his experience with us. It shows that even an individual with 
financial training can become a victim of cyberspace fraud. So we 
very much appreciate your being here. 

As I explained earlier, pursuant to Rule VI, all the witnesses 
who testify before us are required to be sworn in, so I would ask 
that you stand and raise your right hand. Do you swear that the 
testimony you will give to the Subcommittee will be the truth, the 
whole truth, and nothing but the truth, so help you, God? 

Mr. Wise. Yes. 

Senator Collins. Thank you. 

We look forward to hearing your testimony today. Because of 
time constraints, including an upcoming vote, I would ask that you 
limit your testimony to 10 minutes, and we will put your prepared 
statement as part of the hearing record. 

Please proceed. 

TESTIMONY OF BARRY D. WISE,i CERTIFIED PUBLIC AC- 
COUNTANT, VICTIM OF FORTUNA ALLIANCE INTERNET PYR- 
AMID SCHEME, MATTHEWS, NORTH CAROLINA 

Mr. Wise. Actually, I have already learned a lot from what I 
have heard. 

Madam Chairman and Members of the Subcommittee, my name 
is Barry Wise, and it is my pleasure to be here today to share my 
experiences with you of being defrauded by a company known as 
Fortuna Alliance. ^ I am currently employed by the Duke Energy 
Corporation as a senior internal auditor. I am also a certified pub- 
lic accountant and recently became a certified fraud examiner. Ob- 
viously I wish I had become a certified fraud examiner when I was 
considering my investment with Fortuna Alliance. 

I am also a husband and a father of two young children. The in- 
tention of my investment with Fortuna was meant to benefit my 
children’s future, not the financial heartache that resulted instead. 

I would also like to express my appreciation to the Federal Trade 
Commission at this time for the help that they have given with this 
case. 

In April of 1996, I was told by a colleague that a company known 
as Fortuna Alliance was advertising on the Internet. The company 
was supposedly offering a good investment opportunity with a high 
rate of return. My associate informed me that he knew of a person 
who had already received some return on the investment, so it 
must be legitimate. I later discovered that this person had some 


1 The prepared statement of Mr. Wise appears in the Appendix on page 75. 

2 See Exhibit No. 2 for background material on Fortuna Alliance which appears in the Appen- 
dix on page 267. 
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type of relationship with the founder of Fortuna Alliance and the 
return on investment probably was nothing more than bait money 
to create an air of legitimacy to the scheme. 

I visited the Fortuna Alliance Web site as well as numerous 
other individual sites that had been created by its members. These 
members were people who had already invested with Fortuna and 
were actively recruiting new investors which would be directly to 
their benefit. The Fortuna Alliance site explained that each mem- 
bership would pay out a maximum of $5,000 per month when a 
matrix of approximately 300 was filled with names of new inves- 
tors. The matrix was supposedly based on their “unique mathe- 
matical formula: The Fibonacci Sequence.” The Web site informed 
that Fortuna was about to begin a massive advertising campaign 
to solicit new members; therefore, I would not have to recruit any- 
one or do anything to get a return on my investment. I would not 
have to work at filling up the matrix because Fortuna Alliance’s 
advertising campaign would accomplish that for me. However, the 
recruitment of new investors was encouraged because that would 
fill up the matrix faster, which in turn would initiate a flow of 
money to Fortuna Alliance members. 

Another part of the Fortuna Alliance business was a co-op 
through which products and services would be sold in the matrix. 
I understood that a commission would be paid to me for any pur- 
chases made in the co-op by people in my matrix. It should be 
noted I never received any literature from Fortuna that explained 
what goods were for sale and how to purchase them. Fortuna stat- 
ed there was a money-back guarantee of my entire initial invest- 
ment if after 90 days I was not completely satisfied for any reason. 
The offer really made me feel that I had nothing to lose with this 
potentially lucrative investment. 

In late April of 1996, after carefully studying the Fortuna Alli- 
ance Web site and several of the individual member sites, I decided 
to make an investment. I purchased 15 elite membership at $250 
each and two premier memberships which cost $600 each. My total 
investment was $4,950 which I hoped would result in a monthly in- 
come check from Fortuna Alliance. Fortuna insisted that I pay this 
investment by money order or certified check only. When I received 
a very elaborate package of investment information from Fortuna 
for each of my memberships, I read this information carefully and 
continued to understand I did not have to actually do anything to 
receive a return on my investment. 

Shortly after purchasing these memberships, I tried to call For- 
tuna Alliance several times in order to verify my investment was 
properly recorded in their computer system. My telephone calls 
were always answered by an automated voice system that never 
connected me to an actual person. 

In late May 1996, I was roving the Internet while working on a 
project with the search word “fraud.” During this search, I came 
across a notice by the Federal Trade Commission that Fortuna Alli- 
ance had been shut down for operating an illegal pyramid scheme 
and making false claims. I immediately sent a letter to Fortuna Al- 
liance requesting a refund of my money. They never refunded any 
of the $4,950 initial investment. I also filed a claim with the Fed- 
eral Trade Commission. 
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Upon discovering that I had been the victim of a fraud via the 
Internet, I started to do some investigation on my own. I deter- 
mined that in order to be a legitimate multi-level marketing com- 
pany, commission needs to be paid on actual goods and services 
sold. Fortuna Alliance was supposedly going to pay commissions 
only based on one-time fees paid to purchase a membership — in 
other words, money was just being funneled to people at the top 
of the pyramid. During my research, I noted several other compa- 
nies on the Internet which appeared to be operating illegal pyr- 
amid-type schemes. 

In the spring of 1997, I received a letter from Gilardi & Company 
in San Rafael, California. Gilardi & Company had been appointed 
by the Federal Trade Commission to be the claims administrator 
for Fortuna Alliance. The correspondence I received from Gilardi & 
Company indicated that my account consisted of only three elite 
memberships, when I had actually purchased 15 elite membership 
and two premier memberships. Evidently, Fortuna Alliance’s 
records of my purchases did not properly account for my entire in- 
vestment. I subsequently filed a claim of $4,950 with proper docu- 
mentation to Gilardi & Company. In a telephone conversation with 
representatives of Gilardi & Company, I determined that my claim 
of $4,950 was accepted and verified by them as accurate. 

Shortly after my dealings with Gilardi & Company, I received a 
letter from Fortuna Alliance which stated they had been cleared of 
all charges and were continuing to do business as Fortuna Alliance 
II. They also encouraged me not to request a refund and continue 
to invest with Fortuna Alliance II. I disregarded this letter and its 
message as being completely bogus. 

It is my understanding that the Federal Trade Commission has 
collected enough funds from Fortuna Alliance thus far to cover 60 
percent of investors’ claims. On January 6, 1998, the court issued 
a compliance order that would allow over 8,600 Fortuna Alliance 
members to begin receiving partial refunds which would cover ap- 
proximately 60 percent of their individual claim amounts. 

I appreciate this opportunity to share my story. This concludes 
my statement. I would be pleased to answer any questions. 

Senator Collins. Thank you very much, Mr. Wise. 

Let me start by just clarifying some of the facts in this case. This 
essentially was a pyramid scheme — is that correct? Where there 
was an effort to recruit a lot of investors and eventually it was 
going to collapse? 

Mr. Wise. That is right. 

Senator Collins. Did you ever recover the nearly $5,000 that 
you invested? 

Mr. Wise. No, but it is my understanding per a conversation 
with Gilardi & Company that on February 11, 60 percent of that 
money will be mailed to me. And it should be on its way shortly. 

Senator Collins. So you hope to recover about 60 percent of your 
initial investment due to the action taken by the FTC? 

Mr. Wise. At least at this time. I am not sure what the outcome 
is going to be between them and the Federal Trade Commission as 
far as recouping the other 40 percent. But I do know that the Fed- 
eral Trade Commission is aggressively pursuing that remaining 40 
percent. 
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Senator Collins. How much experience did you have using the 
Internet prior to your dealings with Fortuna Alliance? 

Mr. Wise. I think prior to that I had had Internet service for 
about a year, but not a whole lot of experience using the Internet. 

Senator Collins. Had you had experience with investing via the 
Internet prior to your dealings with Fortuna? 

Mr. Wise. No, I had never invested on the Internet. And I never 
will, also. 

Senator Collins. Did it cause you — were you more concerned, 
did you have a higher level of wariness that you were dealing 
through the Internet rather than in person with a financial advi- 
sor, for example? 

Mr. Wise. Not really, because an individual had told me about 
it and plus they had one Web site of their own and probably nu- 
merous other Web sites that were out there by some of your indi- 
vidual investors, which sort of added a legitimacy to what was 
going on. 

Senator Collins. You have mentioned that there were these 
other Web sites. 

Mr. Wise. Right. 

Senator Collins. It is my understanding that Fortuna Alliance 
instructed its investors to create their own Web sites. Is that cor- 
rect? 

Mr. Wise. That is my understanding. 

Senator Collins. And that was a means of soliciting new mem- 
bers to try to sustain the pyramid a little bit longer. Is that cor- 
rect? 

Mr. Wise. Yes. At the time, I pulled up all the individual Web 
sites, just did a search word “Fortuna,” and I think there were 
probably three or four complete pages that would come up. When 
a search engine would pull up Fortuna, you would see page after 
page of just nothing but Fortuna, Fortuna, Fortuna. And you would 
go to another page, and you would see more lines of Fortuna. So 
there were numerous Web sites out there. 

Senator Collins. Did the existence of all these other related Web 
sites confer to you a certain legitimacy of the enterprise? Did it re- 
assure you that it must be legitimate or otherwise why would there 
be all these Web sites? 

Mr. Wise. Yes, that did, plus they also had a 90-day money-back 
guarantee, which I guess at that time added some legitimacy. But 
in hindsight, money-back guarantees really don’t mean anything. 

Senator Collins. That certainly seems to have been the case. 

You discovered that you were a victim of fraud really by chance. 
Is that correct? 

Mr. Wise. That is right. I don’t think if I had searched — had 
been on the Internet with the search engine “fraud, I don’t even 
know if I would have ever known about it. 

Senator Collins. What did the FTC statement say that you 
chanced upon when you were browsing on the Internet? 

Mr. Wise. I can’t recall the exact — ^what the FTC said. I just 
know once I hit that search engine, there was a big alert that came 
up, and it gave a lot of details of what the Federal Trade Commis- 
sion did as far as what they had. They had raided their complex. 
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They had been shut down, could not do business anymore, and they 
were in the process of legal action against Fortuna. 

Senator Collins. So the FTC site specifically identified Fortuna 
Alliance as a fraudulent enterprise that it was taking action 
against? 

Mr. Wise. That is right. 

Senator Collins. And had it not been for your stumbling across 
the FTC’s fraud Web site, do you think you would have discovered 
that you were a victim of fraud as quickly? 

Mr. Wise. No. 

Senator Collins. You stated that you received a letter from For- 
tuna Alliance indicating that they had been cleared of all charges 
and urging you not to request a refund. And it is my understanding 
that this letter was written after action was taken against the com- 
pany by the FTC. 

Did you report that additional letter that you received to the 
FTC? 

Mr. Wise. I did not. In hindsight, I probably should have, but the 
reason I didn’t, because I know that the FTC at that time was ag- 
gressively pursuing Fortuna and had already one legal action 
against them. 

Senator Collins. As a consumer, did you find it troubling that 
Fortuna Alliance could make such claims and so quickly could 
emerge with a new identity as Fortuna Alliance II? 

Mr. Wise. Yes. I would have had more concern if they would 
have set up business in the realm of the United States. But when 
they set up Fortuna Alliance II, they did that outside of the coun- 
try, which really makes 

Senator Collins. So this was an offshore enterprise? 

Mr. Wise. Right, which really makes it difficult to do anything 
with anybody that does something like that. 

Senator Collins. Again, I see a parallel with the hearings we 
held on securities scams where a rogue broker will go from one 
firm to another, set up a new base of operations, and it becomes 
difficult to track and catch these individuals. 

Did you try to use the information resources of the Internet to 
do some background research on Fortuna Alliance prior to or at the 
time of your investment? 

Mr. Wise. No. I will have to plead ignorance to that. 

Senator Collins. Given your experience — and, again, I would 
emphasize that you are much more sophisticated than a lot of peo- 
ple who are doing investments via the Internet. You are a CPA. I 
know how prestigious a designation that is. And yet you got 
trapped. 

I guess I have two final questions for you. One, why do you think 
you did get taken in? And, second, what advice would you have for 
other consumers so that they can avoid the kind of fraudulent in- 
vestment that you made? 

Mr. Wise. I was mainly taken in with the 90-day money-back 
guarantee, which, like I said earlier, I now know means absolutely 
nothing. They were obviously offering a good return on the invest- 
ment. Probably greed comes into play, which in turn clouds your 
thinking ability to a certain extent. 
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As far as the normal investor or anybody on the street, as long 
as they know that to be legitimate, especially in a multi-level mar- 
keting scheme like this, commissions need to be paid solely on 
goods or services that are sold. If they knew that, that would prob- 
ably eliminate at least some of the people that would get involved 
in an illegal pyramid scheme. 

Senator Collins. Thank you very much, Mr. Wise. 

Senator Glenn. 

Senator Glenn. Thank you very much. Madam Chairman. 

I was interested in some of the material that Fortuna Alliance 
sent out where even an educated person like yourself, an auditor, 
who is familiar with accounts and how these things work, you 
could be drawn into something like this. And the company has all 
the things down there, “no recruiting necessary, no investment, 
no” — a whole bunch of things, just on and on and on here. And 
then its latest publication talks about how the FTC came in with 
armed people and so on, and the company says down here it has 
made some changes “to protect it from interference by govern- 
mental agencies of any country,” and so on. 

The gist of this is these people are so brazen, they have now set 
up Fortuna Alliance II. 

Mr. Wise. That is right. 

Senator Glenn. It is offshore, I guess. Where is it based now? 

Mr. Wise. I have no idea. I have sort of disconnected myself from 
them. [Laughter.] 

Senator Glenn. You are not a new investor 

Mr. Wise. I would like to add one other thing that I thought was, 
to me, almost amusing at the time that the Federal Trade Commis- 
sion went in and raided Fortuna. Based on my knowledge, there 
was a good percentage of Fortuna Alliance memberships that were 
so — became so, I guess, sucked in with Fortuna that they were ac- 
tually, I guess, mad at the Federal Trade Commission for shutting 
down Fortuna and were sending, I guess, letters and complaining 
about the Federal Trade Commission as being a tyrannous-type or- 
ganization, which in hindsight that was far from the fact in this 
particular case. 

Senator Glenn. Well, they say here that Fortuna Alliance offices 
in the United States were “raided by armed members of a U.S. reg- 
ulatory enforcement agency known as the Federal Trade Commis- 
sion.” I didn’t know the Federal Trade Commission went around 
packing guns, but maybe they do now. [Laughter.] 

Maybe we will get some testimony on that a little bit later. For- 
tuna Alliance was forced into receivership by order of a Federal 
judge and so on. But they have opened up again offshore. That is 
the point I am making. 

Mr. Wise. Right. 

Senator Glenn. They have opened up again. They are still going, 
and I guess they are back on the Internet and didn’t even change 
their name except they now make it Fortuna Alliance 11. And, “The 
new Fortuna Alliance II will be similar to the original Fortuna Alli- 
ance in most ways. It was very good as it was, and the primary 
reasons to change any part of it are, one, to protect it from inter- 
ference by governmental agencies of any country; and, two, to take 
advantage of all the founder, Angie Delgado” — that sounds great — 
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“and executive team learned from this most devastating experience 
at the hands of a brutal U.S. regulatory agency, the Federal Trade 
Commission,” and so on. 

And the one that I like, too, is they have — this is in their quotes, 
“a unique mathematical formula: The Fibonacci Sequence.” At least 
the first syllable is right, the “fib” part, anyway. 

Mr. Wise. That is right. 

Senator Glenn. We know that. So, anyway, these things, you 
squash them here and they pop up somewhere offshore, I guess. 

We are on five lights up there, and I know we have got to vote. 
Madam Chairman, but this is very interesting, and I hope it gets 
enough publicity that people are not subscribing to things like this. 

Senator Collins. Mr. Wise, I do want to thank you very much 
for sharing your experience. It certainly is a cautionary tale for all 
of us, and we appreciate your willingness to come forward. 

Thank you very much. 

Mr. Wise. All right. Thank you. 

Senator Collins. We are now in the middle of a vote, and I ex- 
pect a second vote back to back. So I regret to inform our next wit- 
ness, with great apologies, that we are going to need to take a 15- 
minute recess. But we will resume in 15 minutes. 

Thank you. 

[Recess.] 

Senator Collins. The Subcommittee will be back in session. I 
apologize for the delay. We were on Senate time, which I have yet 
to get used to, and the vote was held for a couple of Senators, so 
I apologize for the delay. 

Our final witness this morning is the Hon. Robert Pitofsky, the 
chairman of the Federal Trade Commission. The chairman’s testi- 
mony will provide the Subcommittee with an overview of the roots 
of Internet fraud from the Federal perspective, as well as a discus- 
sion of the FTC’s civil enforcement action and consumer education 
efforts. 

I would note that the FTC’s enforcement led to the dismantling 
of the pyramid scheme about which the previous witness just testi- 
fied. It is my understanding that the chairman may wish to have 
an individual accompany him, and I would at this time introduce 
Jodie Bernstein, the Director of Consumer Protection, and anyone 
else that you would like to have, Mr. Pitofsky, we would welcome 
their participation. 

As I have explained, pursuant to the rules of the Subcommittee, 
all witnesses who testify are required to be sworn, so I would ask 
that you stand and raise your right hands. 

Do you swear that the testimony you are about to give to the 
Subcommittee will be the truth, the whole truth, and nothing but 
the truth, so help you, God? 

Mr. Pitofsky. I do. 

Ms. Bernstein. I do. 

Senator Collins. Thank you. 

Again, Mr. Pitofsky, my apologies for the unavoidable delays. I 
know you have a busy schedule, and I appreciate your willingness 
to participate in these important hearings. And I would ask that 
you proceed with your statement. 
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TESTIMONY OF HON. ROBERT PITOFSKY,i CHAIRMAN, FED- 
ERAL TRADE COMMISSION, ACCOMPANIED BY JODIE BERN- 
STEIN, DIRECTOR, BUREAU OF CONSUMER PROTECTION 

Mr. PiTOFSKY. Thank you, Madam Chairman. I am delighted to 
be here, and I want to compliment the Subcommittee for holding 
hearings on this important and, I think, sometimes somewhat ne- 
glected subject, and that is, marketing fraud on the Internet and 
in this country generally. 

With your permission, I would like to submit my full testimony 
for the record and just summarize it this morning. 

Senator Collins. It will be included in the record in its entirety. 
Thank you. 

Mr. PiTOFSKY. And may I introduce Jodie Bernstein, who is di- 
rector of our Bureau of Consumer Protection, and who is in charge 
of enforcement in this area, and also very active on the consumer 
education front. 

As you know, the FTC is the primary agency at the Federal level 
authorized to challenge fraud and deception. We do so under Sec- 
tion 5 of the Federal Trade Commission Act, which outlaws unfair 
and deceptive acts and practices in commerce. Section 5 gives the 
Commission the authority not only to combat fraudulent activity by 
issuing administrative cease and desist orders, but also by going di- 
rectly into Federal court to seek injunctive relief and consumer re- 
dress. 

We have noted several times already this morning that the Inter- 
net is growing by leaps and bounds. ^ Fifty-eight million potential 
consumers are already online, and we expect Internet commerce to 
grow exponentially over the next few years. Online advertising is 
expected to grow to $4.35 billion by the year 2000, and as Senator 
Glenn’s reference to the Internet Shopper pointed out, online com- 
merce is growing. We think it might be as much as $220 billion by 
the year 2001. 

In this expanding marketplace, consumers often will receive new 
goods and services faster and at lower prices. They will receive 
more information to make informed decisions. In general, I think 
of the Internet as a pro-competitive, pro-consumer opportunity. 

We also know, however, that the growth of the Internet will gen- 
erate an increase in fraud and deception. To combat these prob- 
lems, we will combine traditional law enforcement with new types 
of consumer and business education. 

The Commission has already brought over 25 Federal actions 
against deceptive and fraudulent activity on the Internet. That has 
just occurred in the last year and a half or so. Most of these cases 
have involved old wine in new bottles, traditional types of scams 
that have migrated to cyberspace. For example, we have seen cred- 
it repair scams and business opportunity schemes, that look very 
much like the traditional programs that we have seen in tele- 
marketing and elsewhere. 

It has also given new life to a kind of fraud that we thought we 
had virtually wiped out 10 or 15 years ago, and that is the pyramid 


^The prepared statement of Mr. Pitofsky and additional copy submitted for the record appears 
in the Appendix on page 78. 

2 See Exhibit No. 3, slide presentation of the Honorable Robert Pitofsky, Chairman, Federal 
Trade Commission which appears in the Appendix on page 300. 



32 


fraud. In one of the largest Internet cases, which has been dis- 
cussed, the Commission sued Fortuna Alliance to halt an alleged 
pyramid scheme that took more than $7 million from consumers. 

We have also pursued more sophisticated schemes on the Inter- 
net, and you heard about the Audiotex case where the Commission 
sued a Web site operator that allegedly hijacked consumers’ com- 
puter modems and silently placed very expensive international 
telephone calls to a Moldovan telephone number. That is a former 
republic of Russia. And, of course, consumers ended up with very 
large telephone bills at the end of the month. 

In addition to law enforcement, the Commission has fought 
Internet fraud through aggressive consumer education because, in 
the long run, consumer education really is the best way for people 
to protect their own interests. The Commission has used technology 
on the Internet to establish informative Web sites and teaser 
pages. The Commission home page receives over 100,000 visitors 
per month and provides consumers with access to everything from 
fraud alerts to Federal court pleadings. The public can easily find 
information either by clicking into a category like Consumer Line 
or by placing simple key words into our search engine. 

The Commission also has established another Web site with 
other Federal agencies. This site provides one-stop shopping for 
people with consumer questions about automobile recalls, drug 
safety, other topics. And we have tried to reach out to consumers 
through educational teaser pages. 

The “Ultimate Prosperity Page” is an example of a teaser site 
posted by the Commission. It mimics an online business oppor- 
tunity scam promising high earnings for little or no efforts. 
Clicking through this site, a consumer will eventually arrive at the 
last page, which states, “If you responded to an ad like this, you 
could get scammed.” This page warns consumers about fraudulent 
business opportunities and provides a link back to the ftc.gov Web 
site for more information. 

The Commission also fights Internet fraud by reaching out to 
businesses, especially new entrepreneurs who may be entering the 
marketplace for the first time and may not know the basic prin- 
ciples of consumer protection law. We have pursued partnerships 
with private industry, asked Silicon Valley executives for assist- 
ance in working with us, and we have developed road shows and 
seminars to present to small business and their lawyers. 

The Commission also educates businesses through projects that 
it calls surf days. During a typical surf day, the Commission and 
its law enforcement partners surf together for a few hours, search- 
ing the Internet for a specific type of problem, and after compiling 
a list of potentially deceptive sites, the Commission sends the oper- 
ators at those sites a message. The message discusses the problem 
targeted by the surf day and outlines the law in that particular 
area. 

Looking ahead, the Commission expects that old-fashioned types 
of fraud will continue to plague the Internet. At the same time, the 
Commission expects that new high-tech schemes will present new 
challenges. Combatting Internet fraud will be a daunting task, but 
we will continue to attack it with law enforcement and education, 
always looking for ways to turn new technology to our advantage 
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and ways to boost consumer confidence in this emerging market- 
place. 

Finally, we must consider the question of how many resources we 
have to deal with this problem, and the chart demonstrates some- 
thing along that line. As you will see, the tall block on the screen 
is total consumer protection resources each year during the last 3 
years. They haven’t changed much at all, but our resources com- 
mitted to challenging fraudulent behavior on the Internet have 
gone from 4 percent to 11 percent to 16 percent. Something like 53 
people at the Federal Trade Commission are now working in this 
area. 

I think we are doing as much as ought to be done. On the other 
hand, in order to come up with these resources, we really did have 
to reduce resources in other areas of our consumer protection mis- 
sion. And I have no doubt that this is not the end of the growth 
of Internet fraud or of our response to it. 

Thank you, and I would be glad to answer your questions. 

Senator Collins. Thank you very much, Mr. Chairman. 

One of the complaints that the Subcommittee has heard from 
consumers is there is a perception that there is, as I put it, no 
sheriff in cyberspace. Consumers feel that if their fraud involves 
only a few hundred dollars that nobody is going to pay attention 
to it, that Federal agencies or law enforcement officials are only in- 
terested in the big-dollar frauds. 

What would be your response to that concern? Can consumers 
come to you if they have lost, say, under $500? Which may be a 
great deal to that particular consumer. 

Mr. PiTOFSKY. Of course. Absolutely. Let me start by saying that 
I think the perception that the Internet is a wild west frontier and 
there is no law and there is no regulation, that is one of the things 
that needs to be combatted, because we want consumers to have 
confidence in the Internet in order to see that constructive and use- 
ful marketplace grow. 

Now, it is true if we see something like Fortuna, where we are 
talking about millions and millions of dollars of fraud, we are going 
to be quicker off the mark than we would be for smaller-scale 
frauds. But we have brought actions where relatively modest 
amounts of money have been defrauded away from consumers. 

Jodie, do you want to add to that? 

Ms. Bernstein. In fact, the first five cases, I think, that the 
Commission brought early on were against small companies with 
small amounts of losses per consumer. But in total, it added up to 
a lot of money. That means that there was a lot of loss involved. 

We did that in part to establish the Commission’s jurisdiction to 
attack fraud and deception in this particular marketplace and be- 
cause we wanted, as the Chairman said, to establish that there will 
be protection for consumers in this new medium. 

Senator Collins. I would like to talk a little bit more about the 
Fortuna Alliance case. What is the present status of the FTC’s ac- 
tions against Fortuna Alliance? 

Mr. PiTOFSKY. We challenged their behavior, and later settled 
the case. We are trying to get restitution for defrauded consumers. 
Restitution did not occur promptly, and with the help of the De- 
partment of Justice, we have pursued these people to Antigua. 
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That is where they are located now. And we were able to get the 
court to enforce an order which would require very substantial res- 
titution to consumers. 

I understand that tomorrow is the date when they are committed 
to pay back to consumers 60 percent of the monies that they have 
committed to pay back, which I think is in the range of about $6 
million. But I must tell you, until that money is in the hands of 
consumers, I am not prepared to declare victory here. 

This is a very difficult enforcement process. They have made it 
difficult for us. But we are pursuing it, and we will continue to pur- 
sue it and get the money back if we can. 

Senator Collins. It is very troubling to me that this company 
could pop up with the same name with just “H” after it and move 
its operations offshore. Does the company’s ability to move offshore 
make it more difficult for the FTC to pursue this kind of fraudulent 
activity? 

Mr. PiTOFSKY. Absolutely, and we have often seen this business 
of people who are caught in one place moving to another jurisdic- 
tion, changing their names, and going right back into business. We 
have seen that a lot in telemarketing. This is not all that unusual. 

What is unusual is going across a national border because the 
Internet respects no borders, and when you get to these foreign ju- 
risdictions, sometimes they have no comparable consumer protec- 
tion law or it is very difficult to enforce your judgment in a foreign 
country. It just makes our job all the more difficult, and yet we 
know that that is what is going to happen more and more as time 
goes on. 

Senator Collins. Isn’t the company essentially violating at least 
the spirit if not the letter of the agreement that it reached with the 
FTC? 

Mr. PiTOFSKY. We have moved for contempt against the company 
on grounds that they are violating the previous order. 

Senator Collins. In a case like this, does the FTC, Mr. Chair- 
man, consider a referral to the Justice Department for a criminal 
prosecution? I know you can’t comment on a specific action, but 

Mr. PiTOFSKY. I can’t. The general policy is we are increasingly 
thinking about these kinds of fraud, telemarketing and Internet, as 
deserving criminal enforcement. Some of these frauds are ex- 
tremely raw. People are taken advantage of. They are injured very 
badly. And some of these people engaged in the fraud deserve to 
be treated criminally. 

Ms. Bernstein. Madam Chairman, in this case, we can also dis- 
close because it is public that a Federal grand jury in Seattle has 
issued subpoenas to individuals associated with Fortune, and the 
FBI is also conducting interviews. 

Senator Collins. Ms. Bernstein, I notice that the victim we had 
who was testifying today talked about some of the customers of 
Fortune Alliance actually being angry at the FTC for closing down 
what clearly was a fraudulent pyramid scheme. Were these cus- 
tomers who got in at the ground level and thus made some money 
before the whole pyramid collapsed? Or could you tell us a little bit 
about that? I thought that was just fascinating. I would think they 
would be grateful to you. 
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Ms. Bernstein. Well, not only were they complaining about our 
conduct, I believe they complained to various Members of Congress 
that the FTC was interfering with their ability to be winners in 
this scheme. 

I think the voices that were heard were people who really be- 
lieved if we, the FTC, had held off for a little while longer, they 
would be among the early winners, and they weren’t too concerned, 
I think, about the downstream potential victims. We believe that 
is what happened in that situation, and it often does in pyramid 
schemes. 

Senator Collins. I noticed that you provided to the Sub- 
committee some terrific consumer brochures and sort of warning 
tips. But I have to say this is the first that I have seen these mate- 
rials, which I think are excellent. 

What do you do, Mr. Chairman or Ms. Bernstein, to make sure 
that consumers get hold of these kinds of very useful warning pub- 
lications? What is your plan for distributing them? 

Ms. Bernstein. The first thing that we have done, obviously we 
have tried to move away from what used to be called government 
brochures that were not very readable and not very intriguing to 
people. We have tried to use new techniques. 

Second, we formed partnerships with legitimate companies who 
were anxious to assist us with our consumer education. Various 
companies have taken on the task of distributing materials very 
broadly. We have over 100 companies as part of our consumer edu- 
cation partnership that we established some time ago. 

And, third, and perhaps I should have said this first, we are on 
the Web with these materials. Our home page allows you to know 
what is available, how to get it, and you can print it out directly 
from the Web page. 

So we are trying to use, as best we can, every technique that 
these fraud operators are using to get to consumers. We hope the 
teaser pages, particularly, are very specific, and like our previous 
witness said, it was one of those pages and one of our alerts that 
caused him to be suspicious of his investment in Fortuna. 

So we are using every technique that we know of and that ex- 
perts in dissemination and communication have helped us with. 

Senator Collins. I was wondering whether it would be worth- 
while trying to get some of the service providers, the Internet serv- 
ice providers, to include some of your publications when they sign 
up a new customer. For example, the “Don’t get scammed” publica- 
tion, the little bookmark, would be very easy to stuff in as a mailer, 
it seems to me. 

Have you pursued that sort of idea? 

Ms. Bernstein. We have, and they have been very cooperative, 
the service providers we have worked with, AOL and the others, 
to be of assistance on that. And some have actually included some 
of our consumer education material in the billing notices. I hope it 
doesn’t turn people off from the message when they have to pay the 
bill, but it is a very good device. You are absolutely right. It is a 
very good device for having a consumer see it at the time they are 
thinking about the service. 

Senator Collins. Both Senator Glenn and I in our opening state- 
ments talked about the importance of striking the right balance 
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here, because the Internet really is a tremendous means for small 
businesses in particular, which don’t have the money for large ad- 
vertising budgets, to reach consumers. Yet, on the other hand, that 
same ease of transactions and speed and low cost are an invitation 
to the fraudulent person as well. 

I am interested — and I will start with you, Mr. Chairman — in 
what specifically you would recommend that Congress do as far as 
new legislation in this area. Is there new legislation that is needed 
to make it easier for you to police the Internet or to discourage this 
kind of fraud? Are our current penalties tough enough? What 
would your recommendations be to us? 

Mr. PiTOFSKY. Well, let me start by saying how much I agree 
with what you say. There are legitimate people who are marketing 
on the Internet, and this new marketplace creates a great oppor- 
tunity for easy entry, for good service, for information and so forth. 

I think that in the long run it may very well be that Congress 
is going to have to act in this area, as it did with respect to tele- 
marketing fraud so very effectively. 

On the other hand, I think maybe we are just a little bit pre- 
mature at this point in looking to legislation, for several reasons. 
One is this whole Internet marketing phenomenon is only a few 
years old. We are just beginning to learn about how it works, what 
the frauds are, who is vulnerable and so forth. 

I think it is a good idea, before we move too quickly into legisla- 
tion or rulemaking by an agency like this, to get a better fix on 
where the problems are. Also, some of these problems are unique 
to the Internet, like the password thefts that we talked about be- 
fore. 

We held several sets of hearings bringing consumer groups, in- 
dustry groups, and academics together to talk about what the prob- 
lems are on the Internet, and we received some pretty clear prom- 
ises from the industry that, through technology or self-regulation, 
they thought they were capable of cleaning up a lot of the problems 
on the Internet. 

We are going to surf the Net very broadly next month. That was 
a commitment we made to Congress some time ago, and we will be 
filing a report to Congress before the end of June of this year in 
which we evaluate self-regulation, in which we look carefully at 
what has been done and what hasn’t been done, and we may be 
making legislative recommendations. 

I heard Senator Glenn say earlier that if self-regulation doesn’t 
happen. Congress should and likely will act, and I think that is ex- 
actly right. In that event. Congress should act. It is up to the in- 
dustry at this point. They have made a lot of promises. Some peo- 
ple have come through in excellent fashion in proposed self-regula- 
tion programs, but we have got a long way to go. And we will be 
ready to report to the Congress by the end of June of this year. 

Senator Collins. One of our witnesses earlier today, Susan 
Grant of the National Consumers League, made a specific rec- 
ommendation with regard to the FTC’s telemarketing sales rule, 
and she proposed that it be expanded to cover promotions via the 
Internet and online services so that Federal and State prosecutors 
can go into Federal court to take action on interstate violations. 
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Do you agree with that recommendation? What is your reaction 
to that specific proposal? 

Mr. PiTOFSKY. Two reactions. One is, again, I think we are a lit- 
tle ahead of where we ought to be. The telemarketing sales rule, 
first of all, wouldn’t fit exactly for some of the Internet problems 
that we see. On the other hand, my second reaction is the best 
thing about the telemarketing sales rule is the way Congress 
adopted the rule — or adopted a law, authorized us to promulgate 
a rule, and then allowed not only the Federal Government but 
State officials to go into Federal court to enforce that rule. That 
has led to an extraordinary level of cooperation, and I think some 
success in challenging telemarketing fraud. 

So I think if there is to be legislation, it ought to be along that 
model. As to what the exact provisions ought to be in dealing with 
Internet fraud, I think we ought to allow a little more time to pass 
to see how self-regulation works and have a little more experience 
with what the frauds are. 

Senator Collins. Thank you. 

Senator Glenn. 

Senator Glenn. Thank you. Madam Chairman. Sorry I was a lit- 
tle late getting back. I got tied up over there on the floor. 

Do you think the ISP’s should be required to screen commercial 
sites more carefully? I presume you believe that that is a starting 
point, at least. 

Mr. PiTOFSKY. I do, and we have urged them to do so. 

Senator Glenn. Should they be required to report customer com- 
plaints to FTC? 

Mr. PiTOFSKY. I don’t know about — ^well, require. They do now. 
We received many of our complaints from the service providers. I 
think they are well advised to do that. But I think for the most 
part they are doing that. 

Senator Glenn. There are two pieces of legislation that have 
been introduced that deal with unsolicited commercial E-mail. I 
have not looked in detail at those. Have you looked at those? And 
do you favor either one of them, or do you have some suggestions 
how we could either use those as a basis for legislation or should 
we be putting in separate legislation or let well enough alone right 
now? 

Mr. PiTOFSKY. Well, I think spam, unsolicited E-mail, is a real 
problem, in part because we — there are probably certain kinds of 
spam that are injurious, and yet we can’t reach it under our stat- 
ute. 

We can challenge the kind of unsolicited E-mail that contains 
some deceptive count to it: False return address, false claims with- 
in the four corners of the presentation. But if it is just straight 
spam, I am not at all sure that we can get at it. And unless self- 
regulation — again, we have had all these promises that self-regula- 
tion and technological fixes would do the job. Unless it does, I think 
Congress would and will become involved. But I haven’t looked at 
these two bills. 

Senator Glenn. Is this akin to junk mail that we get in our mail- 
box every day? And we haven’t learned how to regulate that. We 
do have laws for truth in advertising that cover that. Now, should 
those same laws be extended here, or do they already apply? 
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Mr. PiTOFSKY. Oh, they already apply, and we would enforce that 
law. But, yes, it is junk mail raised to a higher power. We are talk- 
ing about a million people who may get this kind of unsolicited E- 
mail at a very cheap cost to the sender. 

Senator Glenn. Could the ISP’s levy extra fees on those who 
want to send unsolicited E-mail? 

Mr. PiTOFSKY. I think they could. I heard the testimony earlier 
that they have no intention of doing do. I don’t know exactly where 
that stands as far as what their policies are. 

Senator Glenn. What do you need to more effectively fight Inter- 
net fraud? Do you need more people? Do you need more resources? 
You need what? 

Mr. PiTOFSKY. Well, I am glad you asked me that question. Sen- 
ator. 

Senator Glenn. We did not have that arranged in advance, I 
would add. [Laughter.] 

Mr. PiTOFSKY. There is a chart that I mentioned earlier in my 
testimony. The red block is our appropriation across the board for 
consumer protection. The green block shows that we are now 
spending four times as much of our resources, 16 percent of our 
total consumer protection resources, on Internet monitoring and 
regulation, and we know that that block is going to continue to 
grow. 

I think we can cover our responsibility right now, but the way 
things are going, two things are happening. One is we are robbing 
Peter to pay Paul. We are taking resources away from other valu- 
able activities in order to cover the Internet. And, second, that 
block is going to grow, and I think if we are to address Internet 
problems, we are going to need more people and more money. 

Senator Glenn. You heard us earlier — I know you were in the 
room — when we talked about America Online and some of the 
other companies that were hauled up and after due course made 
a settlement of some kind with the FTC. They were three of the 
largest and supposedly most reputable ISP’s. 

Do you have any estimate of how much the consumers lost be- 
cause of improper practices of either of those three or in general 
across the board? 

Mr. PiTOFSKY. I don’t. And, incidentally, that case is not yet 
final, so let me — I would be limited in what I can say about it. But 
let me make two points about that. 

One is that we jumped into that matter very early in the game. 
I don’t think that behavior was going on too long before we learned 
about it from a very wide variety of consumer complaints. And, sec- 
ond, my recollection is that the companies, as soon as we started 
our investigation, abandoned the practices. They didn’t wait for us 
to complete our enforcement action. 

And so we settled with an order that required them to dis- 
continue the four practices that you mentioned earlier this morning 
and also commit some money for consumer education. But as to 
getting money back for consumers, I don’t have an estimate as to 
how much money was involved there. 

Senator Glenn. Have we made any effort — the Fortuna case is 
one that just sort of pops out at me, Mr. Wise — Barry Wise is still 
in the room and let me just say for the record here, Barry, I admire 
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your coming forward, and I hope that your company gives you full 
credit when you get back home for being honest enough to come up 
here and I think they are to be commended for letting you come 
up here and testify on these matters today, because it is too easy 
to get a scam and say I am ashamed of what I did in this and just 
clam up. And you have got guts enough to come up and testify be- 
fore a Senate Committee and say where you got scammed and 
admit it and hopefully prevent this from hurting other people. And 
your company was willing to let you come up and make that kind 
of testimony, and I think both the company and you are to be given 
a lot of credit for being willing to do that. If we had more people 
willing to come forward instead of just covering up things like this, 
why, it would be a big help toward getting some eventual solution 
to this. So I want to compliment you for coming up this morning. 

But what happened with Fortuna that Mr. Wise testified about 
was the company got whacked, and so they just go offshore, and 
they have got the same thing going again and didn’t even change 
the name, now Fortuna Alliance II, and even the parentheses, 
“TM,” which I guess means trademark, which is the ultimate in- 
sult, I guess. I presume that is what it means. I don’t know. 

But how are we going to get into this? Because we have got peo- 
ple on the Internet now from all over the world, you can have peo- 
ple operating out of any little country that has no regulation what- 
soever. They could be set up in some place that doesn’t even have 
much business law or whatever. And yet they are just as much a 
scam on the international Net as anybody else. 

How are you going to address that? Are there any plans to hold 
some international organization or conference that addresses this 
and tries to get agreements with other nations? It is a very tough 
problem you are up against here. How are you going to deal with 
the international aspects? 

Mr. PiTOFSKY. It is one of the most serious problems, and it is 
going to grow as time goes on. 

I think long term — I am going to ask Ms. Bernstein to address 
this because she has negotiated with some of these foreign coun- 
tries. But I think long term we are going to need bilateral agree- 
ments with countries like Canada and the E.U., Australia, Mexico, 
and so forth. The kind of agreements that we have begun to de- 
velop in the antitrust field, we are going to have to expand that 
to consumer protection so that we can get some help. 

The problem isn’t identifying the crooks. The problem is when 
you have identified them and you know what they have done, 
bringing an enforcement action that can be enforced in a foreign 
country is where the difficulty is. 

Now, Jodie, do you want to add to that? 

Ms. Bernstein. Yes. At least in connection with our relation- 
ships with Canada, we have had a good deal of success in estab- 
lishing bilateral relationships already, sharing data with them, 
pursuing joint actions and so forth. We really have a very good 
working arrangement with them because the first sign of move- 
ment was initially into Canada or Canadians coming here in order 
to escape either country’s laws. And that sets a good model for us, 
at least initially, because we are part of a joint law enforcement 
initiative, in addition to which a committee, an international com- 
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mittee, has been set up — I think it was a couple years ago, maybe 
a year and a half — called the International Marketing Supervisory 
Network, in which we were trying to work as other international 
organizations have, to extend that international — extend the law 
enforcement Network to other countries as well so that we can 
quickly alert each other and work together to try to pursue this. 

It certainly is a long way from being in completion, but at least 
we have an organization that we have been participating in with 
other countries at the same time. 

Senator Glenn. Fortuna, though, is a good example. I under- 
stand they are operating now out of Antigua. Is that correct? 

Ms. Bernstein. Right. 

Senator Glenn. Well, that would just show they could be in Anti- 
gua, they could be in Burma, they could be on an island, in Diego 
Garcia. They could be anywhere in the world, almost. 

Ms. Bernstein. Well, we did have some success in working 
through the Justice Department in Antigua, and the courts down 
there, after we, through the Justice Department, had local counsel 
retained, which is required by law down there, to be able to pursue 
them there. The courts down there have been quite — very sup- 
portive of reaching them in Antigua. 

Senator Glenn. Just as a last statement. Madam Chairman, I 
am not quite as optimistic about this self-regulation as you indi- 
cated you might have hopes for. It hasn’t worked with banks, SEC, 
auto dealers, doctors, lawyers, you name it. We have laws all over 
the place. In fact, our whole body of regulatory law in this country 
is based on the fact that people are not operating under the golden 
rule, not operating under fairness, and so we have to have some 
sort of regulation. 

This is such a tough one to get your arms around that I don’t 
know where you go with it. But I will pledge you my support for 
what time I have left in the Senate here the rest of this year. Mr. 
Pitofsky, I don’t know whether it is possible to do this or whether 
you people at the FTC are over there like the little Dutch kid with 
the finger in the dike. You are just waiting for the dam to burst 
in some way over there and that we are at that stage of this whole 
thing right now. I think you do need more resources than you are 
probably going to get to deal with a problem of this magnitude. But 
it is a tough one, and I hope we can be working with you on this 
and that you will keep us advised on what you think is necessary 
so that we can give you the maximum support possible. 

It is never pleasant to have to come up and appear at a hearing 
and answer a lot of questions. I know that. But we are really all 
working together on this thing, and we have one part of the puzzle 
here. If we can put it together to help you, that is what we want 
to do. 

Thank you. 

Senator Collins. Thank you. Senator. 

Mr. Pitofsky. May I just 

Senator Collins. Yes. 

Mr. Pitofsky. I don’t want to be misunderstood here. I com- 
pletely agree with you that self-regulation is going to be difficult 
here. We have heard many promises. We have had some construc- 
tive evidence of moving forward, but not a great deal. 
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My own view is that if self-regulation doesn’t work after all those 
promises, that is all the more reason for Congress to step in ag- 
gressively in this area. 

Ms. Bernstein. The Chairman has also made clear that any self- 
regulatory mechanism that they propound will have to have a 
strong enforcement mechanism so that we can monitor it and the 
public can monitor what the effects of self-regulation are. 

Senator Collins. Mr. Chairman, in one of my previous incarna- 
tions, I was a commissioner in State government in charge of the 
department that had a broad consumer protection mandate and in- 
cluded securities regulation. As I am listening to the testimony 
today, it strikes me that there are a lot of cross-jurisdictional 
issues right within our own country, and I am interested in wheth- 
er or not there is good cooperation with State and local law enforce- 
ment officials, but also whether you have considered some sort of 
interagency task force. The SEC obviously has a role in the area 
of securities fraud being perpetrated over the Internet. 

What is the status of cooperative efforts such as those? 

Mr. PiTOESKY. On the Federal-State front, I would say the co- 
operation is better than anything we have seen before. It is out- 
standing. We work constantly together. Congress, as I said, made 
a very good call here by allowing States and the Federal Govern- 
ment to enforce laws in this marketing fraud area. 

Now, we are all short of resources, but we certainly maximize 
our resources and leverage our resources, I should add that the 
FBI, the Department of Justice, the SEC and others are active in 
this area. 

At the Federal level, you are absolutely right. There are some 
overlaps here. There is some gray area. There are some cross-lines. 
In specific areas, there are groups that are working together. For 
example, we hardly have mentioned privacy considerations today, 
and yet they are going to influence profoundly the willingness of 
consumers to buy products on the Internet. 

We have a good working group going with respect to privacy. I 
think we have a ways to go, and I think more coordination at the 
Federal level will occur as time goes on. 

Senator Collins. Finally, I want to turn to one aspect that we 
haven’t discussed today, and that is, we have talked a lot about the 
cyber crooks, if you will, the people who are deliberately, inten- 
tionally defrauding individuals. But I suspect there is also a cat- 
egory of online fraud that occurs that is undertaken by people who 
are just ignorant of the law or who are very unsophisticated, think 
that they have come up with a scheme that is legitimate, when, in 
fact, it is downright illegal. 

When you do your surveillances and visits to Web sites, how 
much is that a problem, of an unsophisticated person putting to- 
gether a scheme that is, in fact, illegal and yet the person is un- 
aware of that? 

Mr. PiTOESKY. They don’t have a large law firm and a general 
counsel to advise them. That is exactly right. We see a lot of it. 
And I think what we are trying to do is to get back to some of these 
people and let them know that they are on thin ice, they are in an 
area where they may be approaching or have stepped over the line 
with respect to fraud. 



42 


I am going to ask Ms. Bernstein, again, because she is respon- 
sible for developing a program of advising the small business com- 
munity about this. I will ask her to develop the point. 

Ms. Bernstein. Thank you. We have actually conducted what we 
call surf days, eight surf days on different fraud topics over the last 
couple of years, and the purpose of it. Madam Chairman, really 
was to do exactly what you have referred to, because we know 
there are a lot of small entrepreneurs and others who aren’t — some 
of them, we think, have never heard of the FTC, leave alone that 
there is a law against deception or false advertising. 

So what we do is join together with States and other law enforce- 
ment folks, look at the surf in a block of time, say, for example, 
the first one we did was on pyramid sites, gather them up, and 
then those that we believe have violated the law, we send warning 
letters to saying: You may not be aware that your practice here vio- 
lates Federal law, etc., and we are going to give you a chance to 
basically clean up your act. And then we go back and surf after 30 
days. 

On the very first one, we found when we went back that 18 per- 
cent of the sites had improved or had taken them away entirely in 
30 days. Others in business opportunities, almost 25 percent either 
disappeared or had cleaned up what they were proposing and so 
forth. 

We have done eight of them, one on credit repair, get-rich-quick 
schemes, and the last one we did was what we called our false 
spam harvest. We sent out 1,000 letters to fraudulent, unsolicited 
E-mail communicators with the same purpose in mind. We just did 
that last week. Interestingly enough, they didn’t give us their E- 
mail address, so we had to send it by “snail” mail. But we will be 
following through on that, and that was a very aggressive kind of 
program that we have put in place to try to get that, to clean up 
that part of a new type of business. 

Senator Collins. Senator Glenn, do you have any further ques- 
tions? 

Senator Glenn. I just have a couple to wrap up. Madam Chair- 
man, if I could. 

In your testimony I believe you testified that you have brought 
about 25 civil cases, I think. 

Mr. PiTOFSKY. That is right. 

Senator Glenn. Let me just run through this. You had 25 civil 
cases. Were those all done within the ETC itself, or did you refer 
those to Justice? 

Mr. PiTOFSKY. Oh, no. These are ETC cases, although in most in- 
stances we went to court. We didn’t enforce it within the adminis- 
trative process. 

Senator Glenn. OK. But you have your own counsel and your 
own staff of people there to do this on civil cases. 

Mr. PiTOFSKY. We do. 

Senator Glenn. I presume that on criminal cases you have to go 
through Justice; is that correct? 

Mr. PiTOFSKY. We refer those to the Justice Department. 

Senator Glenn. And have you done any of that? Have you re- 
ferred criminal cases to Justice? 

Mr. PiTOFSKY. Well, this Eortuna case 
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Senator Glenn. That was a criminal case. 

Mr. PiTOFSKY. Yes. I don’t think we have had any other criminal 
cases with respect, narrowly, to Internet fraud thus far. 

Senator Glenn. Do we have any extradition agreements with 
other countries that cover this? 

Mr. PiTOFSKY. I think we do not, but I would have to check on 
that and find out. 

Senator Glenn. Do you know? 

Ms. Bernstein. I don’t know. Senator. 

Senator Glenn. And my follow-up to that was going to be has 
it ever been exercised. If so, how many have we extradited? 

That may be an area where we could help out some on this. 
Since the con artists are moving, shuffling off to other countries 
when they have a problem in this country, that may be an impor- 
tant area that we could help on as far as getting extradition agree- 
ments and things like that. So if you could furnish that for the 
record, we would appreciate it. 

Thank you. Madam Chairman. I think it has been a good hearing 
this morning. 

Senator Collins. Thank you very much. Senator Glenn. 

Each of the witnesses that we have heard from today have em- 
phasized a common theme, and that is that we need to do more to 
educate consumers so that they can distinguish more easily be- 
tween fraudulent offers on the Internet from legitimate offers. We 
don’t want to stifle legitimate commerce, and yet we do want to 
take steps to protect the consumer who may be out there with very 
little guidance on what is a fraudulent scheme. 

We also need to make certain that consumer complaints in this 
area are vigorously pursued and that agencies like the FTC have 
the tools needed to do the job. In that regard, I would invite you, 
Mr. Pitofsky, and your staff to continue to work with the Sub- 
committee on legislative or regulatory reforms when the appro- 
priate time comes and to share with us the report that you men- 
tioned that will be available in June. 

I also want to echo Senator Glenn’s commendation of Mr. Wise 
for coming forward today. It is never easy to come forward and con- 
cede that you were ripped off, but it was his testimony that allows 
us to understand that even a sophisticated consumer can be taken 
advantage of And he has done, indeed, a great public service. 

Finally, I want to thank Susan Grant and America Online and 
other witnesses today for sharing their information as well. We 
hope to build on these hearings to further the consumer education 
efforts we are all involved in and also to identify legislative reforms 
that may be needed. 

I finally want to thank my staff for their hard work on this hear- 
ing. Rena Johnson, Tim Shea, and Kirk Walder all worked very 
hard, as did the rest of the staff and the minority staff as well. We 
will be continuing hearings into this area, and we look forward to 
continuing to work with you. 

Senator Collins. The Subcommittee is now adjourned. 

[Whereupon, at 12:27 p.m., the Subcommittee was adjourned.] 
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Fraudulent Schemes on the Internet 
Remarks to the Senate Permanent Committee on Investigations 
by Susan Grant 

Director of the National Consumers League’s 
National Fraud Information Center/Internet Fraud Watch Programs 

February 10, 1998 

On behalf of the National Consumers league, the oldest nonprofit consumer organization 
in the Unhed States, 1 am pleased to provide the Senate Permanent Committee on Investigations 
with information about the newest ifontier of consumer fraud — the Internet. The Lea^e im 
advocated for ftimess in the marketplace since its founding in 1 899. Some of the scams we see 
on the Internet, such as pyramid schemes, are as old as the League. Others are more recent, 
springing from advancements in technology that have created fiew types of products and smvices. 

Fraudulent promoters always seize the same opportunities as legitimate companies to use 
new ways to reach consumers. The challenge before Congress, law enforcement agencies, and 
consumer groups such as the League is to protect the public from abuse while ensuring that the 
Internet realizes its full potential as a means of communication and commerce. 

NCL’s Initi atives to C ombat Internet Fraud 

To meet that challenge, in Febmary of 1996 the League created the Internet Fraud Watdi. 
It operates in tandem with our National Fraud information Center, which was set up in 1992 as a 
toll-free hotline that consumers could call for advice about telephone solicitations and to report 
telemarketing fraud. Now consumers can get tips on avoiding both telemarketing or Internet 
scams and report those types of fraud through our web site, www.fraud.org, or by calling the 

1 


( 45 ) 



46 


hotline at 1-800-876-7060. Though the wd) she was launched only two years ago, we have had 
mote than S million vishors to date. 

Every week, the National Fraud Information Center and Internet Fraud Watch 
programs receive an average of 1,500 calls and an equal number of e-mails, plus dozens of letters. 
Most of the consumers who contact us are seddng advice about solicitations they have recdved. 
While we do not provide the public with information about specific companies, we do help people 
identify the danger signs of fimid. By doing so we prevent them fi'om becoming fiaud victims. 

We also take reports fi’om consumers about possible telemarketing or Internet fraud and 
relay them to a variety of federal, state and local law enforcement agencies in the United States 
and Canada. Our data system uploads new reports daily to an electronic database mairrtained by 
the Federal Trade Commission and the National Association of Attorneys General. In addition, 
the system autorruitically faxes consumers’ reports to over 160 individual agencies according to 
preset criteria In essence, we provide an early-warning system for law enforcement agencies, 
alerting them to scams they may wish to investigate and supplying them with information about 
potential witnesses. 

At the same time, we are assisting consumers who have been victimized by routing their 
fiaud reports to the myriad and often confusing array of agencies that may be appropriate to 
receive them There is no charge for the consumer or law enforcement services that we provide. 
These programs are sustained by the members of the National Consumers League and by 
charitable donations from foundations, corporations and trade associations that are concerned 
about the integrity and safety of the Internet 
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A Snapshot of Internet Fraud 

Since no other organization, private or jnibHc, acts as a central point for collecting reports 
of scams in cyberspace, the National Consumers League is in a unique position to offer the Senate 
a snapshot of this emerging problem. No one knows the fiiU extent of imemet fraud. Not all 
victims contact our Internet Fraud Watch program; some go directly to their state attorneys 
general or other law enforcement agencies, otheia to private attorneys, and many consumers 
probably do not report the crime at all. Howev©*, we do know that we are hearing from more 
people than ever before. 

E-mail inquiries have increased ten-fold since the inception of the Internet Fraud Watch 
program and reports of possible Internet friuid have tripled, from an average of 32 per month in 
1996 to nearly 100 per month in 1997. While the 1,152 fraud reports we received last year are 
just the tip of the ic^ierg, they present a revealing picture of the types of scams that are 
proliferating on the Internet and how they woric. 

Top Ten Subjects of Reports to Internet Fraud Watch 1997 

1. Web Auctions • items bid for but never delivered by the sellers, value of items inflated, shills 
suspected of driving up bids, prices hiked after highest bids accepted, 

2. Internet Services - charges for services that were supposedly free, payment for online and 
Internet services that were never provided or falsely represented; 

3 General Merchandise - sales of everything from T-shirts to toys, calendars to collectibles, 
goods never delivered or not as advertised; 

4. Computer E^uipment/Software - sales of computer products that were never d^vered or 
misrepreserned; 
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5. Pyramids/MLMs - schemes in which any profits were made from recruiting others, not fiom 
sales of goods or services to the end-users; 

6. Business Opportanities/Franchiscs - empty promises of big profits with little or no work by 
investing in pre-packaged businesses or franchise operations; 

7. Work-at-Home Plans - materials and equipment sold with false promise of payment for piece 
work preformed at home; 

8. Credit Card issuing - &lse promises of credit cards to people with bad credit histories on 
payment of up-fi’ont fees; 

9. Prizes/Sweepstakes - requests for up-front fees to claim winnit^s that were never awarded; 

10. Book Sales - genealogies, self-help improvement books, and other publications that were 
never delivered or misrepresemed. 

Other prevalent scams reported to the Internet Fraud Watch in 1997 included bogus 
investments, empty travel and vacation offers, scholarship search services, loans that requited 
advance fees and never materialized, dubious claims for health products and services, foreign 
lotteries, even services to supposedly help immigrants obtain green cards. The common dements 
of these scams are: requests for advance paymem from sdlcrs with whom the consumers are not 
fiuniliar, who were usually located in another state, or even another country, and who have made 
exaggerated claims or false promises concerning the goods or services they offer. 

1 should note that obviously there are many legitimate offers on the 'Net for goods 
through auctions, multilevd marketing distributorships, Imemet services, and other products and 
services That is precisely why it is so important to be aware of fraud and to deter it. 
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Con Artia ta on tht ‘Net 

Scams can be found everywhere on the 'Net — on llashy-looking web sites, in online 
classified ads, in unsolicited e-mail, in newsgroup postings and in chatrooms. For example, last 
year the New York Attorney General prosecuted Kevin Jay Lipsitz for consumer fi^d in 
connection with unsolicited e-mails sent to consumers, supposedly from fellow participants in 
newsgroups, touting his great prices and service for magazine subscriptions. 

Those testimonials turned out to be fictitious, sent by Lipsitz himself to drum up business. 
Furthermore, his real customers, many of whom comacted our Intetnet Fraud Watch, never got 
the magazines they paid for. 

The Federal Trade Commission has also used information from the internet Fraud Watch 
and other sources to take action against web site operators promoting pyramids and other iUegal 
schemes, in one interesting case, the FTC halted a “Trojan horse” scam in which consumers who 
thought they were downloading a free program ifom a web site to view pictures were unwitting 
disconnected from their regular Imemet service providers and reconnected to the internet through 
a telephone number in Moldova, resulting in huge international phone bills The perpetrators of 
the scheme were acnially located in New York. Our Internet Fraud Watch was the first to receive 
reports of this scam and issue a general warning to the public. 

Another internet case brought by the FTC concerned the Fortune Alliance, a 
pyramid scheme in which consumers were promised they would net at least $5,000 per month if 
they paid an initial fee ranging from $250 to $1,750 to hire the company as their “personal 
marketing expert.” Subsequent monthly fees would be deducted from the profits that would 
supposedly come from others joining the program. To that end, Fortuna supplied members with 
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promotional materials to use in recruiting others. The fact that it was an unsustainable pyramid 
was masked by the use of a complex mathematical formula showing how profits would be 
distributed. However, because pyramids must rely on an infinite number of new recruits, they 
invariably collapse, leaving only the originators to profit and the vast majority to lose. The 
defendants transferred their ill-gotten gains to a bank in Antigua. 

The Internet is ideal for abuse because anyone can put up a handsome web site, as Fortuna 
did, making it difficult to distinguish fiaudulent promoters from legitimate ones. The Internet also 
makes it possible to send e-tnails to thousands of people at once at relativdy low cost. Moreover, 
it is easy to post information in newsgroups or to lurk in chat rooms, offering phony stock tips or 
money-making opportunities Return addresses can be masked to make them look like they ate 
coming fi-om one place when they are really coming from another. For instarme, Kevin Lipsitz 
used a variety of return addresses to make it appear that his e-mails were from various individuals. 
Thus it is relatively easy for cyber crooks to hide their real identities and locations. 

Furthermore, geographic boundaries are meaningless in cyberspace. Crooks targeting 
citizens in the Unhed States may be based in Australia, Hong Kong, Malaysia, South America, the 
Caribbean, Europe - all over the globe. As you can see from our chart showing the top 20 
locations of fiaudulent Internet operators in 1997, countries other than the United States or 
Canada ranked 12th. Con artists were also lurking in Ontario (ranked 1 3th) and British Columbia 
(ranked 20th). As in telemarketing fraud, California, Florida, Texas and other sunshine states are 
also popular roosts for cyber crooks 

New technology that makes it possible for legitimate vendors to offer new products and 
services also facilitates Internet fraud. For instance, the Moldova case illustrates how computer 
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programs can be devised to highjack consumers’ Internet service and how telephone switching 
and billing systems can be used for fraudulent purposes. 

Problems with web auctions also demonstrate how the ease of communicating via the 
Internet can be abused. These auction sites enable sellers to offer their wares at very low cost at^ 
buyers to bid for them without having to be at a physical auction location. The problem is that it 
is difficult for consumers to ascertain who the sellers really are, whether they actually have the 
items they are advertising, and whether those items are accurately described. There is no preview 
where potenb^ buyers can physically examine the goods, nor can the auctioneer vouch for their 
authenticity. Many of the sellers appear to be private individuals, and it is possible that some are 
not bent on fraud but simply do not understand the need to represent the items they are selling 
accurat^y and fulfill their contractual obligations promptly. We suspect that others may be 
posing as private individuals when they are not, since we have seoi the same sellers’ names in 
multiple fraud reports. As the Internet opens the doors for honest individuals and small 
companies to participate in the new marketplace in cyberspace, it also provides ready access to 
those with fraudulent intent. 


Victims of internet fraud can be also be found everywhere in the United States, as well as 
in other countries. In our chart showing the top 20 locations ot consumers who r^x)rted scams 
to the Internet Fraud Watch in 1997, the states with the largest populations tend to rank highest, 
but we also heard from numerous consumers in countries outside of the United States and 
Canada, ranking 8th on the list. 
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In July of 1997, we made programming changes to our system to track the ages of 
consumers reporting fraud Not everyone agrees to provide that information, but from those who 
have, we know that Internet fraud touches people of all ages. While most of the consumers who 
reported Internet fraud to us last year were in their thirties, forties or fifties, as the pie chart 
shows, we have heard from youngsters of 1 7 and seniors of 78. 

Methods of Payment in Internet Fraud 

Consumers pay for goods and services promoted through the Internet in a variety of ways 
As the graph shows, checks and money orders were the most common methods of payment, but 
alarmingly, cash ranks 4th. In one scam repotted to the Internet Fraud Watch last year, 
consumers received unsolicited e-mails offering loans of $59,000 that never had to be paid back. 
The catch was that they had to send $20 in cash to a Las Vegas address The solicitation 
specifically stated that any other form of payment would be returned to the sender. To our 
trained eyes, the promotion appeared to he a combination of advance-fee loan and pyramid 
scheme, where each person would supposedly get a loan once enough people paid their $20 into 
the program. Cash payments are often requested for cable television descramblers, adult videos, 
and other types of purchases that consumers may wish to make anonymously. Of course, cash 
payments also enable con artists to maintain anonymity and make it difficult to document fiaud. 

Telephone bills, ranked 5th in methods of payment, reflect the Moldova case, in which the 
charges for viewing the supposedly “free” pictures were assessed as international calls on victims’ 
phone bills. 
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In cases where consumers did not provide the payment methods or where they reported 
attempted fraud but did not yet pay, the method of payment is listed as unkimwn. Relatively few 
people reported paying by credit card, which is ironic considering the fact that consumers have 
more protection in the event of fraud, deception or nondelivery under their legal dispute rights 
with credit card purchases than they do with other paymem methods. 

For this reason, we encourage consumers to use their credit cards whenever they make 
significant advance payments for goods or services, r^ardless of the medium used to promote 
them. It should be noted that we do not have information about how many consumers are 
actually making their payments online, but judging from the fact that checks, money orders and 
cash payment rank so high and that credit card payments could be made either online or ofOine, 
we must conclude that most transactions are consummated by mail or telephone. 

Meeting the Law Enforcement Challentea Posed bv Internet Fraud 

As a global medium for corntminication and commerce, the Internet poses great challenges 
for law enforcement agencies As has been alluded to before, it may be difficult to identify and 
locate the perpetrators of fraud It may be even mote difficult to prosecute them and to seize 
their ill-gotten gains. In cross-border cases, jurisdictional problems, such as the inability of the 
Federal Trade Commission to legally share information about investigations with agencies in other 
countries and the difiSculty of obtaining search warrants, freezing assets and taking other legal 
actions in foreign courts are real impediments to law enforcement Furthermore, the expense to 
send investigators and to transport defendants and witnesses can be prohibitive. 
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These problems must be addressed if cyberspace is to be a safer place for advertising and 
commercial transactions. While most state and federal laws against unfair and deceptive acts and 
practices apply to online and Internet promotions, the Federal Trade Commission’s Telemarketing 
Sales Rule does not. 

We believe that the Telemarketing Sales Rule should be expanded to cover promotions via 
the Internet and online services so that federal and state prosecutors can go irtto federal court to 
take action on interstate violations. It would also aid enforcement efforts if the enabling statute 
was amended so that states could sue in federal court when either the defendants or the victims 
are located within their jurisdictiona. Currently, jurisdiction is victim-based. 

In addition, federal law should be changed to make it easier for agencies in this country to 
share infonrution with those in other countries and take legal action across borders. A funding 
pool should also be established to help state and federal agencies bring those actions. Moreover, 
government support for the law enforcement services that organizations such as ours provide 
would also be helpful in the continued fight against Internet fi-aud 

Prcventiwg Iwt^rnct Fraud 

While clear legal ground rules for Internet promotions and good law enforcement 
mechanisms are crucial, public education must be a major component of any effort to curb 
Internet fiaud Consumers need to know how to check out the offers they see and the companies 
that make them. They need to learn how to identify the hallmarks of fiaud in this new medium, 
how to protect their privacy, and what payment methods are safest. And in light of the fact that 
many private sales are occurring through auction sites, online classified ads, newsgroups and chat 
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rooms and that private sales are not usually covered by the same consumer protection laws and 
remedies that apply to sales by businesses, consumers must be educated about the ramifications of 
dififerent types of transactions. 

Businesses and individuals that use the ‘Net to promote their goods or services must also 
be educated about their basic responsibilities. The National Consumers League has taken a lead 
role in educating the public about Internet fi'aud. One way we are doing this is by using the very 
same medium — the Internet. Last September, we announced that we had remodeled our 
National Fraud Information Center web site. Among the improvements is a new Internet Fraud 
Watch section, which consumers can access directly at http://www.fi-aud.org/ifw.htm to find a 
wealth of fiee information on safe cybershopping and how to avoid fiaud. The web site also has 
articles about enforcement actions and links to government agencies, the Better Business 
Bureau’s BBBOnLine program, and other resources. 

The National Consumers League also works with the private sector in coalitions such as 
the Online Public Education Network, Project OPEN. In paitnerdiip with the Imeractive Services 
Association and major Internet and online service providers, we have produced materials for 
consumers on subjects such as privacy in cyberspace and unsolicited e-mails. By encouraging 
consumers to guard their privacy on the Internet and helping them sort out legitimate e-mail 
messages fiom fiaudulent ones, we can reduce the potential for their becoming victims of scams 
in cyberspace 

Govemmem must be a major partner in this effort as well, by helping to fimd educational 
programs and lending other types of support The contributions that we have received to help 
sustain the League’s Internet Fraud Watch program fiom Bell Atlantic, Direct Selling 
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Association, MastoCard International, MCI and NationsBank do not cover the costs of the law 
enforcement services or public education we provide. 

Copies of charts and graphs illustrating the 1997 Imemet Fraud Watch statistics are 
appended to our written testimony. We applaud the Senate Permanent Subcommittee on 
Investigations for focusing attention on the emerging problem of Internet fraud and look forward 
to working with Congress and others concerned with making cyberspace a safer place for 
communication and coimnerce. 


Respectfully submitted by: 

Susan Grant, Vice President for Public Policy 

Director, National Fraud Infrrrmation Center/Intemet Fraud Watch Programs 

National Consumers League 

1701 K Street MW, Suite 1200 

Washington, DC 20006 

(202) 835-3323 
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TESTIMONY OF TATIANA GAU 

VICE PRESIDENT, INTEGRITY ASSURANCE, AMERICA ONLINE, INC^ 
BEFORE THE 

UNITED STATES SENATE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS 
COMMITTEE ON GOVERNMENTAL AFFAIRS 
FEBRUARY 10, 1998 


Susan M. CoUins, Chairwoman 
John Glenn, Ranking Minority Member 


SAFETY AND SECURITY IN CYBERSPACE 

Thank you Madam Chairwoman, Ranking Member Glenn, and distinguished members of 
the Subcommittee. My name is Tatiana Gau, Vice President of Integrity Assurance for America 
Online. Founded in 1985, America Online is the largest Internet online service provider with 
over 1 1 million members. 

I appreciate the opportunity to appear before you today to discuss how the Internet 
industry is working to promote online safety and security and fight Internet fraud and abuse. 
Thank you for providing this forum to bring these important issues before the public. 

At AOL, we are focused on preventing online fraud on many fronts. To give you some 
insight into these initiatives, my department's mission is as follows: from logon to logoff, AOL 
Integrity Assurance manages all of the company's safety and security measures in order to ensure 
the integrity of our member experience. 

The prevention of Internet fraud and the promotion of online security are critical to 
cyberspace consumers and to the future development of all interactive media. We believe that 
the principles of education, prevention and cooperation are key to these efforts. Identifying and 
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tackling Internet fraud and educating all consumers on how they can protect and enhance their 
online experience is our goal. Therefore, we need to inform consumers on how to protect 
themselves, prevent purveyors of fraud and promote cooperation of the industry and with law 
enforcement. 

In discussing this critical topic, it is important to keep in mind the vast potential benefits 
that this medium offers. As a medium without borders, cyberspace is a powerful tool for 
bringing the world closer together, for understanding other cultures, and for engaging in 
commerce. 

The Internet can help people stay in touch with family, friends, and colleagues and can 
also help foster new relationships. Cyberspace can help people manage their finances, or 
instantly purchase anything from gifts for fatrtily and friends, to a trip for thenrselves. It is an 
immensely powerful educational and informational tool, linking humankind's store of knowledge 
together through the click of a mouse. 

The vast rrrajority of those who utilize the online medium are contributing positively to 
this vibrant community. Like any environment, however, the unfortunate reality is that there are 
individuals who aim to harm. As mote and more new Internet users come onlitre, combating 
fraud becomes even more important. These new users are not familiar with the technology, and 
require special protection and attention. 

Fulfilling the enormous prontise of the interactive medium depends on consumers - and 
their farttilies - being safe and seciue online. Chtline integrity, therefore, is a top priority - both 
at AOL and across our industry. All of us with a stake in cyberspace security are focused on this 
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issue, both pursuing our own strategies and working together. 

Types of Fraud Seen Online 

The Committee has asked that I speak to you about the types of fraudulent scams that 
exist online. While it is difficult to provide you with a comprehensive list, as the dynamics of 
scams are constantly changing, 1 can provide you with a sampling of those that are most 
common. [To be supplemented with visual presentation during oral testimony]. I will describe 
the types of fraud first and then the initiatives that AOL has engaged in to combat any fraud 
affecting our members. While sophisticated scam artists can be behind some of these frauds, by 
observing some basic rules of thumb, consumers can avoid being victims. Later in the testimony, 
I will provide a list of safety tips that AOL recommends consumers follow. 

There are several different kinds of scams that we, in the Internet online industry, see 
with varying degrees of frequency. These include password scams, credit card scams, Web based 
frauds and junk e-mail, commonly known as ’spam". 

I. Password Scams 

One of the most common activities of Internet hackers is to steal user information through 
password solicitation. During these types of scams on the btemet, users are approached and are 
asked to provide their password. This has become a fairly common practice on the Internet In 
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fact, some Web sites are even fraudulently set up for the sole purpose of collecting passwords. 
Passwords are collected either by asking users to log in (and most of the time, people use their 
same password as their online service password), or offering users an entry into an area where 
they have to provide their passwords. Users need to make sure they have good passwords - 
preferably alpha-numeric combinations and not words in the dictionary - and they should never 
use the same password when asked to enter one at different places on the Internet. 

The other type of password solicitation fraud occurs through one-to-one communications, 
either instantly or through e-mail. Instant Messages are ways of communicating in real time 
one-on-one. Some scammers will impersonate an Internet service staff member and pretend that 
a database has lost its data and needs a user's password again. They may even impersonate a 
telephone company representative stating that they need a user's password because something is 
wrong with the phone line. Another scam perpetrated through Instant Messages involves a 
hacker sending someone an Instant Message and asking the potential victim to send a copy of the 
file on the user's computer that stores the password. The request is generally maile under the 
pretext of malfunctioning software. 

Password solicitation can occur via regular e-mail as well. Scammers fabricate various 
ruses as to why a user might need to give up his or her password to someone in an e-mail 
message. For example, a hacker might ask a user to sign up for a contest (provide your name, 
address, e-mail, password, etc.) to "update your billing information,” or to sign up for a bogus 
automated service. 

Other hackers use Trojan Horses. These are fraudulent types of e-mail attachments that 


4 



66 


appear as beneficial offers, but, when downloaded and executed, attach themselves to the 
computer, allowing a hacker to record a user's keystrokes and send his or her online service 
password back to the hacker. Homer's famous myth describes rolling the deceptive gift into 
Troy, and hackers try to pursue the same trick. 

Password Cracking is a technique which hackers employ using automated programs that 
contain a list of all the words in the dictionary, conunon abbreviations and acronyms, and they 
put these programs to work on attempting to "crack" or "guess" a user's password. These 
programs ate easily obtainable on the Internet and this is why it is important for users to create 
secure passwords. 

n. Credit Card Fraud 


Credit card solicitation is in many ways similar to password solicitation via Instant 
Messages or e-mail. However, in this situation, the user is asked for credit card information, 
most often under the guise of a "billing information update." 

Other scammers pose as contest officials and send e-mail messages informing users they 
have won a prize. The e-mails make claims like; "you ate the proud winner of a laptop... in 
order to redeem the prize, you must send in your name and mailing address - and a credit card 
number to cover the shipping & handling." 

Similar to straight e-mail scams, billing impersonation can also originate with an e-mail 
that links you to a Web site that appears to be the user’s Internet Service Provider and asks for the 
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entry of credit card information. 

Scammers also create fake store fronts on the Internet People order goods, submit their 
credit card information and never receive the merchandise. These Web sites commonly 
disappear within a few days. 

There are also scams that affect Internet Service Providers, rather than users, directly. An 
example is Subscription Fraud, where hackers fraudulently register with an Internet Service 
Provider. They use programs called "credit card generators," which generate fraudulent credit 
card numbers that allow a hacker to sign up with an Internet service under a false identity. 
Internet Service Providers must have effective registration verification processes to prevent this 
type of fraud from occurring. 

in. Other Web Frauds 

There are mariy types of Web sites that can seek to defraud the consumer. An example of 
this is a Web site that contains virulent active content These kinds of Web sites contain active 
content that can download information on to a user's computer without the user's knowledge and 
access personal files. 

Other Web sites might contain Trojans. These sites try to automatically download the 
same Trojan programs mentioned earlier onto a user's computer to either steal personal 
information or delete files, among other things. 

Lastly, there are also Impersonation or Hoax Web sites. These sites mirror official sites 
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in Older to collect their data. In these situations, the Web site appears to the user to be legitinuite 
but actually has no connection to the original site. 

rv. Unsolicited Bulk E-mail (Spam) 

Unsolicited e-mail is the most well publicized example of online fraud. While there are 
certainly many types of unsolicited messages that ate perfectly legitimate, the rampant fraud in 
this context comes in two different forms: Fraud in content, and technological fraud. 

Under the first scenario, commercial solicitations are sent to users offering products or 
services that are not legitimate and are intended to fool users into sending money for the products 
and services that either do not exist or fail to live up to the claims made about them. In the 
second instance, the fraud occurs because the senders of the mail fraudulently try to disguise their 
identity through forged headers. 

Education of Members and the Provision of Technological Tools 

Educating our members and providing them with easy to use technology tools they need 
to enhance their online experience is a top priority at AOL. To the extent online scams present a 
risk in defrauding people, it is a mission of AOL to educate members to protect themselves. 

We believe one of the most powerful weapons against hackers and these other online 
problems is educating cyberspace users - especially new people just coming onto the Internet. 
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At AOL, we post special alerts on our Welcome Screen, seen by all AOL members when they 
sign onto the service. We also have a regular feature that always appears on members' e-mail 
screens when they read their email, letting AOL members know AOL employees will under no 
circumstance ask for a member's password or billing information. In other words, members 
should ALWAYS deny any request to release their passwords online. We also work hard to get 
our safety and security messages out into the media. And our Chairman and CEO, Steve Case, 
regularly discusses these issues in his widely-read monthly update to members. 

As previously mentioned, there are a list of safety tips consumers can follow to avoid 
being a victim of Internet fraud: 

1) Choose a safe password, i.e. six alpha numeric characters 

2) Do not give out your password or billing information to anyone 

3) Do not give out personal information such as home address, telephone number 
or social security number 

4) Do not download files from strangers 

5) If a Web site is unfamiliar, look into the company's background before you do 
business with them 

6) Don't believe everything you read; if it sounds too good to be true, it probably 
is 

AOL fundamentally believes in the use of technology as another powerful weapon to 
fight fraud. From mail controls to Instant Message blocking, we proactively seek to protect 
members. We also raise members' awareness about such scams as Trojan Horses, through a 
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program called the "Download Sentry,” a warning that pops-up on members' computer screens 
before they download an e-mail attachment that contains executable code. This warning reminds 
members to think twice before downloading a file sent from a stranger. 

In addition, our efforts in combating fraud include a unique offering for parents to 
customize their children's online experience to block certain access to sites which they do not 
want their child to view. AOL's Parental Controls help members and their families control their 
online experience. 

Parental Controls give patents the flexibility to shape their child's online experience by 
limiting their child's access to only pie-screened and child-approved World Wide Web sites, and 
establishing pre-approved addresses with which their child may correspond via e-mail. 

Patents can also block their children from receiving e-mail attachments, which can 
contain inappropriate material, tailor their access to chat rooms (areas online which members in 
groups can communicate real time with one another), and block Instant Messages. In addition, 
AOL has a "Kids Only" area with specially designed proprietary content for children under 12 
that is both educational and entertaining in nature. Parental Controls are offered to every AOL 
customer and can be turned on with a simple click of a button. 

Another tool AOL offers members are st^histicated e-mail controls that allow members 
to choose the sources of their mail, and block mail they don't want. AOL has also taken the lead 
in fighting junk e-mailers by protecting members' mail boxes in court. In fact, AOL has filed suit 
against 10 companies that send fraudulent junk mail. On December 18, 1997, AOL wona 
significant victory in its battle against spam when Over the Air Equipment, Inc., a junk e-mailer 
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that advertised pornographic Web sites, surrendered in its fight against AOL and agreed to an 
injunction barring it from sending unsolicited e-mail to AOL members. 

Cooperation with Law Enforcement 

AOL also works hand-in-hand with law enforcement to track down computer hackers and 
other cyberspace lawbreakers, both on a coordinated and ad hoc basis. We have entered into a 
coordinated relationship with the National Association of Attorneys General, developing a 
protocol for cooperation. Under this arrangement, AOL officials provide training to state 
attorneys general and their offices about how online scams are perpetrated and provide referral 
information for ongoing investigations. In addition, AOL participates in the Innocent Images 
Task Force organized by the U.S. Department of Justice. In this context, we refer all complaints 
relating to the distribution of graphic files containing child pornography. Our cooperation with 
the task force involves forwarding complaints we receive from members to proper law 
enforcement authorities and ongoing assistance with Department of Justice investigations. 

Recognizing the global nature of the Internet online medium, AOL has extended its law 
enforcement initiatives beyond the U.S., to the international law enforcement community. AOL 
has formed an alliance with Interpol, the leading law enforcement organization representing over 
ISO countries worldwide. AOL has participated in a number of conferences and workshops with 
Interpol's working committees on "Offenses Against Minors" and "Computer Critrres and 
Information Technology." Additiottally, AOL has been invited by the Department of Justice to 
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participate in the upcoming P8 meetings in Paris to review the establishment of protocols 
between private industry and law enforcement in trans-national computer crimes investigations. 

Cooperation within the Private Sector 

Taking this commitment to cyberspace safety and security to a wider audience, AOL and 
other industry leaders have joined together with family advocacy groups to educate all 
cyberspace users. The goal of this is to work towards a uniform set of rules and responsibilities 
that are both effective and sensitive to how quickly this global medium is evolving. 

Last December, industry leaders, family advocacy and educational groups participated 
with government and law enforcement officials and consumer advocates in the Internet Online 
Summit: Focus on Children. This two-day conference concentrated on what we can do together 
to make cyberspace a safer and more enriching place for children to explore, learn and just plain 
have fun. An outcome of the Summit was the formation of the Internet Safety Forum. 

Several key initiatives emerged from the Summit, including: 

** "The CybetTipLine, which will serve as a clearinghouse for tips and leads on 
cybetcrime such as child pornography and incidents of preying on children. The CybetTipUne 
will be operated by the National Center for Missing and Exploited Children in conjunction with 
industry and with U.S. Government support. All leads wiU be acknowledged and forwarded to 
the appropriate branch of law enforcemenL 

•* For specialized training in cyberspace law enforcement, summit participants have 
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begun to create a training video and a nationwide series of hands-on training for law enforcement 
officials. The first session takes place next month in Washington, D.C. The video and training 
sessions, which AOL has helped develop, will raise awareness about the types and techniques of 
online crime. And they are designed to teach law enforcement agencies how best to adapt good 
old-fashioned police work to the pursuit of cyberspace criminals. 

** We also are creating a national public education campaign — "America Links Up: An 
Internet Teach-In" — to help parents, educators, librarians and others learn how to provide their 
children with the safest and most enriching online experience possible. The slogan, "Think, then 
Link,” will spearhead the campaign to encourage parental involvement in teaching kids safe 
online behavior and how to use the technological tools available to promote safety and access to 
appropriate online material. 

Just two weeks ago, participants of the Summit came together in Washington for the first 
ever Cyber-Crimes seminar, assembling specialists from federal, state, and local organizations, 
along with Internet providers, to sponsor and conduct a series of online safety and enforcement 
training programs. 

These initiatives underscore the industry’s commitment to finding ways to make 
cyberspace safe and secure in close partnership with consumer groups, law enforcement and 
government agencies. The summit was an important step, but it was also just the beginning of 
our efforts and coordination. AOL and our industry will continue to be proactive in these efforts, 
working with our content partners and others in the Internet community to build a medium of 
which we can all be proud. 
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All consumers of this new medium must use common sense when it comes to their online 
experience. Consumers need to take the same precautions in the cniline world that they do 
offline, and supervise their children. 

When going online, consumers need to know who they're dealing with. Just as you would 
never give out your ATM pin number to a stranger on the street, consumers have to know not to 
give out personal information like a credit card number or passwtM'd, or download flies from 
strangers when they are online. 

Just as you might scrutinize a stranger hanging around your house, users should think 
twice before giving out any persona] infcMmation to strangers through your computer Most of 
the scams occurring on the Internet are variations of the types of fraud that occur in the real 
world. Users need to exercise the same common sense they apply in real life on the Internet. 

If we as an industry can continue to work together, in partnership with consumers and 
with law enforcement, we can establish a safe and secure online experience that not only lasts, 
but helps this new medium reach its tremendous potential to have a positive impact on people's 
lives. 

I would like to thank the Subcommittee for the opportunity to be with you here today and 
will be happy to answer any questions. 
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Madam Chairman and Members of the Subcommittee. 

My name is Barry Wise and it is a pleasure to be here today to share my 
etqmieiKes with you of being defiauded by a conqnny known as Fortuna Alliance. I am 
currently employed by the Duke Energy Corporation as a senior internal auditor. 1 am 
also a Certified Public Accountant and recently became a Certified Fraud Examiner. 
Obviously I wish that I had been a Certified Fraud Examiner when I was considering an 
investment with Fortuna Alliance. I am a husband and the father of two young children. 
The intention of my investment with Fortuna Alliattce was meant to benefit my children’s 
future, not the financial heartache that resulted instead. 

In April 1996, 1 was told by a colleague that a ccanpany known as Fortuna Alliance 
was advertising on the Internet llie company was siqtposedly offering a good investment 
opportunity with a high rate of return. My associate informed me that he knew of a 
person who already received some return on the investment, so it must be legitimate. I 
later discovered that this person had some type of relationship with the founder of Fortuna 
Alliance and the return on investment probably was nothing mexe than bait money to 
create an air of legitimacy to the scheme. 

I visited the Fortuna Alliance Web site as well as numerous other individual sites 
that had been created by its members. These members were people who had already 
invested with Fortuna and were acfively recruiting new investors which would be directly 
to their benefit The Fortuna Alliance site ex|dained that each membership would pay out 
a maximum of $5,000 per month when a matrix of approximately 300 people was filled 
with names of new investors. This matrix was supposedly based iqxm their “unique 
mathematical formula: The Fibonacci SequeiKe.” The Web site informed that Fortuna 
was about to begin a massive advertising campaign to solicit new investors, therefore, I 
would not have to recruit anyone or do anything to get a return on my investment. I 
would not have to work at filling up the matrix because Fortuna Alliance’s advertising 
campaign would accomplish that for me. However, the recruitment of new investors was 
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encouraged because that would fill up the matrix faster which in turn would initiate a 
flow of money to Fortuna Alliance members. Another part of the Fortuna Alliance 
business was a co-op through which products and services would be sold to people in the 
matrix. I understood that a commission would be paid to me for any purchases made in 
the co-op by people in my matrix. It should be noted that I never received any literature 
fiom Fortuna Alliance that erqriained what goods were for sale and how to purchase them. 
Fortuna Alliance stated diere was a money back guarantee of my entire initial investment 
if after 90 days I was not completely satisfied for any reason. That offer really made me 
feel that I had nothing to lose with this potentially lucrative investment. 

In late April 1996, after carefully studying the Fortuna Alliance Web site and 
several of the individual member’s sites, I decided to make an investment. I purchased 
15 elite memberships at $250 each and two premier memberships which cost $600 each. 
My total investment was $4,950 which I hoped would result in a monthly income check 
fiom Fcxtuna Alliance. Fortuna insisted that I pay for this investment by money order or 
certified check only. In return I received a very elaborate package of investment 
information fiom Fortuna for each of my memberships. I read this information carefully 
and continued to understand that I did not have to actually do anything to receive a return 
on my investment. 

Shortly after purchasing these memberships I tried to call Fortuna Alliance several 
times in order to verify that my investments were properly recorded in their computer 
system. My telephone calls were always answered by an automated voice system that 
never connected me to speak with an actual person. 

In late May 1996, 1 was roving the Internet while working on a project and did a 
search on the word “firaud.” During this search I came across a notice by the Federal 
Trade Commission that Fortuna Alliance had been shut down for operating an illegal 
pyramid scheme and making false claims. I immediately sent a letter to Fortuna Alliance 
requesting a refund of my money. They never refunded any of my $4,950 initial 
investment. I also filed a claim with the Federal Trade Commission. 

Upon discovering that I had been the victim of a fiaud via the Internet, I started 
to do soitK investigation of my own. I determined that in order to be a legitimate multi- 
level marketing company, commission needs to be paid on actual goods or services sold. 
Fortuna Alliance was supposedly going to pay commissions only based on one time fees 
paid to purchase a membership (i.e. money was just being futmeled to people at the top 
of the pyramid). During my research, I noted several other companies on the Internet 
which appeared to be operating illegal pyramid type schemes. 
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In Spring 1997, I received a leUer from Gilardi & Company, LLC in San 
Francisco, California. Gilardi & Company had been appointed by the Federal Trade 
Commission to be the claims administrator fw Fortuna Alliance. The correspondence I 
received from Gilardi & Company indicated that my account consisted of only three 
“elite” memberships, when in actuality I had purchased 15 “elite” memberships and two 
“premier” memberships. Evidently, Fortuna Alliance’s records of my purchases did not 
ptopo'ly account for my entire investment. I subsequently filed a claim for $4,950 with 
proper documentation to Gilardi & Company. In a telephone conversation with 
iqrresentatives of Gilardi & Company I determined that my claim for $4,950 was accepted 
and verified by them as accurate. 

Shortly after my dealings with Gilardi & Company I received a letter fi'om Fortuna 
Alliance which stated that they had been cleared of all charges and were continuing 
business as Fortuna Alliance II. This letter also encouraged me not to request a refund 
and continue to invest with Fortuna Alliance U. I disregarded this letter and its message 
as being completely bogus. 

It is my understanding that the Federal Trade Commission has collected enough 
funds from Fortuna Alliance thus far to cover approximately 60 percent of investors’ 
claims. On January 6, 1998, the court issued a compliance order that would allow over 
8,600 Fortuna Alliance members to begin receiving partial reftmds which would cover 
approximately 60 percent of their individual claim amounts. 

I appreciate this opportunity to share my story with you. This concludes my 
statement. Madam Chairman, and I would be pleased to answer any questions. 

# 
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Madam Chairman and members of the Committee: I am Robert Pitofsky, Chairman of the 
Federal Trade Commission ("FTC” or "Commission"). I appreciate this opportunity to present 
the Commission’s views on the importam issue of fraud on the Internet.' 

Introduction 

The Commission pursues its mission of promoting the efficient functioning of the 
marketplace by seeking to protect consumers &om unfair or deceptive acts or practices and to 
promote vigorous competition. As you know, the Commission's responsibilities are &r-reaching 
Its primary l^islative mandate is to enforce the Federal Trade Commission Act, which prohibits 
unfiur methods of competition and unfiir or deceptive acts or practices in or affecting commerce.' 
With the excepbon of certiun industries, this statute provides the Commission with broad law 
enforcement authority over virtually every sector in our economy;’ commerce on the Internet falls 
within the broad sweep of this statutory marrdate. 


' My oral testimony and responses to questions you may have reflect my own views and 
are not necessarily the views of the Commission or any other Commissioner. 

'is U.S.C. § 4S(a). The Commission also has responsibilities under approximately thirty 
additional statrrtes, e.g., the Clayton Act, 15 U.S.C. § 12, which prohibits various anticompetitive 
practices; the Truth in Lending Act, 15 U.S.C. §§ 1601 et seq., which mandates disclosures of 
credit terrrrs; the Fair Credit Brlling Act, 1 5 U.S.C. § 1666 el seq., which provides for the 
correction of billing errors on credit accounts; and the Fair Credit Reporting Act, 15 U.S.C. 

§ 1681 e/ seq., which establishes rights with respect to consumer credit reports. The Commission 
also enforces over 35 rules governing specific industries and practices, e.g. the Used Car Rule, 16 
C.F.R. Part 455, which requires used car dealers to disclose warranty tenris via a wirxlow sticker; 
the Franchise Rule, 16 C.F.R. Part 436, which reqtrires the provision of irtformation to 
prospective franchisees, and the Telemarketing Sales Rule, 16 C.F.R. Part 310, which defines and 
prohibits deceptive telemarketing practices and other abusive telemarketing practices. 

’ Certain entities, such as banks, savings atrd loan associations, and corttmon carriers, as 
well as the business of irtsurance are wholly or partially exempt fi-om Commission jurisdiction. 

See Section 5(aX2) of the FTC Act, 15 U.S.C. S 45(aX2) and the McCarran-Ferguson Act, 15 

us e. § 1012(b). 
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The advent of the Internet ~ with its new methods of communicating through web sites, 
electronic mail, news groups, chat rooms, electronic bulletin boards, and commercial on-line 
services ~ is an historical development much like the introduction of television or, a few 
generations earlier, the telephone. Like these earlier technologies, the Internet presents 
consumers with an exciting new means for them to purchase both innovative and traditional goods 
and services faster and at lower prices, to communicate more effectively, and to tap into rich 
sources of information that were previously diiScult to access and that now can be used to make 
better-informed purchasing decisions. 

The Internet’s promise of substantial consumer benefits is, however, coupled with the 
potential for fhiud and deception. Fraud is opportunistic, and fraud operators are always among 
the first to appreciate the potential of a new technology. This phenomenon was illustrated by the 
advent, flourishing, and near-demise of pay-per-call (900-number) technology as a commercial 
medium during the last decade. 900-number technology was the first interactive technology ~ 
and still is the only interactive technology offering nearly universal access because all that is 
needed is a telephone. This technology has huge potemial as an ahemative payment system, since 
every telephone could serve as a payment terminal, and no credit cards, debit cards, or checks are 
needed. In 1991, there were $6 billion in pay-per-call transactions. But fraud operators moved in 
to exploit the technology, and the industry was slow to respond to this challenge. As a result, the 
900-number industry’s reputation became tarnished by fiaud and abuse, and sales plummeted to 
$300 million annually. In 1992, pursuant to Congressional mandate, the FTC and the FCC 
promulgated rules to regulate the 900-number industry to ensure that consumers would receive 
price and other material information before incurring costs, and have the right to dispute allegedly 
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incorrect or unauthorized charges * Annual sales began to climb again, reaching $450 million in 
1995. The 900-number industry now seems poised to attraa a higher volume of legitimate 
commerce because consumers can use 900-numbers with greater confidence. 

Some of the same features that made pay-per-call technology a tempting field for fraud 
artists in the 1 980s — low start-up costs and the potential for big profits — exist on the Internet 
today. Indeed, after buying a computer and modem, scam artists can establish and maintain a site 
on the World Wide Web for $30 a month or less and solicit consumers anywhere on the globe. 
There is nothing new about most types of Internet fraud the Commission has seen to date. What 
is new — and striking — is the size of the potential market and the relative ease, low cost, and 
speed with which a scam can be perpetrated. 

If the Internet is to avoid a fitte siniilar to that of 900-number technology, the Commission 
believes it is important to address Internet fraud now, before it discourages new consumers from 
going on-line and chokes off the impressive commercial growth now in progress and potential for 
innovation on the Internet. According to some industry aiudysts, total Internet business will climb 
from $2.6 billion in 1996 to $220 billion by 2001.’ Much of this trade likely will involve business- 
to-business transactions. However, the on-line consumer market also is growing, and at an 


* The FTC and the FCC promulgated their regulations pursuam to the Telephone 
Disclosure and Dispute Resolution Act, 15 U.S.C. §§ 5701 etseq. The FTC’s regidations are at 
16 C.F.R. Part 308; the FCC's r^ulations are at 47 C.F.R. § 64.1501 tt seq. 

’ International Data Cotporalioii, Dramatic Growth of Web Commerce - From 
2.6 BiUion in 1996 to more than $220 Billion in 2001 (Aug. 26, 1997) (reported at 
http://www.idc.com/G'HNR/ic2001flitm). 
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exponential rate. In early 1997, 51 million adults were already on-line in the U.S. and Canada.* 
Of those people, 73% reported that they had shopped for product information on the World Wide 
Web, the interactive graphics portion of the Internet.’ By December 1997, the number of on-line 
users had risen to 58 million adults in the U.S. and Canada, and 10 million had actually purchased 
a product or service on-line.' Perhaps most telling, analysts estimate that Internet advertising ~ 
which totaled approximately $301 million in 1996 — will reach $4.35 billion by the year 2000 ’ 

If this trend and all the benefits that it implies are to continue, consumers must feel 
confident that the Internet is safe fi'om fraud. Nothing is more likely to undermine their 
confidence than exploitation by scam artists using this new technology as yet another means to 
defi'aud consumers. Therefore, the Commission, like the Subcommittee, is concerned about 
fraud on the Internet and has taken strong action to combat it. 


‘ CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media 
Demographic and Electronic Commerce Study, Spring ‘97 (March 12, 1997) (defining adults as 
individuals over 16 years old) (reported at http://www.commerce.net/work/pilot/nielsen_96/ 
press_97.html) [hereafter CommerceNet/Nielsen Demogrt^ic Study, Spring ‘97]; IntelliQuest 
Communications, Inc., Worldwide Intemet/Online Tracking Service (WWITS ”'/• Second Quarter 
1997 Study (Sept. 4, 1997) (reported at http://www.imeUiquest.com/about/release32.htm). 

’ CommerceNet/Nielsen Demographic Study, Spring ‘97. 

' CommerceNet and Nielsen Media Research, CommerceNet/Nielsen Media 
Demographic and Electronic Commerce Stutfy, Fall ‘97 (December 11,1 997) (reported at 
http://www.commerce.net/news/press/121197.html) [hereafter CommerceNet/Nielsen 
Demographic Study, Fall ‘97]. See also, Yankelovich Partners, 1997 Cybercitizen Report (Mar. 
27, 1997) (reported at http://www.yankelovich.com/pr/970327.HTM) (finding that 23% of users 
ordered and paid for a product over the Internet, i.e. "transacted* business online). 

’ Jupiter Communications, 1998 Online Advertising Report (Aug. 22, 1997) (reported at 
http://www.Jup.com/digest/082297/advert.shtinl) (figure includes directory listings and classified 
advertisemems). 
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The Commission began to examine the potential for consumer protection problems on the 

Internet proactively, before on-line consumer transactions became common. In the 611 of 1995, 

the Commission held public hearings to explore business and consumer issues arising &om 

technological innovation and increasing globalization. Over 200 company executives, business 

representatives, legal scholars, consumer advocates, and s6te and federal officials presented 

testimony. A two-volume report was published summarizing the hearings. Volume H, 

"Anticipating the 21st Century: Consumer Protection in the New High-Tech, Global 

Marketplace," reflects principles that many partidpams urged the Commission to consider when 

addressing the Internet and other technologies in the new Information Age: 

Consumer protection is most effective when businesses, government, and consumer 
groups all play a role. Meaningful consumer protection takes: (1) coordinated law 
enforcement against fraud and deception; (2) private initiatives and public/private 
partnerships; and (3) consumer education through the combined efforts of government, 
business, and consumer groups.'" 

Applying these principles, the Commission has taken the offensive against fraud on the 
Internet through a three pronged-strategy that emphasizes targeted law enforcement action, 
complemented by education of consumers and new Internet entrepreneurs, both of whom may be 
venturing into cyberspace for the first time. In all aspects of this strategy, but particularly in the 
Commission's consumer and business education efforts, the Commission has sought to form new 
partnerships with private industry and other government agencies, and the Commission has tried 
to turn new technologies to our advantage 


See Exhibit 1, Bureau of Consumer Protection, Federal Trade Commission, 
Anticipating the 21st Century: Consumer Protection in the New High-Tech, Global 
Marketplace, iii (May 1996). 
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Law Enforcement 

First and foremost, the FTC is a civil law enforcement agency with strong and effective 
enforcement tools to combat fraud and deception. The Commission can issue administrative 
complaints and conduct administrative adjudications that may result in the issuance of cease and 
desist orders against practices found to be unfair or deceptive. " Further, in cases of fraud and 
other serious misconduct, the Commission has statutory authority to file suit directly in federal 
district court to obtain preliminary and permanent injunctive relief, redress for injured consumers, 
or disgorgement of ill-gotten gains. The Commission also may seek the assistance of the 
Department of Justice in filing criminal contempt proceedings against persons who violate court 
orders issued at the behest of the Commission, or in filing criminal actions in egregious fraud 
cases. 

The Commission has brought over 2S law enforcement actions against defendants whose 
alleged illegal practices used or involved the Internet. Several of these cases involved alleged 
deceptive advertising and billing practices of commercial on-line service providers.” Most of the 


" 15 us e, §45. 

” 1 5 U.S.C, § 53(b). In addition, the Commission may request the Attorney General to 
file an aaion in the appropriate federal district court seeking civil penalties for violations of the 
Commission's administrative orders or trade regulation rules, and may file those actions on its 
own behalf if the Department of Justice declines to do so in the name of the United States. 1 5 
us e. § 56. 

” America Online, Inc., FTC File No. 952-3331 (consent order subject to final approval. 
May 1, 1997); CompuServ, Inc., FTC File No. 962-3096 (consent order subject to final approval. 
May 1, 1997); Prodigy Services Corp., FTC File No. 952-3332 (consent order subject to final 
approval. May 1, 1997). These respondents allegedly made “free trial" offers to consumers 
without adequately disclosing that consumers would automatically be charged if they did not 
affirmatively cancel before the end of the trial period. (The Commission also alleged that AOL 

(continued...) 
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Commission’s law enforcement actions, however, have involved old-fashioned scams dressed up 
in high-tech garb “ For example, the Commisaon has brought Seva’s! cases to stop alleged 
pyramid schemes that recruit victims through the web.” In the Commission’s largest Internet 
pyramid case to date, FTC v. Fortum Alliance,'* the defendants allegedly promised consumers 
that, for a payment of $250, they would receive profits of over $5,000 per month. The program 
spawned numerous web sites on the Internet and appealed to victims all around the globe seeking 


“(...continued) 

failed to inform consumers that 1 5 seconds of connect time was added to each online session, 
resulting in additional undisclosed charges, and that AOL misrepresented that it would debit 
customers’ bank accounts only after receiving authorization to do so.) 

“ E.g., Alleged credit repair scams: FTC v. Corzine, No. CIV-S-94-1446 (E.D. Cal. 
filed Sept 12, 1994); FTC v. Consumer Credit Advocates. No 96 Civ. 1990 {S .D.N.Y., filed 
Mar. 19, 1996)Martha Clark, d/b/a Simples Services, Docket No. C-3667 (consent order, June 
10, 1996); Bryan Coryal, d/b/a Enterprising Solution,. Docket No. C-3666 (consent order, June 
10, 1996); Lyle R. Larson, d/b/a Momentum, Docket No. C-3672 (consent order, June 12, 1996); 
Rick A. Rehem, d/b/a NBC Credit Resource Publishing, Docket No C-3671 (consent order, June 
12, 1996). Alleged busineu opportunity scams: FTC v. Inlellicom Services, Inc., No. 97-4572 
TJH (McxXC,D. Cal., filed June 23, 1997); FTC v. Chegtpie (Infinity Multimedia), No. 96-6671- 
CIV-Gonzalez (S.D. Fla., filed June 24, 1996); Timothy R. Bean, d/b/a D.C. Publishing Group, 
Docket No. C-3665 (consent order, June 10, 1996); Robert Surveys, d/b/a Excel 
Communications, Docket No. C-3669 (consent order, June 12,1 996); Sherman G. Smith, d/b/a 
Starr Communications, Docket No. C-3668 (consent order, June 12, 1996). Alleged deceptive 
cash grant matching service: Randolf D. Alberton, d/b/a Wolverine Ccqtilal, Docket No. C- 
3670 (consent order, June 12, 1996). Alleged deceptive advertising of health product: Global 
World Media Corp. and Sean Shqyan, Docket No. C-3772 (consent order, Oct 9, 1997). 

Alleged misrepresentations about prodnet characteristics; Zygon International, Inc., Docket 
No. C-3686 (consent order. Sept. 24, 1996). Alleged non-delivery of ordered merchandise: 
FTC V. Brandzel, 96 C 1440 (N.D 111., filed Mar. 13, 1996) 

" E.g.,FTCv. The Mentor Network, Inc., Civ. No. SA.CN96-\l04LIJM(EEx){C.D. 
Cal., filed Nov. 5, 1996); FTC v. Global Assistance Network for Charities, Civ. No. 96-02494 
PHX RCB (D. Ariz., filed Nov. 5, 1996); FTC v. JewelWay Inlermlionai. Inc., CV97-383 TUC 
JMR (D. Ariz., filed June 24, 1997), FTC v. Rocky Mountain IntematiomI Silver and Gold, Inc,, 
Action No. 97-WY-1296 (D Colo., filed June 23, 1997) 


“ Civ. No. C96-799M (W.D. Wash., filed May 23, 1996). 
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to get rich quiddy for little effort. Yet sheer mathematics dictated that 9S percent of the 
consumers who joined the program could never make more than they paid in. The Commission 
obtained a temporaiy restraining order halting the unlawfiil practices and freezing the assets of the 
individuals who developed and operated the Fortuna program. The court ord« also required the 
defendants to repatriate the assets they had deposited overseas. In February 1997, the defendants 
stipulated to a pmnanent injunction that prohibited thdr allied pyratiud program and provided 
for redress to consumers who requested refunds. The defendants subsequently balked at paying 
many conaimers, and the Commission filed a contempt motion. The court did not impose 
sanctions hit issued a compliance order against the defeidants on January 6, 1998. The 
compliance order clears the way for over 8,600 Fortuna members to begin receiving refunds. 

Another alleged Internet pyramid scheme targeted in a recem Commission law 
enforcement action was Credit Development International.” The scheme was propelled by 
allegedly false promises that those who joined CDl would receive an unsecured Visa or 
MasterCard credit card with a SS,000 limit and a low interest rate, as wdi as the opportunity to 
receive monthly income of $18,000 or more. The Commission filed its complaint on October 29, 
1997, and on October 3 1 , the court granted a temporary restraining order, appoimed a receiver to 
oversee the corporate defendants, and froze both the corporate and individual defendants’ ass^s. 
After a hearing, on November 20, 1997, the court issued a preliminary injunction against the 
defendants. The Commission’s staff estimates that over 30,000 consumers coUectivdy may have 
lost 3 to 4 nuUion dollars in this alleged scam. This matter is still in litigation. 

” FTC V. Nia Cano d/b/a Credit Development Infl & Drivers Seat Network, No. 97-7947 
IH (AJWx) (C.D. Cal. filed Oct. 29, 1997). 



87 


The Commission’s investigators discovered the Credit Development International scam as 
part of an ongoing effort to monitor “spam" - also known less colloquially as unsolicited 
commercial e-mail ( “UCE”) - on the Imemet. One theme sounded in the Commission’s recent 
privacy hearings was that an ever-increasing volume of UCE strains the capacity of on-line service 
providers and threatois the develt^ment of the Internet as a conduit for commerce. Fch' example, 
at the Commission’s privacy hearings held in June 1997, America Online (“AOL”) reported that it 
hatalled IS million electronic messages per day. By September 1997, that number had quadrupled 
to 60 million messages per day. Significamly, AOL has estimased that UCE comprises as much as 
one-third of all e-mail traffic. 

Beyond tl» sIko' volume and potential annoyance of UCE, many UCE mess^es imy be 
misleading or deceptive." Alleged scams like Fortuna and Credit Development International 
generate Inige quantities of UCE, because e-mail is unparalleled as a means of cultivating a 
“downline” — additional recruits to a pyramid — for virtually no cost and Bttle effort. The same 
attributes make UCE attractive to other types of scams as a means to solicit millions of consumers 
for little cost. 

Although most Internet fraud is iairly traditional, the Commission has taken action against 
one scheme that uniquely and ingeniously exploited what can be done on the Internet and only on 


" In addition, UCE often contains fake or altered routing information in the address 
portion of a message, r.e., the "From," "Received from," or "Reply to" lines. Thus, consumers 
may not know who sent the e-mail or to whom they should reply. Fake "Reply to" lines also may 
send undeliverable or reply messages back to the wrong address, thereby tying up a legitimate 
taianess’s computer. This may confuse consumers, but in addition, UCE may directly deceive 
them through misleading advertisements or solicitations that appear in the body of the e-mail 
itself The Commission has received, directly or by referral from consumers, over 50,000 UCE 
messages. Our staff actively reviews these messages and investigates purveyors of UCE that may 
violate the FTC Act’s prohibition against unfair or deceptive practices 
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the Internet. The case /7C v. Audiotex CotmecUon, Inc., CV-97 0726 (DRH) (E.D.N.Y.), 
presented a scheme that allegedly “hijacked” consumers’ computer modems by surreptitiously 
disconnecting them from their local Internet Service Provider (such as AOL) and reconnecting 
them to the Internet through a high-priced imemationai modem connection, purportedly going to 
Moldova but actually terminating in Canada. On various Internet sites, the defendants offered 
access to free computer images through a special “viewer” program. If a consumer downloaded 
and aaivated the viewer software, the alleged hijacking automatically ensued, and an international 
long-distance call (and the charges for it) continued imtil the consumer turned off the computer — 
even if he or she left defendants’ sites and moved elsewhere on the Internet, or left the Internet 
entirely to use a different computer program. 

Commission staff were first alerted to the AucSolex scheme by security experts at AT&T. 
The United States Secret Service assisted staff in ascertaining how this “Trojan horse” viewer 
software worked, and AT&T lent further assistance in tracing the software back to specific web 
sites. With this help, the Commission’s staff completed its investigation, filed a complaint, and 
obtained an ex parte temporary restraining order and asset freeze against the defendams within 
just 3 1 days of learning about the alleged scam. The lawsuit was recently resolved by entry of a 
stipulated permanent injunction against the main defendants named in the Commission’s complaint 
and the issuance of a virtually identical administrative order against additional parties found to 
have played a role in the alleged scam. Under the two orders, the defimdants and administrative 
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respondents are barred from engaging in the alleged unlawfiil practices, and over 38,000 
consumers should receive frill redress worth an estimated $2.74 million.” 

Consumer Education 

The Commission has gone on-line to reach Internet users. Since April 1995, the 
Commission has used its web site at "www.frc.gov” to make instantly available to consumers a 
rich and continuously updated body of advice and information. The Commission receives 
approximately 60,000 to 75,000 “hits" per day on this home page.“ In September 1997 alone, 
FTC.GOV received almost 2 million hits from 1 14,000 visitors. 

In constructing its web site, the Commission has put a premium on making it not only 
comprehensive, but also user-friendly. FTC.GOV contains a search engine that allows consumers 
to pull up information by typing in a few key words. The site also contains a special section called 
ConsumerUne that provides news releases, consumer alerts, and on-line versions of all of the 
Commission’s consumer and business education publications.^' 

Building on the success of the FTC’s home page, the Commission’s staff conceived a plan 
to aeate a new site at ‘’www.consumer.gov’’ and has devdoped the site in partnership with sister 
agencies - the Securities and Exchange Commission C’SEC’), the U.S. Consumer Product Safety 
Cottunission C^IPSC”) the Food and Drug Administration (“FDA”), and the National Highway 

” The Commission would like to acknowledge the assistance of AT&T attd MCI in 
administering the redress program. AT&T and MCI will distribute refunds to most consumers in 
the form of telephone credits on their lorrg-distance telephone bills. 

A “hit” occtrrs when someone accesses a web site. 

” After the home page ftrr FTC.GOV, the search engine is the most popular area visited 
on the web site, followed by the ConsumerLine section. See Exhibit 2, excerpts from 
"www.ftc.gov". 
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Traffic Safety Administration (“NHTSA”). CONSUMER.GOV provides the public with "one- 
stop shopping" for federal information on a broad spectrum of consumer issues, ranging from 
auto recalls to drug safety to investor alerts “ 

Extending a hand to consumers at their most vulnerable point -- when they are surfing in 
areas of the Internet likely to be rife with fraud and deception — the staff of the Commission has 
posted several "teaser" web sites. The “Ultimate Prosperity Page” is one example advertising a 
fake deceptive business opportunity. The “Ultimate Prosperity Page” uses "buzz words" and 
promises of easy money common to many such scams. When the consumer clicks from the 
“Ultimate Prosperity Page” to the next page in the series, he or she finds glowing testimonials 
from fictitious persons who purportedly have achieved fabulous success through the business 
opportunity ~ again mirroring the typical get-rich-quick business opportunity scam. Clicking 
through to the third and final page in the series, however, brings the consumer to a sobering 
warning: "If you responded to an ad like [this], you could get scammed." The warning page gives 
advice on how to avoid fraudulent business opportunities and provides a hyper-text link back to 
FTC.GOV, where consumers can learn more about investing in franchises or business 
opportunities.” 

There are now other teaser sites, posted by the Commission’s staff, that mimic pyramid 
schemes, scholarship scams, deceptive travel programs, false weight-loss claims, and firaudulent 
vending opportunities - all perennial frauds that have been practiced on consumers for years 

” Exhibit 3, homepage of "www consumer.gov". 

” To alleviate any privacy concerns that consumers may have, the warning page makes it 
clear that the FTC has not gathered any personal information about individuals visiting this teaser 
site. 
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through direct mail, telemarketing, and other means, and are now enjoying new life on the 
Internet .^* The Commission’s staff has registered each ’teaser" site with major search engines and 
indexing services on the Internet. Thus, consumers may encounter the site when they are perhaps 
most receptive, just when they may be about to become ensnared in a fraud by responding to a 
plausible but untrue come-on. Private on-line service companies have worked with the 
Commission’s staff to highlight various teaser pages and have billed some as the "new" or "cool" 
site of the week.“ 

In another effort to use new technology to reach the public, the staff of the Commission 
partnered with the North American Securities Administrators Association and held a real time on- 
line forum on the Internet in April 1997. Over 100 consumers participated, posing questions to, 
and receiving instantaneous responses from, state and federal experts about how to invest wisely 
in new business ventures or franchises. The Conunission posted the transcript of this “chat” 
session on its web site so that other consumers could access it and benefit from the exchange. 

The Commission has actively sought Internet companies and trade groups to join with us 
as partners in disseminating consumer protection information to consumers on-line. As a result, 
the Interactive Services Association, a leading on-line trade association, and companies such as 
AT&T, NetCom, and America Online have helped circulate public service announcements over 
the Internet, cautioning consumers to avoid particular scams and "hot linking" consumers to the 


“ Exhibit 4, examples of FTC teaser sites. 

“ Exhibit 5, example of FTC teaser site highlighted as "new" site of the week by Yahoo!, 
a large Internet search engine and indexing service. 
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Commission’s web site where they can find "Cybershopping” guides, "Safe Surfing" tips, and 
other helpful information. 

Business Education 

At the forefi-ont of its business education efforts, the Commission has conducted a number 
of "Surf Days" aimed at providing information to new entrepreneurs who may unwittingly violate 
the law. The first Surf Day was conducted in December 1996 and focused on pyramid schemes 
that had begun to proliferate on the Internet. Cotrunission attorneys and investigators enlisted the 
assistance of the SEC, the U.S. Postal Inspection Service, the Federal Coirununications 
Commission, and 70 state and local law enforcement officials from 24 states. This nation wide ad 
hoc task force surfed the Internet one morning, and in three hours, found over SOO web sites or 
newsgroup messages promoting apparent pyramid schemes. The Commission’s staff e-mailed a 
warning message to the individuals or companies that had posted these solicitations, explaining 
that pyramid schemes violate federal and state law and providing a link back to FTC.GOV for 
more information. In conjunction with the New York Attorney General’s Office and the 
Interactive Service Association, the Commission armounced the results of Internet Pyramid Surf 
Day at a televised press conference held during the Internet World ‘96 convention in New York 
City. A month later, the Commission’s investigative staff checked on the status of web sites or 
newsgroups identified as likely pyramids during Surf Day and found that a substantial number had 
disappeared or been improved.“ The Commission has employed this technique several times 

“ Apart from newsgroup messages that had terminated automatically, 66 (18%) of the 
notified web sites had been improved or taken down within a month. In the wake of a subsequent 
Surf Day that targeted a separate type of fraud, 24% of the notified web sites improved or 
removed their solicitations. 
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since, conducting additional Surf Days focused on Internet web sites or newsgroup messages that 
promoted potentially problematic business opportunities, credit repair schemes, and "miracle 
cure" health products. 

The Commission has now taken its Surf Day concept to the private sector, the global law 
enforcement community, and sister agencies as well. In August 1997, the Coupon Information 
Center, a private trade association, and its members from the national merchandising community 
joined Commission staff in surfing for fraudulent opportunities that promoted coupon certificate 
booklets. Then on October 16, 1997, the Commission helped coordinate the first "International 
Internet Surf Day." Agencies from 24 countries joined this effort and targeted "get-rich-quick" 
schemes on the Internet.^’ Australia’s Competition and Consumer Commission oversaw the 
world-wide efiFort while the FTC led the US. team consisting of the SEC, the Commodities 
Futures Trading Commission (“CFTC”) and 23 state agencies. 

In November 1997, the Commission used the Surf Day concept to help the Department of 
Housing and Urban Development (“HUD”) target unscrupulous "HUD Tracers.” These “tracers" 
track down consumers to whom HUD may owe a refund for FHA mortgage insurance. 

Consumers can claim their refund for free by contacting HUD directly; however, unscrupulous 
"tracers" may falsely claim that refunds cannot be secured without their assistance (and they may 
charge up to 30 percent in commissions), may falsely claim an affiliation with the government, and 
may falsely represent to other entrepreneurs how much money they can make as “HUD tracers.” 

International participants included Australia, Austria, Belgium, Canada, the Czech 
Republic, Denmark, Finland, France, Hungary, Ireland, Jamaica, Japan, Korea, Mexico, New 
Zealand, Norway, the Philippines, Poland, Portugal, South Africa, Spain, Sweden, Switzerland, 
and the United Kingdom 
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The HUD Tracer Surf Day not only helped to generate publicity to inform consumers about 
HUD’s refund program, but it also helped eliminate many potentially deceptive solicitations from 
the Internet. A month after sending out warning messages, the Commission’s staff checked on 
suspect tracer sites and found that 70 percent had shut down entirely or removed questionable 
claims about earnings potential or their affiliation to HUD. 

Earlier this month, the Commission announced yet another innovative use of the Surf Day 
concept, this time targeting deceptive UCE messages Commission staff conducted a "fall 
harvest" by surfing the Commission’s large databa^ of UCE solicitations, topic by topic, and 
identifying over 1000 individuals or companies potentially responsible for misleading e-mail 
solicitations, for example, for pyramid or other get-rich-quick schemes. Ironically, most of these 
UCE messages did not allow any reply by e-mail, due to inaccurate or deceptive "sender" 
information, so in January through the U.S. Postal system the Commission sent out letters 
warning the sources of the UCE that their messages may be in violation of the law. 

Our messages to businesses on the Internet are straightforward — e.g., don’t lie or make 
misleading statements, don’t make product or earnings claims that you can’t support; don’t 
mislead consumers with unrealistic testimonials The difficulty lies in finding a way to get these 
basic messages to new entrepreneurs who may have no prior business or advertising experience. 
Surf Days help us overcome this hurdle, but in addition, we have put together a "road show" that 
our ten regional offices can use in their local communities to help explain how basic legal 
principles apply on the Internet. The Commission also is preparing a business guide for Internet 
entrepreneurs and a continuing legal education (“CLE”) course for lawyers who counsel new 
Internet businesses. Finally, the Commission is going directly to the computer industry for help. 
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In July, Commission representatives met with Silicon Valley executives at Stanford University’s 
Technology and Business Strategy Summit ‘97, and asked them to lend us their contacts and 
marketing expertise in order to reach new Internet entrepreneurs 
Looking Ahead 

Currently, the Commission receives approximately 100 to 200 Internet-related complaints 
per month. Many of these complaints are forwarded to us by the National Fraud Information 
Center, with which the Commission works closely. The Commission has seen an increase in 
complaints over the last year, but fortunately on-line problems seem to be growing at a slower 
pace than the Internet marketplace itself At the moment, complaints about Internet fraud remain 
a small fraction of the number of complaints the Commission receives about more traditional 
problems concerning credit cards or telemarketing However, the Commission expects that as the 
Internet marketplace grows, reports about consumer fraud also will continue to grow. 

The potential for fraud is likely to be fueled by easy on-line access that exists for legitimate 
and fraudulent businesses alike Also, it is likely that many first-time entrepreneurs, because of 
their lack of marketing experience or knowledge of their obligations under basic consumer 
protection principles, will unwittingly engage in Internet practices that violate the law, Finally, 
keeping up with the introduction and application of new technologies will prove daunting. The 
growing problem of "spam" already threatens to outstrip our resources. The Commission 
currently receives approximately 500 pieces of UCE per day, forwarded by disgruntled consumers 
and others — far more than we can read or analyze on an individual basis and a volume that strains 
the capacity of the agency’s computers. 
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To combat on-line fraud, the Commission will continue to use the Internet itself as a tool 
to improve and enhance our investigations. The Commission’s staff all have Internet access, and 
scores of attorneys, paralegals, and investigators in our Bureau of Consumer Protection have 
received intermediate or advanced training on use of the Internet to combat fraudT’ 

Looking into the future, we anticipate that traditional types of deception — including 
pyramid schemes, bogus business opportunities, and failures to deliver promised goods or services 
— will continue to top our list of Internet problems The Commission will continue to be vigilant 
in monitoring the Internet for new schemes that ingeniously exploit the new technology, like the 
"Trojan horse" software scheme challenged in the Audiotex Connection case. Fighting fraud over 
the Internet is clearly a formidable task for the FTC’s limited available resources. The 
Commission will do all it can, however, to curb this threat to the continued growth of the Internet 
and the benefits the Internet can bring consumers through speed, efficiency, convenience, and 
information never before available 
Conclusion 

The Commission recognizes that we stand at a critical juncture in the development of 
electronic commerce Although we have seen an explosion in on-line shopping and advertising, 
fraud and deception may deter consumers from acquiring a greater confidence in the Internet as a 
place to transact business The Commission will continue its efforts to fight fraud and deception 
on line by implementing a comprehensive strategy that combines traditional law enforcement with 
aggressive consumer and business education. 


The Bureau of Consumer Protection’s internal Internet Training Committee provided 
comprehensive one or two-day Internet training sessions in both 1996 and 1997 Not only did 
Commission employees attend, but also officials from the FBI, the Department of Justice, U.S. 
Attorney’s Offices, as well as state representatives from the National Association of Attorneys 
General The training covered legal issues, on-line fraud, emerging technologies, and 
investigational techniques. 
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FOREWORD 


Every report is of necessity the product of many hands. This one is no 
exception. 

The Bureau of Consumer Protection is grateful to the experts outside the 
Commission who helped identify the issues and speakers for the hearings on 
which this report is based; and to the hearing participants, whose thoughtful, 
lively, and provocative presentations continue to give us much food for thought. 

Special debts of gratitude to those inside the Commission as well; Greg Hales 
and his colleagues, whose technical expertise during the hearings helped bring 
many presentations to light; the staff of the Bureau of Consumer Protection — 
especially Tom Rowan and Robert Lippman — who contributed talent, time, and 
energy to the effort; and Dawne Holz, who patiently prepared this report for 
publication. 

Finally, a word of appreciation to our colleagues in the public and private 
sectors who are working with us to prepare for the critical issues facing businesses 
and consumers in the 21st century. 



101 


TABLE OF CONTENTS 

EXECUTIVE SUMMARY i 

THE NEW MARKETPLACE — AN OVERVIEW 1 

BENEFITS OF THE NEW TECHNOLOGY 1 

An Information Explosion 1 

Greater Choice 2 

Convenience 2 

Consumer Sovereignty 2 

THE FLIP SIDE: CHALLENGES OF THE NEW TECHNOLOGY 3 

Increased Fraud and Deception 3 

Detection and Enforcement 4 

Legal Issues 5 

Limited Resources 5 

Privacy 6 

Information “Have Nots” 6 

Anti-Competitive Behaviors 6 

TOWARD A NEW CONSUMER PROTECTION AGENDA 7 

Working Together 7 

The Role for Law Enforcement Officials 7 

Industry’s Part 7 

Consumer and Busirtess Education 8 

Self-Help 9 

NEXT STEPS 9 

TECHNOLOGIES ON THE MOVE 11 

THE TELEPHONE 11 

Consumer Protection Issues 13 

Tackling Telephotte Fraud and Deception: A Game Plan IS 

TELEVISION 19 

Cotrsumer Protection Issues 20 

Blueprint for Protection 21 

CYBERSPACE 22 

Newest Technology 22 

Fraud and Deception in Cyberspace 28 

The Search for Soludotts 30 

Privacy Concerns 35 

LOOKING AHEAD: CONVERGENCE 38 



102 


GLOBAL TRADE AND CONSUMER PROTECTION STANDARDS 41 

TOWARD A SINGLE GLOBAL MARKETPLACE 41 

The Global Trade Picture 41 

Divergent National Consumer Protection Standards 41 

ROLE FOR THE FTC 43 

Regulatory Review 43 

Leadership Role in International Forums 43 

CONCLUSION 45 

GETTING AHEAD OF PROBLEMS 45 

APPLYING LESSONS LEARNED 46 

FTC FOLLOW-UP 47 

ENDNOTES 49 

APPENDICES 

HEARING PARTICIPANTS A 

HEARING AGENDA B 



103 


Consumer Protection in the New High-Tech, Global Marketplace 


EXECUTIVE SUMMARY 


For four days in November I99S, the Federal Trade Commission explored 
consumer protection issues in the emerging technology-based marketplace. The 
hearings focused on three rapidly evolving communications technologies — the 
telephone, television, and computer — and on the special challenges of 
globalization. 

The Commission's goal was to look ahead: to learn mote about how these 
technologies are developing and how they may be used to maiket goods and 
services; to identify significant consumer protection issues associated with the 
new technologies; and to consider how best to address those emerging issues. 

The Commission took testimony fiom more than 70 experts in the fields of 
law, business, technology, economics, marketing, consumer behavior, and 
consumer education. Their comments and observations provoked discussions that 
produced an especially rich hearing record. That record is the basis for this leport 
While the hearings did not produce consensus on every issue, a number of 
themes emerged. Among them: 

■ Information technologies are developing at a dizzying pace. Next generation 
technology is already off the drawing board: interactive “smart” TV that lets 
consumers use their remote controls to order merchandise fiom home and get 
news on demand; full-motion video over superfast telephone lines; television 
that appears in the comer of desktop computer monitors — and much more. 
The changes in technology and their impact on the marketplace offer 
challenges and opportunities for law enforcement officials, businesses, and 
consumeis. 
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■ The technologies may change the marketplace significantly for consumers — 
giving them access to potentially unlimited amounts of information, a global 
marketplace, and more shopping convenience. Already, the Internet enables 
consumers to pick and choose the information they want from sources around 
the world, and to receive it at the click of a mouse. The next wave of 
telephone and television technologies also promises to offer consumers new 
information, shopping, and entertainment services. 

■ New technologies may provide fertile ground for old-fashioned scams. The 
Internet may allow scam artists to set up shop easily and cheaply, anywhere in 
the world, and skip out on unwary consumers without leaving a trace. Recent 
experience with new technologies, such as pay-per-call telephone services, 
suggests that fraudulent operators are quick to take advantage of new 
marketing tools. 

■ New technologies are pushing some consumer issues — such as privacy, 
security, and marketing to children — to the forefront of public debate. 
Milliorts of consumers, including children, are encouraged to use the Internet, 
and the number of people going online is growing daily. Broad-based 
accessibility to the new, and still evolving, technologies raises fundamental 
questions for policy makers, law enforcement oflScials, businesses, and 
consumers. 

■ The challenges for government consumer protection agencies will increase at 
a time when their resources — human and financial — are stretched tighter 
than ever. There is no sign that low-tech scams will go away, and strong 
evidence that “next-tech” scams will increase and be more diffrcult to detect 
and track across international borders. Law enforcement agencies must work 
harder, smarter, and in concert to maximize the impact of their limited 
resources. 
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■ As the new marketplace develops, it is in the interest of both the private and 
public sectors to see that sound consumer protection principles are in place. 
Private sector initiatives to assure consumer protection are crucial. Without 
these assurances, consumers may avoid the new technologies. 

■ Consumer protection is most effective when businesses, government, and 
consumer groins all play a role. Meaningful consumer protection takes; 

(1) coordinated law enforcement against fiaud and deception; (2) private 
initiatives and public/private partnerships; and (3) consumer education 
through the combined efforts of government, business, and consumer groups. 
The report that folloun is based on the written and oral testimony offered 

during the hearings. It attempts to ctqitiire the dynamic flavor of the discussions 
and to present the various views of the participants; it does not try to reconcile 
differences or offer definitive answers to emerging consumer protection concerns. 
It provides much food for thought and a wide range of suggestions on how best to 
protect consumers in the rapidly changing marketplace, and will be used to help 
the Commission staff plan a consumer protection agenda. Indeed, it will be 
followed next year by a report of the actions taken to deal with many of the issues 
raised during the hearings. 

The report that follows also may serve as a basis for future dialogue and 
collaborative efforts by all those with a stake in consumer protection issues as the 
new marketplace unfolds. 
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THE NEW MARKETPLACE — AN OVERVIEW 

From Main Street to Wall Street, electronic consumers are plugging in and 
logging on — surfmg and chatting in a community that is at once world-wide and 
intimate. With the click of a mouse, they can read newspapers, tour museums, 
buy groceries, or send flowers to Mom. In short, their computers give them nearly 
instant access to information, entertainment, and merchandise. 

For years, the telephone and the television have been the stuff of everyday life. 
As the technology of these tools converges with that of the computer, consumers 
will be offered more choice, more convenience, and more control than most of 
them ever thought possible. Urrfortunately, they also may encounter new 
consumer protection problems at a time when resources at all levels of 
government are shrinking. 

To deal with the concents emerging in the new high-tech global marketplace, 
consumer advocates, educators, the business community, and government mrrst 
join forces to design and implement measures to protect consumers, promote 
competition, and encourage the development of still mote technology. 

BENEFITS OF THE NEW TECHNOLOGY 

An Information Explosion 

The flood of information available to consumers is arguably the most dramatic 
development in the marketplace of the ’90s. In just a few minutes on the Internet, 
consumers can research their bobbies, read up-to-date news summaries, and shop 
for cars. Although still in its inflmcy as a marketing medium, the Internet itself 
ptotrtises to grow exponentially in the next few years. Many expect online 
marketing and cotitmetce to follow sirit. 

Constrmets will be able to irse the storehouse of irrfonnation on the Internet to 
make better informed decisions,' although the availability of information does not 
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necessarily assure its use. Indeed, as the amount of information in the 
marketplace grows, some observers predict that consumers will be overwhelmed 
and confused.’ Others forecast that consumers will &ce obstacles as they try to 
take advantage of the available data: for example, some constrmers may not have 
&11 access to the information technologies, while others simply may lack the 
sophistication to use them.’ 

Greater Choice 

Thanks to the Internet, consumers soon will find themselves in a global 
marketplace with more avenues for shopping, more opdorts in terms of price and 
services, and more access to a seemingly endless array of products. 

The Internet probably will not replace more traditional mariretirrg vehicles.^ 
Yet even these vehicles — the television arx) telephone — ate expanding the 
amount of information and the products they are able to deliver. Since the 1 960s, 
for example, the number of television stations has tripled and the mtmber of 
channels per household has multiplied sixfold.’ Telephone services are offering a 
constantly expanding rartge of information, products, and entertainment. For 
example, consumers now can sample and pitrchase compact discs on the 
telephone and receive full motion video over their telephone lines.* 

Convenience 

Consumer transactiotts online soon may become routine. Increasingly, it will 
be possible for consumers to conduct entire transactions online, fiom selecting 
products and negotiating prices to ordering and paying for goods, filling orrt 
product registration cards, and even receiving the produrds, when — like software 
— they can be transmitted that way.’ In the future, interactive television and the 
Internet may offer face-to-face shopping in the corrsitmer’s own living room.' 
Consumer Sovereignty 

The new interactive media have been hailed as “the first intelligent media on 
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the consumer side.”’ That is because the technology has the potential to give 
consumers greater control over the information they receive. On the Internet, for 
example, they can seek out the information they are interested in and ignore the 
rest.'’ 

For years, the remote control has played a similar role for television viewers, 
but emerging technologies promise even mote opportunities for consumers to 
regulate what eomes into their homes via the television, the Internet, and the 
telephone." Telephone technologies soon may give consumers the ability to 
block calls they do not want to receive, specify calls they will receive, and identify 
businesses that ate calling.'^ 

To the extent that control shifts fiom the media to the consumer, advertisers 
will have to provide messages that ate more usefirl and interesting — or run the 
risk of being tuned out.'’ 

THE FLIP SIDE: CHALLENGES OF THE NEW TECHNOLOGY 

Clearly, the new technologies create exciting and numerous benefits for 
consumers. Just as clearly, they create new risks for consumers and uncharted 
territory for industry and government. The emerging areas of concern suggest that 
successful solutions call for creative thinking and cooperation among all 
interested participants. 

Increased Fraud and Deception 

Modem technology is partly tesporrsible for the fact that fiaud has increased 
markedly in the last 30 years." While most fiaud in the 1960s took place face-to- 
face, often in door-to-door sales, today it is perpetrated on a massive scale, often 
over telephone lines.'’ 

Globalization also has facilitated the boom in fiaud. It is easy for fiaudulent 
telemarketers to move their operations out of the country to avoid U.S. law 
enforcement, yet continue to scam American consumers.'’ Many pay-per-call 
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scams and fraudulent telemarketing operations, for example, are moving overseas 
as a result of aggressive law enforcement at home.” 

Fraudulent maiketers will continue to use the telephone, but they soon may 
gravitate to the Internet in large numbers." Some of the same features that made 
pay-per-call technology so ripe for fraud artists in the 1980s — low start-up costs 
and the potential for big profits — exist on the Internet as well." Indeed, for $30 
a month or less and the cost of a computer and modem, scam artists can be in 
business on the World Wide Web, taking orders from anywhere in the world.” 
There is nothing new about the kind of fraud. What is new — and mind-boggling 
— is the size of the potential market, and the relative ease and low cost of 
perpetrating a scam.^' 

Detection and Enforcement 

For law enforcement agencies, the emerging technologies present serious 
challenges in detection, apprehension, and enforcement. With a telephone or an 
online link, fraudulent marketers can set up shop quickly and cheaply, and move 
on without a trace. The fraudulent telemarketer, for example, can use pay phones 
and obtain payment through wired funds or credit card cash advances — with no 
listed or traceable phone, no mailbox, and no office. For the cyber scam artist, it 
may be even easier to escape detection. Once transactions can be completed 
online routinely — with cyberscammets getting consumers’ money in seconds — 
the challenges for law enforcement will be even greater.” 

As the number of media sources grows, so does the job for law enforcement 
and industry self-regulating groups. Monitoring television advertising has become 
mote difficult with the surge in the number of chatmels and the number of 
infomercials.” Monitoring the Internet will be an even tougher job. Yet, it is 
crucial, because new entrants may have little knowledge of their legal obligations 
under consumer protection laws.” 
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Legal Issues 

In the new marketplace, law enforcement agencies will have to contend with a 
daunting array of legal issues. Interstate and international electronic 
communications raise new concerns about the choice of laws and jurisdiction. 

Any global consumer transaction may be subject to varying legal standards for 
advertising, including claim substantiation, the use of sweepstakes, and rights to 
privacy The increasingly blurry line between advertising and content on 
television and the Internet also presents potentially thorny legal problems." 

Online transactioirs raise a host of issues about the relative legal responsibility 
of participants in the new marketplace, such as service providers, home-page 
sponsors, and bulletin board operators.” Legal issues also may arise over new 
types of activities, like Web sites that directly interact with children and solicit 
information from them.” It may be necessary to reassess the ^rplicability of some 
consumer protection standards in a new environment where consumers have more 
access to detailed product information.” 

Limited Resources 

While consumer protection problems are growing in number and complexity, 
government resources at all levels are shrinking.® Indeed, as one top law 
enforcement official put it: it’s not the telemarketing scam artists at the card table 
anymore. “They tend to be in nice big area rooms with computer screens at their 
tables. I’ll tell you who’s at the card table. It’s law enforcement.”” 

The challenge for law enforcement agencies is to get the job done with fewer 
resources. They need to work smarter and more efficiently, maximizing their 
impact by working collaboratively with other agencies and the private sector. 

They also need to make greater use of the new technologies to combat fraud and 
educate consumers. 


Pages 



Ill 


Consumer Protection in the New High-Tech, Global Marketplace 


Prhfiwy 

While the emerging technologies may enhance consumer sovereignty, they 
may rob consiuners of control in other areas, such as the collection and use of 
personal information. Advances in computer know-how already have enabled the 
collection, storage, and retrieval of enormous amounts of data on individual 
consumers without their consent” 

It is likely that data collection will expand. Surveillance on the Internet can be 
all-inclusive: every movement can be tracked, includirtg sensitive information 
about where consumers are shopping, what they’re looking at, what they 
eventually buy, who they talk to, and for how long.” While the parties to a 
transaction may have access to this data, so will Internet service providers, online 
services, and electronic payment providers.” 

Information "Have Hots” 

It is predicted that the new technologies will become more affordable, and 
ultimately, more widely accessible.” The growth in the use of the Internet may 
signal this trend.” Certain segments of the population, however, may miss out, 
either because they do not have the money to buy high technology items,” or they 
lack basic skills to use them. Without access to the new technologies, the poor, 
the under-educated, and minority groups in rural areas and inner cities may 
become a class of information “have nots.”“ 

Anti>Competitive Behaviors 

In the rapidly chan g in g high-tech maritetplace, concerns exist about 
concentrations of power by the mega communications companies;” non- 
competitive “cooperative pricing” on the Internet where rival sellers will have 
total access to their competitors’ prices;*’ and the creation of online entry barriers 
through search engines designed to push competitors out of the way.*' 

On the other hand, the new technologies may push the door open even wider 
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to competition, lower prices and a proliferation of new products and services/* 

The Internet, with almost no barriers to entry, may create the most highly 
competitive marketplace of all.^ 

TOWARD A NEW CONSUMER PROTEQION AGENDA 

Working Together 

Emerging consumer protection issues call for creative law enforcement 
approaches that do not unnecessarily restrict legitimate business practices, that 
promote the fiee flow of information, and that encourage the development of new 
technologies.*' To strike the tight balance, it will be important to continue the 
kind of dialogue that took place at the FTC’s fall bearings, and for all interested 
groups — industry, government, consumer groups, and academics — to work 
together to find solutions.*’ Recent cooperative efforts in tafUing pay-per-call 
fiaud and telemariteting fraud can serve as useful models for solving the new 
problems identified during the hearings.** 

The Role for Law Enforcement Officials 

Law enforcement agencies at federal, state, and local levels must continue to 
fr>cus on fiaud and deception in all forums. Enforcement resources should ix>t be 
too narrowly focused on the new technologies; rather, they must be spread broadly 
to catch and deter the most serious wrongdoers wherever they work.*’ The FTC 
must m ai n tai n an active enforcement presetKe in the area of deceptive advertising 
— in both the print and electronic media — to assure that current standards are 
maintained.** In addition to its role as a vigilant law enforcement agent, the 
government should encourage self-regulation by the private sector.*’ 

Industry’s Pvt 

The private sector can address numy of the concerns consumers have about the 
new tecimologies. It has the “know how” to find solutions that work without 
unduly burdening their operations. For example, industry can continue to develop 
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technological solutions that allow consumers to block receipt of certain kinds of 
infoimation and let them know who is calling.’° Private groups may be able to 
develop pro-competitive certification standards that help assure consumers of a 
seller’s adherence to consumer protection principles; they also may be able to 
devise ways to resolve disputes using the new technologies.’' 

Self-regulation offers flexibility in solving problems. It provides an 
opportunity to proceed slowly in difficult areas like privacy; to build a consensus 
about norms of behavior for an industry; and to experiment with different 
approaches.” 

Further, self-regulation is in the business community’s best interest because 
consumers will use only the new technologies in which they have confidence.” 
Without self-regulation in the pay-per-call technology, for example, scam artists 
gained the upper hand early on and nearly ruined the mediiun for legitimate use.” 
In short, if consumers see cyberspace as “Dodge City,” they will stay away fiom 
it.” 

Finally, self-regulation can ease the burdens on law enforcement agencies. If 
industry is effective in promoting general levels of consumer protection, 
government agencies can focus their resources on fiaud and deception.” 

However, it must be remembered that self-regulation can be uneven.” It 
generally needs a strong law enforcement presence, and constant renewal and 
modification to meet the challenges of a rapidly changing marketplace.” 
Consumer and Business Education 

Consumer education fuels enlightened decision-making. This critical, albeit 
expensive, element of the consumer protection agenda should come fiom a variety 
of sources — industry, consumer groups, schools, and goverrunent agencies — 
working independently but cooperatively.” 

For goverrunent, a good place to start is right at home. Government agencies 


Page 8 



114 


Consumer Protection in the New High-Tech, Global Marketplace 

must become more savvy about the new technologies and the consumer protection 
problems associated with them. In addition, they must learn how to use the 
technologies to disseminate their messages more effectively.‘° On the Internet, for 
example, it is possible to deliver consumer education messages in real time — 
that is, just as a consumer is about to make a purchase. This could be a giant step 
forward from traditional printed brochures and public service announcements.‘' 

At a time when consumers are being bombarded with information, getting 
messages through can be dififrculL*^ And in some areas, such as telemarketing 
fraud, consumer education messages must change how people behave‘’ — a 
daunting task. In the end, even the best consumer education cannot be effective 
by itself. 

Self-Help 

The new interactive technologies will offer interesting opportunities for 
consumer self-help. But consumers need to be educated and encouraged — and 
the technologies need to be developed — before any self-help measures can 
flourish.** 

NEXT STEPS 

What’s ahead? Government, industry, educators, and consumer groups ate not 
yet sure, but none of them wants to be left behind. They are entering the emerging 
marketplace with cautious optimism. They are looking forward to more and better 
information, bigger maikets, increased competition, and new opportunities for 
partnerships. Yet they are ftiUy aware of the risks: new versions of fraud and 
deception, a world-wide stage for scam artists, and less privacy — at a time when 
there are fewer human and financial resources to address them. 


Page? 



115 


Consumer Protection in the New High-Tech, Global Marketplace 


TECHNOLOGIES ON THE MOVE 

Many experts predict that the telephone, the television, and the Internet will 
evolve, converge, and take on a new look. The familiar media still will be around, 
but may evolve into nearly unrecognizable tools that will energize the marketplace 
in new ways. 

THE TELEPHONE 

The expansion of the telephone from just a simple medium for personal 
conversation into a global platform for commerce is a key technological 
development in the new marketplace. 

Now a medium for digital as well as verbal communication, the telephone is 
an important vehicle for buying and selling entertainment, information, and other 
products and services. For example, consumers now can listen to and order 
compact discs and other recorded music simply by calling an 800 number." 

Indeed, the telephone infiastructure supports a large and still growing 
segment of the U.S. economy. The fact that it relies on the old-fashioned 
advantages of telephony — ease of use, affordability, security, and reliability — is 
particularly noteworthy." 

It is no surprise that the telephone is nearly ubiqiritous. Consrrmers like it' 
because it is familiar, easy to use, converrient, inexpensive, reliable, secure, and 
private;” marketers like it because it offers one-to-one personal cortrmunication 
that can be tailored to consumer interests and concents." 

Since the 1970s, advances in telephone technology have spurred the use of the 
telephone as a marketmg tool.” Digital technologies are reconfiguring old copper 
telephone lines to carry huge volrtmes of irrforrrration at extremely high speeds.” 
Telephone wires already ate carrying full motion video.” Commercial 
trarrsactions ate taking place over these same wires using new “snrart card” 
technology.” 
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The Telemarketing Industry 

Forty or 50 years ago, when telephone commerce was new, consumers 
generally were so pleased to hear from a telemarketer that he had to work to 
conclude the calls.” Today, however, many consumers regard the high volume of 
telephone solicitations as an irritation and an invasion of privacy. 

Concurrent advances in database and telephone technology fostered the 
growth of an enormous telephone marketing industry.” Indeed, telemarketing is 
the lifeblood of many companies. At least one major long distance company says 
its sophisticated telemarketing sales program is responsible for its rapid 
expansion.” 

In addition to being a boon for business, telemarketing offers consumers 
convenience — the chance to buy a wide range of goods and services from their 
homes.” However, some telemarketers warn of a danger of “over fishing” their 
market” If a negative image of telemarketing gets lodged in the public mind, 
consumers may stop responding to telemarketing solicitations. Support may grow 
for die same kitids of strict telemarketing laws and regulations that some foreign 
governments have.” 

The Parser-Call Industry 

The pay-per-call industry uses 900-number techiulogy to market 
entertainment and information services.” Once considered a business with 
enormous potential, the pay-per-call industry has yet to meet expectations, largely 
because it was tainted early on by scam artists «4io adopted the technology in 
large numbers. Increasingly, however, the legitimate pay-per-call industry is 
offering business-to-business and business-to-consumer services, and major 
co r p ora tions ate turning to pay-per-call services to replace toll-free 800 number 
operations." 

Like their counterparts in the telemarketing business, pay-per-call industry 
representatives rank convenience as one of their industry’s top benefits for 
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consumers. The 900 numbers offer consumers a quick and handy way to access 
information and entertainment services. In addition, pay-per-call service is 
available in virtually all homes, not just those with personal computer systems or 
those that subscribe to costly electronic information services.” 

Consumer Protection Issues 

Telemarketing Fraud 

The elements of consumer fraud are the same today as they were in the days of 
face-to-face snake oil sales. Today, however, iiaud is perpetrated on a massive 
scale over telephone lines. What is different about phone fraud is that the 
technology enables the con artist to scam many more consumers — and to hide 
the essence of the baud because the consumer can’t inspect the goods. 

Many hig telephone scams are low-tech;” they use psychological tactics that 
play on the fears and hopes of the victims. Increased economic pressure, stagnant 
personal income growth, and a sense of powerlessness also make some consumers 
susceptible to fiaud.” Sweepstakes, lotteries, and “get-rich-quick” schemes offer 
opportunities to ease financial strains,” and the techniques used hy fast-talking 
scam artists are smooth enough to fool even savvy consumers.” Indeed, while 
older people are most often the victims of telemarketing fraud,” no demographic 
group is immune: doctors, lawyers, accountants, and corporate presidents of all 
ages are among those who have been scammed.” 

More sophisticated technology and a global marketplace will ntake it more 
efficient for con artists to defraud even more consumers." Fraudulent 
telemarketers use new high-tech tools to develop sucker lists with names of 
people who have “bitten on” scams before." Telemarketers also ate expanding 
their operations into foreign countries. The new technologies make it as easy to 
telemarket fixrm Canada as from any one of the states.’° 
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Pay-Per-Call Deception and Fraud 

With low entiy costs and the promise of big payoffs, the pay-per-call 900- 
number industry has been a powerful magnet for scammers. The typical 
deceptions include: 

• advertisements that do not fully disclose the price of calls; 

• useless introductory information designed to drive up the costs of calls; and 

• feilure to provide recourse for consumer complaints or inquiries.” 

To escape U.S. law enforcement, 900-number crooks have re-routed their 

telephone calls to networks in foreign countries.” Now, they can direct a call 
fixrm Kansas through Sao Tome (a small country off the west coast of A&ica) to 
New York “in the blink of an eye.”” Newspaper ads for pay-per-call services may 
list local or toll-fiee telephone numbers. When consumers call, they are invited to 
make a second call to an 809 area code number. Unaware that they are now 
making an international call, consumers believe that they are being charged 1 5 
cents a min ute wbea, in fact, they are being charged $15 a minute.” At the end of 
the month, consumers are surprised to receive thousand-dollar phone bills, which, 
if unpaid, could cost them their phone service.” The growth in international pay- 
per-call services has been staggering, with four to six million minutes of U.S.- 
based telephone calls a month being placed to services based in only five 
countries overseas.” The annual profits for international pay-per-call operations 
are now estimated at $250 million.” 

Still Ahead: Challenges to Law Eirforcement 

The growth in telephone fiaud poses many challenges for law enforcement 
agencies at a time when their budgets are especially tight. New technologies 
allow con artists to avoid physical locations that can be detected by law 
enforcement agents.” Working alone, the cons operate without a fixed address, 
office, or even telephone number by using pay phones and convincing victims to 
make instant wire transfers, ATM transfers, or credit card cash advances wired to 
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convenience store outlets.” This so-called “phantom phone fiaud” is almost 
impossible to monitor"” because scam artists can “cover their moves” by leaping 
— technologically — from place to place when they really are “around the 
comer.”'"' 

Law enforcement agencies also are challenged by new payment systems that 
transfer frmds instantaneously. While the technology — and its resulting 
efficiency — makes consumers’ lives easier, it also benefits scam artists by 
making it easier to collect consumers’ money before the consumers realize they 
have been scanuned."” 

Detection, apprehension, and enforcement become even tougher when 
fraudulent telemarketers move abroad.'"" The global market may be a business 
reality; but for law enforcement agencies, the world marketplace remains 
fragmented, making it more difficult to stem — let alone prevent — consumer 
injury.'** 

Tackling Telephone Fraud and Deception: A Game Plan 

It is in the interest of legitimate business to see that telemarketing works 
fairly.'"" Govenunent, too, seeks solutions that recognize the legitimate concerns 
of this industry, keep regulatory burdens to a minimum, and prevent consumer 
injury.'"" Recent examples include the Commission’s Telemarketing Sales Rule 
and its 900-Number Rule.'"" 

All stakeholders — government, industry, and consumer organizations — 
must work together to address the many consumer protection problems in the use 
of this technology.'"* Tackling telephone fraud, for example, requires a multi- 
pronged approach — government regulation and law enforcement, business self- 
regulation, and consumer education."* One part of this framework alone — for 
example, self-regulation without consumer education or enforcement — will not 
have much impact on the fight against fraud."" The collaborative efforts involved 
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in the Commission’s recent nilemakings to stop telephone fraud and abuse may 
provide models for addressing the next generation of consumer protection 
problems.'" 

Law Enforcement — National and International Cooperation 

A principal role of law enforcement agencies is to deal with the increasing 
volume of phone fraud."^ To mrudmize limited resoirrces, it is more important 
than ever that local, state, and federal agencies work together, as well as with 
foreign govenunents."^ They must continue to share expertise"* and data, and 
redouble their collaborative efforts in carrying out major law enforcement 
initiatives."’ 

With the increasing problem of cross-border telephone scams, there is a need 
to educate law enforcement agencies and judges around the world about the 
importance of this problem."’ U.S. agencies must work with other countries and 
develop better means of communication, to the extent possible, to facilitate 
cooperative relationships among taw enforcement agencies.'" In addition, law 
enforcement entities throughout the world must address the transfer of property by 
conartiststoforeignjurisdictionsasa way to avoid asset seizures.'" In sum, law 
enforcement must become international to remain effective."’ 

Private Sector Inidativct — Early Scff-Regulation 

Industry has a resporrsibility arxl a strong interest in developing and adhering 
to self-regulatory regimes that reduce fraud.'” Bank card companies, for 
example, bear much of the cost of telemarketing fraud'’' and carmot wait for law 
enforcement agencies to solve the problem.'” Similarly, legitittrate telemarketers, 
hurt by the crooks who make consumers skeptical of all telemarireters, want to 
help the public learn to tell the difference.'” 

The history of the 900-number services irxlustiy should alert all industry 
members to the hazards of neglecting self-regulation. In the 1980s, the industry 
failed to crack down on bad actors. The result: consumer complaints, negative 
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media attention, and ultimately, comprehensive government regulation. The 
industry’s failure to take an early and pro-active role in helping to solve the 
problem allowed the con artists to take over. Pay-per-call, which had grown 
quickly to a billion-dollar industry, lost $400 million in one year.'” 

Some self-regulatory programs already are in place: 

• The Direct Marketing Association’s (DMA) mail and telephone preference 
service allows consumers to write to a central address to remove their 
names from promotion lists; companies maintain their own do-not-call 
lists that they check regularly against DMA’s.'” 

• Notice and opt-out cards appear as inserts in magazines and bills, so that 
customers can indicate they do not want to be called.'” 

• The bankcard industry contacts consumers under certain circumstances to 
verify a transaction.'” 

• The bankcard industry supports careful merchant signing procedures, 
monitoring, and education to combat “laundering” of credit cards by con 
artists. In addition, the industry supports extension of deadlines for credit 
card holders to report fraud.'” 

• Major U.S. long distance and local telephone carriers do not collect 
payment from consumers who have been deceived; some local telephone 
companies do not terminate phone service for non-payment of legitimately 
disputed charges.'” 

• The American Telemarketing Association (ATA) is developing a 
certification process to hold member telemarketers to stringent 
standards.'” 

• The DMA and the ATA have ongoing programs to educate and monitor 
their members and plan to institute a formal program to encourage the 1 1 . 1 
million employees engaged in direct maiketing to be vigilant about 
telemarketing fraud and active in reporting it.'” 
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Companies that inadvertently assist fraudulent telemarketers, such as banks, 
credit card companies, shipping companies, mailbox companies, and wire transfer 
companies, also can play a part in these protection efforts. Once aware that con 
artists are using their services, they can cut them off.'^^ 

Technological Solutions 

Technology also must be part of the solution to consumer protection problems. 
Among the possibilities: 

• An automatic call back feature so consumers can verify tvho called 
them.'” 

• An electronic filtration device to help consumers distinguish between 
legitimate telemarketers and crooks.'” 

• Caller ID to allow consumers to manage a list of telephone numbers they 
will not accept calls from, or that they will only accept calls from.'” 

Consumer Education 

Cottsumer education can help stop the growth of telemarketing fraud — 
although it can be a dauntittg task to get an effective message through to those 
who are most susceptible.'” A recent study by the American Association of 
Retired Persons revealed that older people — who are especially vulnerable to 
telemarketing fraud — need clear and concise triggers to help them recognize 
telephone scam artists and distinguish them from legitimate telemarketers. Mere 
awareness that scams occur is not enough: the study showed that many older 
victims already were skeptical of telephone solicitations when they were 
scammed.'” Older consumers need help developing skills to deal with all 
telephone solicitors, and saying no to — or hanging up on — those they really do 
not want to do business with.'” 

Consumer education can be expensive, and broad dissemination is difficult 
Even so, it is important to keep consumers abreast of the risks they are facing in 
the changing marketplace.'” Government and industry should be partners in these 
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education efforts. Industry knows how to reach its customers best. It also is in the 
best position to tell vast numbers of consumers how to separate the legitimate 
offers from the fraudulent ones.'* Many industries already are involved in doing 
so.'*' They need to continue, and others need to join in. 

TELEVISION 

Television has changed dramatically since the 1960s. Consider these 
statistics: 

• Americans had access to almost 1 900 local television stations in 1 995, 
more than three times the number available in 1965; 

• An estimated 63 percent of homes received cable television in 1995, up 
from five percent in 1965; 

• The average household received 41 channels in 1 995 — 34 more than in 
1965; 

• More than two-thirds of American households had more than one 
television in 1995; in 1965, only 28 percent had more than one TV; and 

• Nine out of 1 0 households had remote controls for their televisions in 
1995; more than eight out of 10 had video cassette recorders. In 1965, 
neither technology was available.'* 

The television landscape has been forever changed. The number of local 
stations has skyrocketed, and technological innovations have given consumers 
mote control over how and when they watch television. Mote outlets for 
programming and advertising are enhancing consumer and advertiser choice. In 
addition, audiences are becoming more fragmented as viewers time-shifl, zip, zap, 
and graze at their multiple sets, video cassette recorders, and remote controls. 

Changes in technology also have fueled advertising and marketing 
innovations. Television advertising dollars now are split among six broadcast 
networks, which share 33 percent of the ad dollars, and cable and syndication. 
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which share 14 percent'^’ Only 25 years ago, three networks — ABC, CBS, and 
NBC — shared 46 percent of total TV ad dollars. The relationship between 
programming and advertising also has changed. In television’s early days, 
advertisers produced both programs and ads. The line separating one from the 
other often was blurry. It became sharper as the networks produced the programs 
and advertisers the commercials. Recently, however, with the development of 
infomercials and shopping channels, the line is blurring again.'" Indeed, soon 
there will be three cable television charmels devoted entirely to paid 
programming.'" The convergence of television and personal computers may 
further cloud the distinction between advertising and progranuning content. 
Consumer Protection Issues 

An Advcrtisinf Avalanche 

The explosion in television outlets has meant an increase in both the number 
of new avenues for advertising and the number of ads for law enforcement 
agencies to monitor. In addition, ads may use new technology to portray products 
in a way that may deceive viewen. For example, advanees in video technology, 
such as digital manipulation, raise particular concerns in the area of children’s 
advertising.'" 

Who will keep track ofallofthis new advertising? In an era of reduced 
human and financial resources, the federal government may not be able to 
adequately monitor this avalanche of rtew ads.'" In any event, monitoring alone 
is not enough to protect consumers fiom deceptive ads.'" 

Uneven Review Procedures 

While networks and network owrred-arrd-operated stations tend to have 
sophisticated procedures to s c re en for deceptive ads, irrdependent and cable 
stations have varying levels of review.'’'' In one recent survey of 30 cable 
networks, only four percent required advertisers to substantiate claims.'’' With 
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more stations and networks available, consumers may not always know which 
outlet they can trust. While industry groups are becoming more active in the 
screening arena, it is clear that mote efforts are needed.”’ 

BliMprint for Protection 

Concerted Efforts 

As more television outlets for advertising appear, old-fashioned types of 
deception will proliferate.”* Simply finding all the ads fiiat ate being 
disseminated is challenging.'” Surely, no one entity can monitor them all. All 
facets of the television industry — advertisers, advertising agencies, the media, 
trade associations, and self-regulatory organiz^ons — must work alongside 
government to ensure that consumers ate protected fiom deceptive ads. 

Stcppcd-up savcning 

Self-regulation by all members of the television industry is crucial to reducing 
deceptive advertising. However, since the strength of these self-regulatory 
measures varies widely, a more uniform effort across the industry is needed.'” 

Stronger screening efforts by new members of the television industry ate 
eqrecially irttportant.'” All members of the industry should work to ensure that 
the existing resources becoitK better known — through challenges brought to the 
National Advertising Division and the Children’s Advertising Review Unit of the 
BBB, to networks, and to individual stafions.'” Irrdustry members should urge 
trade associations to establish review mechanisms atxl guidelines.'” They also 
must lend firumcial support to self-tegulrUory efforts and related activities, 
including educating new businesses, media, and consumers.'" 

Goverruncnt Imrolvaiiicnt 

Effective industry self-regulation is not a substitute for govenrment 
oversight.'*' Indeed, self-regulation has inherent limitations, and certain issues 
simply are not suited to self-regulation. But government can encourage self- 
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regulation. Indeed, the power enjoyed by industry self-regulation groups 
ultimately comes from the existence of the FTC and its enforcement powers, 
which serve as a backstop to self-regulatory measures. 

The FTC’s primary consumer protection role is to stop the fraudulent and 
deceptive marketers who operate outside the legitimate field.'" It also must 
address novel deception issues.'" At the same time, it should do its job in a way 
that avoids uimecessary regulatory roadblocks.'" This is an important goal under 
any circumstances, but may be particularly critical at a time when television is in 
transition.'" 

CYBERSPACE 

Newest Technology 

A Brief History 

By any measure — traffic, number of users, money spent — the growth of the 
Internet has been phenomenal.'" 

Originally a military communications system, the Internet was expanded to 
include research institutions.'" Private entities were permitted to offer 
commercial access to the Internet in 1992, and by 1995, the government’s 
involvement was phased out.'" World Wide Web technology, which made the 
Internet useful in an everyday way, appeared around 1992.'” 

The Internet now is an intercormected web of 60,000-plus computer networks 
in over 90 countries that routes communications among users. The path of any 
individual Internet conununication is not predetermined or controlled: indeed, the 
system automatically routes around system outages. Information posted in one 
location is accessible everywhere simultaneously.'’' 

From the consumer perspective, 1995 was the year the Internet “arrived.” 
More affordable high-speed multimedia home computers, faster modems, and 
more sophisticated software compressed the time needed to access information 
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and download files. As technology advances, Web sites will go beyond text, 
graphics, and photos to incorporate audio and video clips.”^ 

For Consumers The Internet provides consumers with unparalleled access to 
information. An online consumer in the market for a new car, for example, will 
find “virtual showrooms,” discount broker ads, classified ads, buying guides, 
consumer protection information, and “tips” fi’om self-styled experts on the tricks 
of negotiating the purchase.'” 

Ideally, interactive marketing puts consumers in control,'” enabling them to 
determine what information they access.'” This may lead advertisers to create 
communications that entice consumers to view their ads and to act mote like door- 
to-door merchants, seeking a one-on-one dialogue with consumers and potential 
customers. Unless adverdsets offer accurate information tailored to the 
consumer’s needs and desires, the consumer may not “invite” them in.'” 

While the new consumer sovereignty may be liberating, information overload 
may make informed choice particularly difficult in the online marketplace.'” 
Today’s electronic consumers have little control over unsolicited postings that 
flood electronic mail boxes, newsgroups, or other bulletin boards. If not 
addressed, such “spamming” practices could hinder the healthy growth of the 
Internet.'" 

For Marketers Interactive technologies demand active, deliberate user 
participation and provide an opportunity for real-time, two-way communication 
between an advertiser and a consumer.'” Cybercommunications fuse traditional 
marketing techniques, borrowing fiom advertising, promotional marketing, public 
relations, newspaper inserts, and catalogs. 

Electronic marketers instantly may access customers fiom Vermont to 
Vietnam.'" The interactive ad can become a “virtual” store, where an advertiser 
completes the sale — and sometimes even the delivery of its products or services 
— online, blurring the lines between communication, distribution, and sales, and 
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perhaps redefining advertising and marketing as we know them. Any product or 
information that can be digitized — software, databases, everything in print, 
sound, or pictures — can be delivered online.'" 

It doesn’t take much to set up a base of operation on the World Wide Web: a 
personal computer, a modem, a little software — all of which can be bought new 
for under $1000 — and an Internet connection, which costs $30 or less a month.'" 
Indeed, cyberspace may be a better market for alternative voices or niche markets 
than either cable or broadcast, in part because there is no “cyber-gatekeeper” with 
the power to determine who can, or caimot, market online.'" 

On the other hand, simply having an online presence does not assure success. 
Consumers must be made aware of the site, and enticed to visit'" Power-house 
brands and the leading sellers in traditional electronic markets may be able to 
dominate cyberspace — the former because they are in a better position to 
publicize their online sites in other rttedia and attract more traffic,"’ the latter 
because of their greater entertainment-related resources. 

Online technology enables marketers to track a consumer's behavior 
throughout an interaction'" and, therefore, permits them to identify new 
customers at very little variable cost.'" Although this raises privacy concerns, it 
allows marketers to better understand the user’s needs and desires and to screen 
out irrelevant data. 

Where Are We Now? 

Most tttajor advertisers have Web pages on the Internet, and many include 
their Web site addresses in their TV and print ads.'" In turn, some advettisitrg 
agencies have entered the world of interactive advertisiitg, creating Web sites and 
CD-ROMs, programmittg for online service providers, and even advertising in 
“digitzines” (oitline or CD-ROM magazines).'” 

Yet many current online advertisers are still in the darit about the return on 
their investment. Most investments in Internet-related activities are in research 
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and development, with the value of this new advertising and marketing channel 
still to be determined.'* For some companies, an Internet site has more to do with 
creating a perception in the target market that the company is “cool” or “hip” than 
anything else.'” 

Where lire We Going? 

While it seems certain that commerce on the Internet will grow dramatically in 
the next 10 years, few are willing to predict exactly how the new marketplace will 
develop. However, one witness at the hearings suggested that the market might 
take three different directions. 

Under his “Yahoo Scenario,”'’* the Internet would be dominated by mega- 
advertisers with fabulous Web sites designed to “catch” the consumer. These sites 
would be promotiona] playgrounds or sponsored worlds that would hold the 
consumer’s attention by c hang in g constantly. Advertisers would enter into 
exclusive agreements with big-name celebrities to cormect with their farts at the 
advertiser’s online site. Joint advertising promotions would proliferate; 
consumers would be pointed from one offer to the next; artd the role of content 
providers, if they existed at all, would be to catch a particular demographic 
segment and then bounce them to an advertiser’s Web site. 

Under his “Disney Scenario,”'” mega-entertainment providers would 
dominate the Internet Traditiotud media-advertiser relationships would be 
transferred to the new medium of cyberspace and content would be the magnet to 
attract users. Large, value-added media worlds would rrrerge, often replacing the 
ones people know. While diousands of content inoviders might exist only a few 
would dominate, offering elaborate multimedia sites where consumers gradually 
would sperid more time. These sites would be creative empires, providing 
personalized entertainment and information value. Mariceters would nest in these 
mega-brand sites, staking out territory like they do at the Olympics. Only the 
biggest brands would have the resources to buy this presence, and exclusive 
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relationships could arise between marketers and content providers. Here, 
marketing messages and entertainment content would blend into a seamless 
experience.'*^ 

Finally, under his third scenario — “The Net as a Tool”'” — consumers 
would not view the Internet as a source of entertainment or liin, but rather as a 
tool to accomplish mundane tasks more conveniently and cheaply than they might 
through conventional means. The dominant marketing application for the Internet 
would be customer service, similar to services imw provided via 800 numbers. 
Consumers would go online to research products and prices, pay bills, register 
complaints, download a prospectus from a mutual fund provider, or check their 
bank balance. 

Bumpi in the Road 

Some challenges must be addressed if the electronic marketplace is to realize 
its full potential. 

Legal Uncertainties Because a message on the Internet is immediately 
accessible worldwide, it is potentially subject to a variety of laws governing 
advertising methods. Which country's laws will prevail?'” Enough areas of 
uncertainty exist to cause concern about conflicting liabilities among online 
players. 

The appropriate treatment of intellectual property in cyberspace is another area 
of uncertainty. International laws in this area are inconsistent, and have caused 
conflicts in GATT and treaty negotiations for years. Some would say that 
intellectual property owners must be assured that their valuable property is not at 
risk, and that their credibility will be protected.'” Others assert tiiat overbroad 
intellectual pro per ty protection will stifle irmovation on the global information 
infiastructure.'” 

Other areas of uncertainty include the allocation of liability among advertisers 
and online service providers for copyri^t in&ingement, libel, and flaud,'” and an 
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advertiser’s liability when its messages are duplicated and re- worded on the 
Internet.”” The legal responsibilities of parties that sponsor Web sites or online 
bulletin boards also have yet to be clearly defined.”' 

Payment Security Payment security issues continue to be a major concern 
for Internet marketers and users. In a recent survey, the vast majority of adult 
online users said that it is too easy for a credit card number to be stolen if it is 
used on the Internet, and that more Internet security is needed.”^ 

There still is no widely used, secure way to pay for goods and services on the 
Internet, although such a system is under development.”” The conventional 
wisdom is that the Internet’s potential as an electronic marketplace will explode 
when reliable payment mechanisms are established. This expansion of electronic 
commerce could parallel the growth in catalog sales during the last 10 years.”* 
Then other problems may arise, however, involving authorization, rights of 
rescission, charge backs, and cancellations.”” 

Consumer Confidence The commercial health of cyberspace will turn on 
consumer confidence.”” Doubts and insecurities could keep people away, 
capping the growth of the medium.”” Lawlessness, or even the threat of 
lawlessness, could dramatically limit the usefulness of the Internet to 
consumers.”* 

Businesses, too, want consumers to feel “safe” while doing business in 
cyberspace and are rooting for this electronic medium to realize its potential.”* It 
would be a disaster for advertising in the cyberworld to lose credibility because of 
the ease of disseminating false claims.”® To assure consumer confidence, brand 
names — those that inspire credibility and trust — probably will continue to be 
important on the Internet”'' 

Access to the Technology According to the testimony, the new marketplace 
must be widely accessible to consumers. Some suggest that access to online 
services is expanding. The Internet now is open to anyone, not just those 
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associated with a university, research institute, or the government. Competition 
has pushed prices down, and commercial online services are moving into rural 
areas. More affordable Internet access may have to do with the fact that phone 
service — the way most users access the Internet — has been highly regulated.^'^ 
In addition, advertising could speed the accessibility of the information 
highway, just as it supported the development of radio and television, and 
brought news and entertaimnent to a bigger audience.^’’ The traditional advertiser 
subsidization of content may change, depending on how the Internet develops as a 
marketing tool.^'* 

However, the new information age may produce “haves” and “have nots”; 
information “have nots” are likely to be located in rural areas and the central 
cities, and to be less educated, members of a minority, and poor.^'^ No one knows 
how the universal service question will play out in cyberspace, but one way or 
another, its resolution will have an important impact on electronic commerce. 
Fraud and Deception in Cyberspace 

Much of the fiaud online will continue to be old hat. Scam artists are able to 
operate much as they have in the past, preying on greed, loneliness, naivete, and 
other human frailties.’'* The Internet offers crooks some powerful advantages, 
however. It enables them to identify potential victims more efficiently by tracking 
and profiling a consumer’s Internet activity.’” It also offers low operating costs, 
anonyrruty, and instant access to consumers worldwide.”' 

Ease of entry means that the Internet, like the telephone, is fertile ground for 
fraud. But consumer dairuige in cyberspace can be more significant and happen 
faster.”’ Entire transactions, from offer and acceptance to payment and perhaps 
delivery, can be accomplished with just a few clicks.’®’ 

Once a secure online payment system is in place, the sheer volume of 
transactions will present a real challenge to law enforcement.”' Electronic 
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payment systems could reduce or eliminate delays or cooling-off periods available 
to consumers under conventional payment systems such as personal checks and 
credit cards “ 

Cyberspace also makes it more difficult for law enforcement officials to 
identify and locate perpetrators of fraud. The technology helps scam artists escape 
detection, for example, by allowing them to change their name or persona in 
cyberspace.™ 

The ease of electronic communication oftei means that there are no boiler 
rooms to raid, no offices or warehouses to check, and no employees to pursue.™ 
And given the transitoiy nature of much online information, even the fraudulent 
come-ons may not exist long enough for officials to obtain copies.™ New 
payment systems may increase the difficulties associated with investigating fraud 
by eliminating the need for information such as postal addresses and telephone 
numbers — information now used by law enforcement officials to locate 
crooks.™ 

Cyberspace lacks physical boundaries, creating both practical and legal issues 
for law enforcemenL What about the crook outside the U.S. who designs a Web 
page to pedal pirated U.S. software? Does the United States have jurisdiction 
over the fixeign seller if a U.S. citizen accesses the Web page and places an 
order? How do U.S. authorities find the seller? Will the host country cooperate? 

If not, is there a technological wiqr to block that seller fiom sending e-mail into 
the United States or to block U.S. citizens fiom accessing the seller’s Web 
page?™ 

Cyberspace users constantly transform the medium. The combination of 
imstructured input and ever-evolving techmiogy means that law enforcement 
officials may have to run to keep up.™ 

Digital technology offers new opportunities to mislead consumers by 
tampering with logos and trademarks online. Legitinuite advertisers’ credibility 
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can be banned by the unauthorized use of forged or reformulated 
advertisements. Web site developers can manipulate data to ensure that a 
particular site is included on the “hit lists” produced by online search engines, 
even when the search topic is unrelated. This manipulation, similar to traditional 
bait-and-switch tactics, is desi^^ to catch unsuspecting consumers.^ The 
popularity of a Web site can be inflated through software that quadruples the 
actual number of “hits,” or access requests, received by a site.“‘ 

Online advertising aimed at diildren is among the special problems posed by 
the Internet. Concerns focus on the solicitation of personal information from 
children, the blurring of advertising and entertainment, and the creation of sites 
that offrn* direct interaction with products or “spokescharacters” or encourage 
children to spend unlimited amounts of time.^^ Direct marketing of products to 
children throt^ “electronic boutiques,”^^ and children*s access to sites 
advertising tobacco or alcohol also are areas of concern.^ 

The Search for Solutions 

Law Enforcement Agencies The online markeq>lacc cannot be the “Wild 
Web”; it must offer some measure of meaningful consumer im>tection to 
succeed.^’ Enforcement agencies must adapt quickly to this new medium. They 
must become technically literate to identify problems and to understand the level 
of protection online users want and expect** Yet it is not clear how best to afford 
consumer protection to online users**^ especially in light of the constantly 
changing nature of cyberspace.*^* 

Preventing or dealing with online fi^ud requires monitoring and enforcement 
and may even call for new legislation and rulemaking.** While efforts by law 
enforcement agencies to focus on fraud are important to the success of the 
medium, substantially more resources may be needed to do the job right. 
Otherwise, agencies could be overwhelmed by the caseload.**^ 
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To deal with cross-border Internet fraud, the U.S. can, in appropriate cases, 
seek help from, or offer help to, foreign governments under existing or new legal 
assistance treaties,^^' It also may be necessary to create specialized investigatory 
and errforcement institutiorrs, public or private, to seek relief for Internet victims 
or sanctions against wrongdoers.“ 

The role of law eirfoicement agencies regarding online advertising aimed at 
children raises particular concerns. Should a regulatory framework for such 
advertising be established to ban certain conduct like collecting personal 
information from children?^" Or is regulation premature because the advertising 
industry is moving to deal with this area itself?^ Are the principles that apply to 
children’s advertising in other media suitable for online advertising?”’ A 
comprehensive evaluation of children’s advertising in the context of cyberspace 
trray be ireeded.”* 

Business is not the ottly human activity conducted online. The Internet’s 
potential for coirununication, research, entertainment, and education throughout 
the world — and the spirit of its users and its dynamic nature — should not be 
stifled by over-regulatiotL”’ 

In addition to traditional enforcement, some have urged that the Commission 
etKOurage businesses to self-rcgulate by proposing eirforcement or regulatory 
action, then soliciting industry response. The resulting dialogue between the 
Cotttmission and industry may lead to iimovative solutions and avoid unnecessary 
government action.”* 

Private Initiattves Self-regulation may offer some of the most promising 
avenues for consumer protection in this new medium, without inhibiting its 
development.'** A number of self-regulatory efforts are underway; 

• The National Advertising Division of the Council of Better Business 
Bureaus currently applies its existing review process to cyberspace 
advertising and is considering an online certification program. Under this 
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program, companies that adhere to certain BBB standards and procedures 
would be authorized to display the BBB logo in their online ads.^ 

• Private businesses might develop to preview or vouch for online sites or 
goods. Examples include consumer subscription services that publish 
independently-conducted evaluations of products offered online and 
companies that sell “consumer insurance” to online marketers.^” 

• The private market also can take on the arbitration of online disputes.”^ 

To accommodate the global nature of many disputes, hearings can be 
conducted through computer netwoiks. Under existing treaties, 
enforcement of arbitration awards is more likely than enforcement of 
foreign court judgments.”’ Online service providers and Web sites could 
state “terms of service” specifying the use of such mechanisms.”* 

One such system is the new Virtual Magistrate service, which is aimed 
at resolving disputes over messages or information posted in online 
forums or bulletin boards.”’ A panel of neutral experts reviews disputed 
rrutterial arid recommends within 48 hours whether it should be deleted by 
the forum or bulletin board operator.”* 

• Software filters can be programmed to block access to certain topics or 
categories of information, and software-based ratings systems ate already 
available to advise consumers about visiting particular sites.”’ Such tools 
could be crucial for consumers who want to make informed choices about 
the Internet sites they or their children access.”* 

One system — the Platform for Internet Content Selection (PICS) — is 
being developed by a group including online service providers and 
communications companies in conjunction with MIT's World Wide Web 
Consortium. The technology standards produced by PICS will be 
available to any third party — consumer groups, children’s advocates, or 
religious organizations, for example — to design competing systems rating 
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World Wide Web sites.“’ Consumers could then access or block Internet 
or Web sites based on the ratings service they choose.“° 

• The online industry may prevent scams by policing itself once key liability 
issues have been sorted out by the courts or by Congress. For example, 
service providers might develop a shared list of subscribers or advertisers 
expelled from one service in an effort to prevent them from jumping to 
another service.®' 

Joint Private/Public Sector Actions Government, consumer protection 
advocates, and the private sector must woric together to protect online consumers. 
State and federal regulators already are working with the online services to 
address current challenges.®’ Information sharing and education are central goals 
of these efforts. Given the speed with which issues in cyberspace change, law 
enforcers, online service providers, and consumer advocacy groups might do well 
to conduct regular conference calls to discuss the latest scams.®’ 

Consumer protection organizations can help the Commission’s enforcement 
efforts by serving as an early warning mechanism for scams.®* There also may be 
ways to combine the advantages of FTC oversight and private dispute resolution. 
Indeed, the development of formal mechanisms for deferring to private charmels 

— similar to the federal government’s reliance on the securities and commodities 
exchanges to self-regulate their markets, or the National Labor Relations Board’s 
policy of deferring to collectively bargained arbitration — should be considered. 
The FTC could decline to consider matters that have not been presented to 
available private charmels, choose to give effect to the decisions of private 
tribunals, or both.®’ 

Coiuamer and Business Education Education will be crucial in battling the 
online scams of the future. This task must be undertaken by all the stakeholders 

— marketers, government agencies, the online industry, consumer advocates, 
journalists, and online users themselves. The need will grow as the number of 
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consumets online swells. Consumers will need information about online scams 
and about the operation of cyberspace itself.^ 

Cyberspace offers unique opportunities to provide more effective, “point-of- 
purchase” education to consumers. Because an online search for a product will 
list consumer infortrtation sites along with advertising or other sites relevant to the 
search topic, educators can deliver irrfonnation when cortsumers are likely to be 
most receptive.*’ 

The potential to disseminate consumer information when the consumer is 
interested could be expanded through advertisers’ incorporation in their Web sites 
of cross-links to qqnopriate consumer infoimation sites. Commercial online 
services can include pop-tip screens or click choices that describe online consumer 
information resources next to relevant product areas of their networks.** 

Finally, business educatitm is important, too. Many legitimate advertisers, 
new to die electronic market, will need information about the norms and 
requirements already qiplicable to national advertisers, such as the need for 
substantiadon and the operation of industry review programs.** 

‘’Nctixcn*’ Self-help “Netizens” — experienced online users — also are an 
important part of die mix and can pli^ a leading role in assuring greater protection 
for other online consumers. Knowledgeable netizens can help educate novice 
users about the operating norms of the onlme environment In turn, online users 
can be a valuable resource for policymakers in determining bow to protect 
consumers online.** 
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Privacy Concerns 

Cyberspace may create a new level of consumer concern about privacy: 

Imagine yourself in a "virtual" bookstore,^' browsing through the books 
available for sale online. When you make a purchase, you expect that certain 
personal information — your name, address, and credit card number — will 
be collected to create a record of the transaction. So far, shopping at the 
virtual bookstore is no different from the bookstore at the mall, right? Wrong. 
The owner of the virtual bookstore has access to information about you that 
his traditional counterpart doesn 't have, unless you provide it voluntarily. 

Depending on the software, the owner of the virtual bookstore can track 
your identity and, by following your “clickstream, link you to the books 

you considered before deciding which one to buy.^’ This gives the online 
bookstore owner access to information about your preferences, interests and 
lifestyle — even if you do not buy anything. 

Concerns about privacy are not new,™ but they ate mounting.™ In the online 
setting, consumers worry about both the amount and the type of information that 
can be collected,™ and about the number of different organizations that might 
have access to it™ In addition to those directly involved in an online commercial 
transaction, many intermediaries may have access to the data exchanged in the 
course of the transactiott including an online service, Internet service provider, 
telecommunications company, and electronic payment service, to name a few.™ 
Who does have access to personal data? How might they use personal 
information?™ Will they misuse the information they obtain about consumers? 
Will it be possible for people to obtain unauthorized access to consumers’ online 
communications?™ These concerns, if not addressed, can deter consumer 
participation in the developing online marketplace."' 
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Potential Privaqr Protections 

There is much debate about consumer concerns over the secondary uses of 
information, i.e., the use of personal information beyond the transaction initiated 
by the consumer. Various approaches have been suggested to address these 
concerns. One is to give consumers notice of the planned uses of non-sensitive 
information and an opportunity to request that their personal data not be used in 
particular ways. This practice, known as an “opt out,” places the burden on 
consumers to prevent additional disclosures of information they have provided.^*^ 
For some, the “opt out” approach is sufficiently protective."’ 

Another approach is to give consumers the chance to “opt in.” Under this 
system, personal information is transferred only with the explicit permission of 
the data subject.’** This approach places the burden on business to obtain the 
consumer’s okay prior to secondary uses of personal information. 

Others suggest that the principles of contract law can be used to enforce both 
consumers' preferences about the use of their personal information and marketers’ 
promises about such use."* Under this system, consumers and marketers define 
privacy-related contract terms. The information collector’s notice of intended 
uses of consumer information constitutes an “offer,” and the consumer’s 
agreement to the terms of the notice constitutes “acceptance.”’** A business 
would be liable for breach of contract if it used consumer information in a way 
that was inconsistent with the privacy terms to which the parties agreed.’*’ 
Although the contract model would reduce the need for government in this area,’** 
there is concern that this model may not protect privacy sufficiently, given the 
inequality of bargaining power between consumers and information-gatherers.’*’ 
Thus, reliance on this approach would require the strengthening of the legal 
errforceability of privacy promises.’” 

Still another possibility is to use online technology itself to protect consumer 
privacy."' Some suggest, for example, that use of electronic privacy policy 
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screens would enable consumers to choose, at the beginning of any commercial 
online interaction, whether and to what extent they would allow the secondary use 
of their personal information.”^ The screen would inform consumers about an 
online business’s information and privacy policies at the initial point of contact 
online,”’ and would empower them to make privacy decisions based on the kind 
of transaction, the services offered in return for relinquishing personal 
information, and the uses to which such information would be put.”* In addition, 
technology standards, similar to PICS, might be developed for privacy.”* 

Nurturing Consumer Trust 

Some advocates support govenunent regulation or guidelines to protect 
consumer privacy online.”* Others believe it is too early to regulate privacy 
protection in cyberspace. They argue that there is still much to be learned from 
the experiences of consumers and industry as the online marketplace develops,”* 
and that the private sector should be allowed to experiment with a variety of 
technological solutions.”* Existing industry efforts to define ethical uses of 
consumer information in traditional marketing contexts may be transferable to the 
online context, in much the same way that mechanisms for business and consumer 
education, and dispute resolution and redress are transferable.”* Further, there is 
concern that government regulation cannot keep pace with the technological 
advances in this area™ 

Some urge the Commission to play a role in this area by supporting industry 
self-regulation.”' With the Commission’s encouragement, a market in privacy 
protections might develop, with the best schemes emerging as the standards.”’ 
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LOOKING AHEAD: CONVERGENCE 

Some Predictions 

Technology is changing so fast that it is difficult to see too far ahead. Even 
the most dedicated “techies” are cautious about predictions, and for good 
reasons.”’ Consider these miscalculations: 

• Western Union’s reaction to the telephone in 1876: “This telephone thing has 
too many shortcomings to be seriously considered as a means of 
communication.””* 

• Tom Watson’s conclusion in 1943 that the worldwide market could handle 
“maybe live computers.”"’ 

• Bill Gates’ estimate in 1981 that “640K [RAM] ought to be enough for 
everybody.”"* 

Still, the products now entering the marketplace offer glimpses into the future. 
They signal an unmistakable trend toward the convergence of communications 
technologies. Among the latest entrants: 

• Full motion video via super fast telephone lines. Customers can order a video 
by phone and play the movie the same way they now use a VCR, with the 
ability to pause, rewind, and fast-forward. While the movie is being 
transmitted through the phone lines, customers also can talk on the phone.”’ 

• Internet via cable. New cable technology can transmit audio, video, and text 
on the Internet at speeds 30 times faster than over conventional telephone 
lines. Next year, it may be 100 times faster and eventually, 1,000 times 
faster.”* 

• PC-TV. Employees working at their desktop computers can keep an eye on 
CNN nevre or C-SPAN on a small screen in the comer of their monitors and 
bring it up to a full screen picture at any tune.”* 
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• Cable telephony. Cable can deliver familiar telephone services and offer 
consumers a competitive alternative to the local telephone company.^'" 

• Digital interactive television. “Smart”” ' television, delivered via cable, can 
provide consumers with immediate access to videos, shops, games, and news 
on demand.”^ With a few clicks of the remote control, consumers can order 
stamps (which the mail carrier will deliver the next day), visit different stores 
in the shopping mall, “try on” clothes of varying colors to see how they look 
on a model, and print the information in color at home.”’ 

• Video conferencing via the Internet. The Internet will become a new medium 
for phone calls and provide video conferencing at every desk.’'* 

• Fax and answering machines. Like typewriters, they will begin to appear at 
yard sales for SS.”’ 

Convergence will involve all aspects of the new technologies — infonrudion 
appliances, communications networks, and repositories of stored information.”* 

In the future, it is likely that the networks for telecorrununications, computing, and 
entertairunent will be merged.”’ 

ImpHcathMis of Convergence 

These combined interactive media will give consumers greater opportunities 
to tailor news, sports, entertainment, and data to suit their own tastes and 
timetables.’" The benefits of the current information technologies — access to 
information, convenience, choice, consumer sovereignty — will be magnified 
with the new, merged technoiogies. 

Concerns about these technologies also may be magnified. In particular, 
convergence may raise new leveb of concern about concentrated ownership of 
these new media”’ and about their avuiability and affordability to all segments of 
the society.’* 

The general view is that we are at the cusp of a major revolution”' and that the 
technological landscape will remain volatile for years.’” The changes may have a 
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profound impact on our lives, in much the same way that other significant 
technological developments — phones, television, radio, and cars — have 
affected our society.”^ 

It is important to look ahead, even if the outlines of this revolution are not 
entirely clear, to be aware of its potential benefits and risks. If we keep at least 
one eye on the future, we can be better prepared to jqjply the lessons we learn 
from today’s technologies to those that come along tomorrow. 
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GLOBAL TRADE AND CONSUMER PROTECTION STANDARDS 

TOWARD A SINGLE GLOBAL MARKETPLACE 

While all the economic trends point toward a single global market,”^ it is still 
a market that is legally fragmented by national laws and jurisdictional 
boundaries.”’ This patchwork of laws creates an array of problems. It seriously 
hinders law enforcement agencies worldwide in their efforts to address the 
growing problem of cross-border fraud.’^ It also creates obstacles for legitimate 
businesses engaged in global trade that must incur the costs of complying with a 
variety of legal standards,”’ and that often face uncertainties about the legal 
standards that apply to their transactions.”* These obstacles — which are 
discussed below — are likely to grow as the world increasingly moves toward a 
single global marketplace. 

The Global Trade Picture 

International trade is growing at a phenomenal pace, as trade barriers of all 
sorts — tariffs, transportation costs, and regulatory restrictions — come down.’” 
U.S. exports and imports more than doubled between 1970 and 1994.”° Since the 
mid-1980s, foreign investments into the U.S. and by U.S. investors also have 
more than doubled, exceeding $1.7 trillion in 1 993.”' Worldwide, international 
trade rose by over 80 percent from 1980 to 1993.’” 

These developments benefit both consumers and businesses. Consumers 
enjoy broader selections of products and services from around the world, and 
businesses enjoy access to larger markets and more opportunities to compete. As 
more companies engage in international trade, however, they face the challenge of 
having to meet legal standards that vary from country to country.’” 

Divergent National Consumer Protection Standards 

While there are broad areas of international agreement on consumer protection 
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standards,^’^ there continue to be significant differences as well — many of them 
involving the regulation of commercial communications. Areas of differences 
include: 

• Comparative advertising”’ 

• Telemarketing”* 

• Alcohol and tobacco advertising”’ 

• Environmental claims”* 

• Premiums and discounts”* 

• Claim substantiation”* 

• Sweepstakes”' 

• Food and pharmaceutical marketing”’ 

• Energy labeling”’ 

• Privacy protection for consumer data”* 

Businesses that market in countries with different legal standards must adjust 
their promotional material and tailor their sales practices to suit each country.”’ 
The trade statistics suggest that for many companies, it is worth the trouble and 
expense. But other companies are discouraged by the costs and legal 
uncertainties.”* 

There ate efforts on many fronts to reduce trade barriers and open markets to 
enhance the free flow of goods and services. Most important are the international 
trade agreements that establish frameworks for greater world trade.”’ In additicn, 
govenunents and international organizations are taking steps to harmonize 
regulatory standards around the world”* — a long term goal of the trade 
agreements.”’ Global business groups also are engaged in “private sector 
harmonization” efforts.”* 
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ROLE FOR THE FTC 

The FTC can play a role on two fronts. First, it can be sure that its own 
regulations do not impose utmecessary burdens on companies that are in — or that 
want to get into — the global marketplace. Second, it can participate in 
international dialogues concerning more harmonious consumer protection 
standards worldwide.”' 

Regulatory Review 

Across the board, the FTC needs to review its regulations to assure that they 
are well suited to the new global maricetplace, and adapt them where 
circumstances warrant.’” Its initiative to revamp the Care Labeling Rule is an 
important first step in that direction.’” The FTC has proposed amending this rule 
to allow the use of care labeling symbols that would conform with symbols 
permitted by Canada and Mexico.”* The result would be a simplified label that 
vrould reduce manufacturers' costs and eliminate the need for country-specific 
inventory — an increasingly significant benefit as trade in apparel and textiles 
soars among the NAFTA countries.”’ 

The proposed rule is designed to achieve two goals: a high level of consumer 
protection by conveying all necessary information to consumers, and the removal 
of undue burdens on businesses that can impede trade.’” The goals are consistent. 
High U.S. consumer protection standards help maintain high standards for 
American products and enhance their competitive position in the world 
marketplace.’” 

Other FTC labeling regulations that rtray be appropriate for harmonization 
include: appliance energy labeling,”* certification of origin requirements, textile 
and fiber labeling,’” and “eco-labeling.”’" 

Leadership Role in International Forums 

The FTC has been encouraged to play a bigger role in the international debates 
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of both governments and private organizations about more uniform international 
consumer protection standards.^' Given its anal) size and limited resources, 
however, the FTC may be somewhat constrained in its ability to participate in 
such efforts 

Still, the FTC can participate by setting an example — as it is doing through 
its efforts to harmonize the Care Labeling Ride.^ It also can participate mote 
fully in international discussions of consumer protection standards.’** Business 
and consumer groups have encouraged the Commission to be more pro-active on 
the international scene in promoting both its consumer protection standards and its 
market-based appioach to regulatimL’*’ far the future, as U.S. consumers and 
businesses rapidly expand their participation in die global maike^lace, it will 
become even more important for the Commission to devote attention to consumer 
Ittotection issues worldwide. 


Page 44 



149 


Consumer Protection in the New High-Tech, Global Marketplace 


CONCLUSION 

The new infonnation technologies may change the marketplace in historic and 
revolutionary ways. By giving consumers access to more information, choice, 
control, and convenience, they can put consumers in the driver’s seat and usher in 
a new era of consumer sovereignty. 

At the same time, the new technologies raise consumer protection concerns 
about increased fiaud and deception, greater invasion of privacy, and risks of anti- 
competitive behaviors. The challenge now is to address these concerns in ways 
that preserve the benefits of the new technologies. 

There ate reasons to be optimistic about finding solutions. First, some of 
these problems ate just emerging and early actions may keep them manageable. 
Second, there is considerable expertise — in both the public and private sectors 
— on which to draw for solutions. Third, there are unique opportunities to use the 
new technologies to provide consumer protection, education, and self-help 
opportunities. 

GEHING AHEAD OF PROBLEMS 

Some problems, like fiaud on the Internet, are still relatively small when 
compared, for example, with telemarketing fiaud. Cross-border fiaud — although 
especially vexatious — is still a relatively new phenomenon. Privacy concerns, 
too, may be addressed before they reach major proportions. 

Given the rapid pace of change, the window of opportunity to prepare for 
these emerging challenges ttuiy be narrow. Govenunent, consumer, and business 
leaders need to move quickly. If they do, there is some chance to get ahead of the 
problems. 

Fortunately, both the public and private sectors are in a good position to 
anticipate the difficulties and to find solutions. 
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APPLYING LESSONS LEARNED 

Although the new technologies raise some new consumer protection 
challenges, many of the issues are similar to those posed by more traditional 
marketing tools. Thus, the recent experiences of government, businesses, and 
consumer groups in dealing with telemarketing fiaud, 900-number scams, and 
deceptive TV advertising are relevant to the emerging issues. 

Those experiences show that the crucial elements of an effective and balanced 
consumer protection program are: 

• coordinated law enforcement by state and federal agencies against fiaud and 
deception; 

• industry self-regulation and inivate initiatives to protect consumers; and 

• consumer education through the combined efforts of government, business, 
and consumer groiqrs. 

The hearing record is replete with examples of private initiatives: industry 
self-regulation programs and plans to develop and expand such programs, 
technology-based consumer protections and self-help opportunities, and 
commitments to undertake new consumer education programs. These and other 
initiatives will be crucial in providing consumer protection in the new 
marke^lace. 

The Federal Trade Commission will continue to place a high priority on 
coordinating and participating in joint law enforcement efforts at home and 
abroad. It also will continue to actively support industry self-regulation and to 
work with a wide array of organizations in concerted education efforts. 
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FTC FOLLOW-UP 

Next year, the Commission staff will issue a follow-up report on the steps 
taken to address many of the issues raised at the hearings. The hearings already 
have spurred a number of innovative consumer protection initiatives by both the 
private and public sectors, and there is every reason to be optimistic about 
progress on all fionts in the coming year. 
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30%. Gallant 2655. 

75. Huyard 2501. 

76. Huyard 2513-14. 

77. Gallant 2655-57. 

78. German law, for example, prohibits a corrqrany fiom telemarketmg unless the marketer 
obtains prior written permission fiom the cotrsumer. Gallant 2659-60. 

79. William W. Burrington and Thaddeus J. Bums, Hung Up on the Pay-Per-Call Industry? 
Current Federal Legislative and Regulatory Developments, 17 Selort Hall Legislative Journal 
359, 366 (1993) (submitted for the record). A company that develops and sells pay-per-call 
prog ramming is an Information Provider (IP). An intermediary “Service Bureau” may assist the 
IP in developing its progr amming and arranging witii the carrier for the IP’s 900-number lines. 
The IP is paid for its services through an agreement with the carrier. Id. at 361 . 
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80. Pay-per-call services include product information and support lines, stock market quotes, 
weather infonnation, marketing, merchandising, consumer research, and customer services. 

Id. at 366-67. 

81. Id. at 359-60. 

82. Such scams rely on old tools such as sucker lists, ads, post cards, telephone pitches, and glib 
telemarketing. Zubrod 3092. 

83. Barker 2626-27; Zubrod 3092. 

84. Barker 2627; Doyle 2527. 

85. Sloan 2574-85. 

86. Sloan 2574-85; Barker 2629; Doyle 2523-24. 

87. Zubrod 3092. 

88. Harris 3107. Electronic transaction and voiceless communications systems, data processing 
and tracking systems, and computer-based commercial opportunities all provide means for new 
methods of consumer fiaud. Barker 2625. 

89. People on “sucker lists” may receive “as many as 1 0 to 20 calls a day soliciting them to buy 
things, to go on cruises, telling them they’ve won prizes and so on.” Doyle 2523-24. 

90. Larabie-LeSieur3118. To a much lesser extent, there have been complaints about fraudulent 
operations in other countries such as Mexico and Bermuda. Barker 2637. 

91. “In one celebrated example, a television Santa Claus urged children viewing the program to 
hold the telephone receiver up to the television, which emitted the dial tones necessary to 
automatically cormect the child to a pay-per-call service.” Burrington & Bums, sUEia note 79, at 
370-72. 

92. Hanis3108; Barker 2633, 2636; E.Brown2711. 

93. Harris 3107. Some countries solicit U.S.-based chat lines and pay-per-call schemes to 
supplement their postal and telephone earnings. Barker 2633, 2637. 

94. Harris 3107. Consumers do not recognize the 809 area code as an international call because 
it does not begin with 01 1 . Often there is a recording to keep people on the line. E. Brown 2712. 

95. Harris 3 110. 
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96. Harris 3109. The phone traffic to Sao Tome, for example, jumped from 40,000 minutes in 
1992, to 13.2 million minutes in 1994; the traffic to Moldova jumped from 81,000 minutes in 
1993 to 6 million in 1994. In part, the growth stems from efforts to circumvent U.S. law 
enforcement. Id. 

97. Harris 3108. 

98. Zubrod3091. 

99. Barker 2628-30. 

100. Barker 2628. 

101. Zubrod3091. 

102. Doyle 2S24-23. Retrieving consumers’ cash is much harder than preventing them from 
handing it over to fraudulent telemarketers in the first place. Id. 

103. Barker 2633; Harris 3133. 

104. Larabie-LeSieur3118. Law enforcement agencies, operating with substantially reduced 
budgets, also face restrictions on cooperation and information sharing. Id. 

1 05 . Braasch 2684; Sackler 264 1 ; Gallant 2659; L. Goldstein 2597-98; Steel 2562, 2604; Held 
3097; Gregg 2673. 

106. Burlington 2555-56; Sackler 2645-46, 2650-31; Braasch 2687; L. Goldstein 2600. 

1 07. Doyle 2532-35; Burlington 2555-56; Mills 2595; L. Goldstein 2597-600. 

108. Burlington 2555-56; Herold & Lopker, supra note 44, at 1-2; L. Goldstein 2597-98; Held 
3148. 

109. Sackler 2640. 
no. Gallant 2662. 

111. Sackler 2646, 2651; Braasch 2688. The Telemarketing Sales Rule, developed through 
broad consultation with the public and private sectors, provides consumer protection without 
overburdening legitimate telemarketers. Doyle 2532; Sackler 2643; L. Goldstein 2597-98; 

Mills 2595. 

1 12. There is a need for more enforcement of consumer protection laws. Harris 3133-34; Herold 
& Lopker, supra note 44, at 1-2; Barker 2634. 
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113. Held 3148; Zubrod 3093; Harris 3113. One of the greatest challenges for law enforcement 
agencies is the task of coping with the increased volume of fraud and new scams at a time of 
diminished resources. Doyle 2529-30; Harris 3133. 

114. Some of the most important collaborative efforts have been at an individual level, where 
investigators in various agencies or oflices work together to solve problems. Zubrod 3138-39. 

1 1 5. This includes the cross-designation of FTC and other agency attorneys in criminal 
investigations. While there is some institutional resistance to such overlap and the sharing of 
grand jury information, the resistance is gradually dissipating and, in the future, more FTC 
attorneys will be working as Special Assistant United States Attorneys in fraud prosecutions. 
Zubrod 3095. 

116. Zubrod 3136; Larabie-LeSieur 3139. Although prosecutors are pursuing these crimes 
more aggressively, judges still are likely to give only probationary sentences to white collar 
criminals engaged in global telemarketing fraud. Zubrod 3136-37. 

1 1 7. Zubrod 3093-94. A first step might be a network among agencies for obtaining public 
information in foreign jurisdictions. Larabie-LeSieur 3127-28. An international group of law 
enforcement agencies — the “International Marketing Supervision Network” — has been 
established to communicate about their respective countries and cross-border enforcement 
Starek 3117. The establishment of “mutual legal assistance provisions” also may be useful and 
necessary to assist agencies in enforcement Larabie-LeSieur 3128; Starek 3129. Itwillbe 
necessary to overcome some institutional reluctance to share information, however, as well as 
some legal barriers that prevent exchanging confidential law enforcement information. Zubrod 
3142; Larabie-LeSieur 3126. 

118. Larabie-LeSieur 3 124. 

1 19. “[Mjutual trust and sharing of a common vision are key elements to our success.” Larabie- 
LeSieur 3128. Working together and staying relevant to emerging problems, however, will 
“require an awfiil lot of work.” Held 3130. 

120. Braasch 2684; Sackler 2640-41 ; Gallant 2659; L. Goldstein 2597-98. 

121. Braasch 2684; Steel 2562; Held 3097. 

122. Held 3131-32. 

123. Steel 2603; Gregg 2673; L. Goldstein 2598-99. Consumers do not really know who is on 
the other end of the telephone line, and legitimate telemarketers must take responsibility for 
distinguishing themselves ftom fiaudulent telemarketers. E. Brown 2676-77; Dowd 2697. 
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124. Buirington 2545-56; L. Goldstein 2598. 

125. Sackler 2642-44. 

126. Sackler 2644. 

127. Braasch2685. 

128. Steel 2561-62; 2566-68. 

129. Harris 31 14-15. The Federal Communications Commission worked with industry to 
develop this voluntary agreement to protect consumers. The FCC also is working with foreign 
telephone companies and regulators to stop the fraud at the other end of the line. A few overseas 
carriers have agreed to provide the same consumer protections as their domestic counterparts. 
Harris 31 15. 

130. Gallant 2662-63. This certification may provide the means for legitimate companies to 
distinguish themselves fiom fiaudulent ones. E. Brown 2677. 

131. Gallant 2663. 

132. Gregg 2670-72. Shipping companies could stop the use of CODs; mailbox companies 
could prevent use of the word “suite,” which signals to consumers that they are dealing with a 
legitimate company at a real location, not just a mailbox address. Gregg 2673. 

133. Sackler 2692. This would enable legitimate telemarketers to identify themselves to 
consumers and separate themselves from fraudulent telemarketers. 

134. Sackler 2692-93. This device would be similar to the computer filtration devices that 
enable parents to screen out certain content for their children. Sackler 2693. However, given the 
clever “pitches” of con artists, it might be difficult to characterize a fiaudulent telemariceting call 
so that a computer could recognize it. Further, scams change so rapidly that it would be bard to 
keep the device up-to-date. E. Brown 2693-94; Dowd 2696. 

135. Gallant 2702-04, 2707 (the name of the business that calls will appear in the caller ID box). 

136. Barker 2629; Dowd 2697, 2699; Gallant 2697; Sackler 2638-39; Braasch 2698; Gregg 
2721-22; E. Brown 2695-96; King 2602. 

137. Sloan 2583-85. 

138. Sloan 2583-85; E. Brown 2695-96. 
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139. Gregg 2698-99, 2721-22; Barker 2629; Dowd 2699; Gallant 2697; E. Brown 2695-96; King 
2602; Braasch 2690-91. 

140. L. Goldstein 2599. 

141. Steel 2572. Bankcard companies, for example, devote considerable resources to educating 
consumers about bankcard baud. 

142. Moore 2334-35. 

143. Moore 2336-37. The remaining television advertising dollars are divided among national 
and local spot prograiruning. 

144. Id. 

145. Moore 2337. 

146. Silbergeld 2348. The three new infomercial networks are: the Direct Response Advertising 
Group Network, the Product Information Network, and the Access Television Network. Id 

147. Silbergeld 2355. 

148. Moore 2343; Silbergeld 2353; D. Goldstein 2388. 

149. D. Goldstein 2388-89. 

150. D. Goldstein 2384-85; Rotfeld 2413-14; Cutler 2442-43. Various explanations were 
offered for the limitations and variations seen in television self-regulation, e.g., a lack of 
enforcement mechanisms inherent in self-regulation, the fact that emerging television groups face 
greater economic pressure to fill the hours in a week than do well-established broadcast networks 
and thus may clear advertising that would not be cleared by the broadcast networks, and the 
possibility that self-regulation might only take place in response to govermnent activism. Cutler 
2442-43; Rotfeld 2408, 2444-45. 

151. Rotfeld 2414. 

152. Rotfeld 2415. 

153. D. Goldstein 2384-85. 

154. Silbergeld 2346; D. Goldstein 2391. 

155. D. Goldstein 2388. 
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156. D. Goldstein 2384-8S; Rotfeld 2414-15. For a discussion of the factors that impact the 
screening procedures in the cable industry, see Alter 2395-97. 

157. D. Goldstein 2384-85. 

158. D. Goldstein 2389. 

159. Id 

160. Cutler 2379-8 1;D. Goldstein 2392. 

161. Rotfeld 2407; D. Goldstein 2418. 

162. Rotfeld 2408. 

163. D. Goldstein 2392. 

164. Silbergeld 2419-20. 

165. Cutler 2376. 

166. Id 

167. Gross 2737-38; Burrington 2853; Humphrey 2791. 

168. Gross 2739-40. 

169. Zalewski 2881; Weitzner 2881. 

170. Gross 2740. Web technology enabled information to be presented in a highly graphical or 
pictorial manner, using illustrations and even photos. Screen displays created with the Web 
technology are called Web pages, or “sites,” and are viewed by using a Web “browser.” Web 
pages also contain cross-littks to other sites or addresses on the Internet, such that by merely 
clicking on the cross-link, users can skip to the cross-linked site and access whatever information 
is available there. Alternatively, users can bounce between unrelated, unlirrked sites by entering 
the Internet addresses of those sites in the Web browser. 

171. Gross 2737-40; Post 2822 , 

172. Gross 2740-41. 

173. Cole 2803-04. 
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174. Bell 2239-44; Nisenholtz 2757-59; Michelotti 2775-76; J. Walker Smith, Civilizing 
Cyberspace at 2 (submitted for the record) [hereinafter Civilizing Cyberspace]. This 
empowerment of the consumer also has ramifications for non-advertising commumcations. In a 
recent survey of online users, 75% of the users considered online services to be a better 
information source than traditional media because the infonrration and news available online is 
“unedited” by a third-party provider. Id. 

175. Consumer control over the information they choose to view will also provide some 
indication of whether consumers, in fact, find advertisements useful, as the economists have been 
asserting for years. Post 2850-51. 

176. Civilizing Cyberspace, simra note 174, at 2; Michelotti 2776 (cyberspace advertising must 
be invitational rather than intrusive). 

177. Cole 2803. 

178. Bell 2323; Nisenholtz 2758; Professor Henry Penitt, Villanova University School of Law, 
Letter of November 7, 1 995, at 5 (submitted for the record) (suggesting regulations to prohibit 
unsolicited commercial e-mail, similar to the FCC regulation prohibiting unsolicited commercial 
fax messages). 

179. Michelotti 2775, 2777-78, 2789, 2849. 

180. Humphrey 2796-97. 

181. Michelotti 2777-78; Humphrey 2794. 

182. Humphrey 2794; Cole 2803-04 (warning that the low cost of producing a “quality- 
tqrpearing” Web site will make unresearched consumer choices more risky). See also Gertner 
2767 (suggesting that new entrants can find customers without buying expensive customer lists 
or incurring the costs of telemarketing or direct mailings). 

183. Berman 2839-40; Sherman 2841. 

184. Nisenholtz 2847; Post 2851. 

1 85. Berman 2838-39; Nisenholtz 2847. While consumer interest in viewing online ads may be 
low today, this ability to cross-advertise Internet addresses may become more valuable if the 
“Yahoo” entertainment model of the Internet develops. Nisenholtz 2860-61 . See discussion in 
text accompanying notes 192-94 about the possible future domination of cyberspace by mega- 
advertisers or mega-entertainment providers. 

186. Nisenholtz 2757. 
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187. Nisenholtz 2757-58; Michelotti 2775-76. 

188. Nisenholtz 2847. 

189. Michelotti 2775. 

190. Nisenholtz 2749-50; Michelotti 2848. The situation today is like the days of television 
before the Milton Berle show, when advertising agencies were strenuously debating the level of 
resources that should be shifted to the “new” TV medium from the tried and true print 
advertising. Michelotti 2872. 

191. Burrington 2853. 

1 92. Nisenholtz 2750-52 (describing the elements of scenario one). Yahoo is an online guide to 
sites available on the Internet, whose young founder recently stated that the Yahoo guide exists 
because “people don’t want to have to waste time wasting time.” Id. 

193. Nisenholtz 2752-54 (describing scenario two). 

194. The few media super-sites would be surrounded by smaller, associated-content sites, each 
with an audience subset. Nisenholtz 2753. 

195. Nisenholtz 2754-55 (describing scenario three). 

196. Michelotti 2779-80; Post 2822. 

197. Michelotti 2783-84. Intellectual property creates an indicia of authority and becomes the 
advertiser’s “signature” on an ad. Id. 

198. See Chapter 6, Volume I, of this report. 

199. Even users, i.e., consumers, of the interactive media might be viewed as publishers of 
information. Michelotti 2785. 

200. Cyberspace provides the opportunity to “lift” or wholly create copyright- or trademark- 
infiinging messages with great ease; such messages can dangerously appear to be “official,” as if 
they were coming from the original advertiser. Michelotti 2786. 

201 . Michelotti 2784-86. Responsibility for Web site links to other sites is another unanswered 
issue. Id. At a minimum, Web pages shouid clearly disclose the identity of any sponsoring 
advertisers. Id. 

202. Civilizing Cyberspace, supra note 174, at 1. 
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203. Humphrey 2795. Such system will either use new technology or implement currently 
available public key encryption to enable payment by digital cash or real-time credit card 
authorizations. Perritt, sunra note 1 78, at 4-5. 

204. Perritt, .supra note 178, at 4-5; Gross 2742; Humphrey 2795. 

205. Pollin2289. 

206. Michelotti 2780-81; Cole 2806; Burrington 2828; Gertner 2868-69; Weitzner 2878-80. 

207. Civilizing Cyberspace, supra note 1 74, at 3. Online usage doubled throughout 1994, during 
a period of enthusiastic publicity about cyberspace, but then slowed, following publicity about 
problems that can arise online. Id. 

208. Id 

209. Cole 2806; Weitzner 2880. 

210. Michelotti 2780-81. 

211. Bell 2242. However, due to the greater availability of information in online markets, new 
entrants can gain credibility, or lose it, very quickly. Cole 2844. 

212. Weitzner 2881-82. (The market for Internet access might not be providing affordable 
service without this undetpiiming of a regulated phone service.) 

213. Bell 2237-38; Michelotti 2789. 

214. Nisenholtz 2860-61. 

215. NTIA Study, supra note 38. The core of U.S. telecommunications policy has been 
“universal service,” affordable access to telephone service for all Americans. In today’s 
world, “universal service” may include not only basic phone service, but also access to or 
ownership of computers and modems to participate in the new information age. /<f at 1 . See 
also Jones 2846 (expressing concern that a different quality of information may be provided to 
network versus non-network consumers). 

216. Burson 2266-67; Humphrey 2792; Burrington 2855. 

217. Burson 2267-68. 

218. Gertner 2771; Nisenholtz 2758; Cole 2804-05 (back-of-the-book marketers can operate 
online with minimum investment). The Internet’s rrhility to support small, global transactions 
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may also increase the incidence of fiaud, because victims are unlikely to pursue costly 
international legal remedies in such circumstances. Perritt, sunra note 1 78, at 1 -2. 

219. Post 2824; Burrington 2833. 

220. Humphrey 2792-93, 2795. 

221. Humphrey 2795. 

222. Pemtt, sucia note 178, at 5 (suggesting regulatory action to requite a cooling-off period 
during w^ch consumers would be able to rescind certain online transactions). 

223. Humphrey 2793. Anonymity is a two-edged sword. While it is one of the most serious 
obstacles faced by law enforcers attempting to prosecute online fraud, it also enables consumers 
to preserve their privacy while “surfing the Net.” Id. 

224. Burson2267. With a portable computer, anyone can be hooked up wherever there is a 
phone jack, and very soon they won’t need a phone jack. Humphrey 2793. 

225. Michelotti 2874. 

226. Humphrey 2795-96. 

227. Humphrey 2797-98. 

228. Humphrey 2798-99. 

229. Michelotti 2782-83. 

230. Cole 2858-59. 

231. Nisenholtz 2860. 

232. Center for Media Education, supra note 28, at 1-3. 

233. Id at 4-5. 

234. Michelotti 2875-76. 

235. Burrington 2835; Humphrey 2799; Cole 2806. A recent survey showed that online users 
believe.that government regulation ultitnately will be needed, but that tegulatiQn,_asjKElLas self- 
policing efforts, will fail. If so, there could be a crisis in consumer confidence that chokes off 
growth of the online market. Civilizing Cyberspace, sunra note 174, at 3. 
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236. Buison 2271-74; Cole 2858-59; Jones 2863-64; Post 2877-78. 

237. Michelotti 2872; Perritt, supra note 1 78, at 3 (urging government agencies to monitor and 
gain experience with problems online); Gertner 2770 (arguing that regulation can create new 
entry barriers). See also Michelotti 2784, Burrington 2885, Berman 2884 (all expressing concern 
that online censorship legislation might establish a framework for addressing other issues and 
therefore limit the Internet’s potential). 

238. Nisenholtz 2749. “Attempts to set inflexible policies around something ephemeral at best 
would be a waste of effort and at worst, could stifle the evolution of the thing that, from a 
marketing perspective, is not yet real.” Id. 

239. Burson 2268-70; Cole 2805 (the necessary monitoring levels will be much higher than with 
traditional media outlets); Nisenholtz 2861 (the pace of Internet innovation will necessitate 
constant vigilance). 

240. Cole 2805-06; Post 2822; Perritt, supra note 178, at 3. 

241. Perritt. supra note 1 78. at 5-6. Governments should also be meeting to resolve the conflict 
of law issues posed by online advertising. Michelotti 2780. 

242. Perritt, supra note 1 78, at 1 -4. If international, this institution could be established under 
the auspices of the UN. Id. 

243. Center for Media Education, supra note 28, at 7. One approach would be to ban such 
activities as tracking children's online activities, linking childira’s Web sites to advertiser sites, 
providing interaction with product “spokescharacters,” and aiming direct marketing to children. 

In addition, there could be requirements for demarcation between advertising and prograiiuning 
content, restriction of online purchases to those over 1 8, and computer coding of advertising sites 
to permit automatic screening out of such sites parents. Id 

244. Michelotti 2872, 2874. The Children’s Advertising Review Unit (CARU), a division of the 
Council of BBB, is now at work on children’s advertising issues. Cole 2805. Market solutions, 
such as software filters, already are available for parents to block their children’s access to 
alcohol or tobacco advertising. Michelotti 2784, 2871 . 

245. Michelotti 2874 (limiting online children’s advertising to certain hours of the day, as it is 
with television advertising, may not be effective online). 

246. Id. 

247. Humphrey 2799-2800; Burrington 2835-36; Civilizing Cyberspace, sunra note 1 74, at 3. 
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248. Burson 2319; Berman 2883-86; Michelotti 2787 (urging government and industry to move 
forward in addressing issues of consumer privacy and advertising liability). 

249. Burson 2269-70, 2273; 2319-20; Michelotti 2780-81; Cole 2806; Burrington 2832-36; 
Weitzner 2879-80. Regulators should allow the private market to test its ability to fulfill 
consumers’ needs for information and protection. Germer 2868-69, 2773-74. 

250. Cole 2805, 2811-12. Such a program might include “e-mediation” and arbitration, i.e., 
resolution of consumer complaints via e-mail or other online communications, regarding goods 
or services offered online. Other possible requirements for company participation are keeping on 
file with the BBB basic business information, such as the company’s physical address, and 
maintaining a satisfactory complaint-handling record for both online and off-line business. 
Various industry groups, such as the Advertising Standards Alliance organizations in the UK and 
Europe and the International Chamber of Commerce in Paris, have also begun to address self- 
regulation from an international perspective. Michelotti 2781. 

251. Gertner 2771-72. Online stores or shopping malls may also serve a certification function, 
just as department stores do now. Id 

252. Perritt, supra note 178, at 6. Areas suitable for private arbitration include intellectual 
property, personal privacy, consumer protection, and possibly defamation, intentional infliction 
of emotional distress, or intentional interference with contract. Id. 

253. Id at 6-7. Most developed countries are signatories to the New York Convention treaty on 
enforcement of international arbitration awards. Id. 

254. Idatl. 

255. Post 2823-24. The system was initially developed for copyright infringement claims, but 
could also be extended to complaints involving defamation or marketing fraud. Post 2826. 

256. Post 2824-25. Such mechanisms may lead to development of a “cyberspace common law” 
to help address the emerging legal issues inherent in the evolving technology and multi- 
jurisdictional nature of cyberspace. Because the decisions of the Virtual Magistrate system will 
be publicly available, the online users themselves can participate in the development of this 
“common law.” Post 2825-27. 

257. Michelotti 2784, 2871; Pollin 2326-29. It may also be possible, in effect, to 
compartmentalize the Intern et as to content type, or into regulated and utuegulated areas, thus 
allowing cottsumers to judge for themselves which areas to visit. Pollin 2326. 

258. Weitzner 2814-16, 2820. Such tools balance the responsibility of content providers with 
that of individuals accessing the information while still allowing the broadest possible diversity 
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of information online. Id Michelotti 2784. 

259. Weitzner 2814-17. PICS is a joint effort of industry and non-profit entities to formulate the 
underlying technical standards for the system. 

260. Weitzner 2816-19. The third-party ratings systems would reside on PICS-compliant 
Internet servers and be offered as a service available for use on the Internet and with Web 
browsers, including those used by the commercial online services. Because the ratings lists 
would not be permanently attached to the underlying content being rated, any given Internet site 
might be included in numerous ratings systems. Id. 

261 . Burrington 2835. In addition, in the United States, legal avenues exist, such as Section 
43(a) of the Lanham Act, by which competitors can, in effect, police each other. Sherman 2865. 
Marketing organizations could also police consumer &aud through actions similar to those used 
by ASCAP and BMI to fight copyri^t infiingement. Perrin, supra note 178, at 3. 

262. Humphrey 2800. As part ofthis effort, the major commercial online services have 
provided the FTC and state Attorneys General with resource manuals incorporating their terms of 
service and other policies. Burlington 2833-34. 

263. Burrington 2834. 

264. Cole 2806. 

265. Perrin, sunra note 178, at 8. The FTC could certify private dispute resolution instimtions to 
handle the actual case load, working in a general way ftom the Magnuson-Moss dispute 
resolution requirements (16 C.F.R. Part 703). Pemtt, supia note 178, at 3. 

266. Burrington 2831-32; Cole 2804-06; Burson 2269-70; Sherman 2865; Humphrey 2800. 

This education must start with the basics, such as don’t provide credit card information in 
response to an e-mail solicitation or disclose your password for a commercial online service, and 
continue through explaining the rules, or lack thereof, extant in cyberspace. Burrington 2830. 

267. Burlington 2830; Cole 2806-07. 

268. Cole 2807-08. Government and consumer education organizations could develop more 
extensive online cross-links to each others’ Web sites as well. Id. 

269. Cole 2804-06. Given this influx of new marketers, regulators and self-regulators may have 
to deal with a higher percentage of non-complying advertisers than in the past Id 

270. Burrington 2832; Burson 2273-74 (suggesting that regulators should createjn on-going 
dialogue with “netizens’O. 
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271. Kang 3010. 

272. The clickstream is the sequence of electronic markers left by online users as they browse 
through various sites on the Internet. 

273. Kang 3010. 

274. Kang 2946. 

275. Buison 2266-67; Belair 2955; Andreotta 2496. 

276. Wellbery 2973; Goldman 3023; White 2320-21; Hendricks 2976. 

277. GitHtz2941. 

278. Kang 2896-97; Plesser 3018. 

279. Giflitz2941. 

280. Goldman 2927. 

281 . GiUitz 2941 ; Goldman 2927-28; Wellbery 2973; Kang 3010-11. 

282. Goldman 2928. 

283. GiUitz 2912; Plesser 2987-88. 

284. An “opt in” system might apply to the use of sensitive information, such as medical or 
financial data. Kang 3012; Plesser 2987; Wellbery 2972-73; U.S. Department of Cottunerce, 
National Telecommunications and Information AdministraUon (NTIA) Privacy and the NO: 
Safeguarding Telecommimications-Related Personal Information (1995) at 8-9 (submitted for the 
record). Or “opt in” could apply to any secondary use of non-sensitive personal information. 
Baker 3016. Yet another approach is to refiain fiom the use of medical information for 
marketing purposes. Plesser 2987. 
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Presiding for the Afternoon Session — Commissioner Janet D. Steiger 
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Steve Cole, Senior Vice President, Council of Better Business Bureaus 
Daniel Weitzner, Co-Chair, Platform for Internet Content Selection (PICS) 
David Post, Professor of Law, Georgetown University Cyberspace Law 
Institute 

William Burrington, Assistant General Counsel & Director of Policy, 
America Online 

Round Table Discussion with Panelists and Commentators: 

Jerry Berman, Executive Director, Center for Democracy & Technology 
Mary Gardiner Jones, President, Consumer Interest Research Institute 
Robert Sherman, Paul, Hastings, Janofsky & Walker 
Mark Zaiewski, Director, Business Development, Cybercash, Inc. 

Monday. Nove mber 20. 1995 

Presiding for the /{Aemonn Session — Commissioner Christine A. Varney 
Panel 6: Privacy in Cyberspace 

Jerry Kang, Professor of Law, UCLA School of Law 
Jonah Gitlitz, President, Direct Marketing Association 
Janlori Goldman, Deputy Director, Center for Democracy & Technology 
Round Table Discussion with Panelists and Commentators: 

Stewart Baker, Steptoe & Johnson 

Robert R. Belair, Editor, Privacy and American Business 

D. Douglas Blanke, Director of Consumer Policy, Office of the Minnesota 

Attorney General 

Evan Hendricks, Publisher/Editor, Privacy Times 
Ronald Plesser, Piper & Marbury 
Andrew J. Strenio, Hunton & Williams 

Barbara S. Wellbery, Chief Counsel, National Telecommunications & 
Infoimation Admimstration, U.S. Department of Commerce 


Page 4 



185 


Appendix B 

Tuesday. November 21. 1995 
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Trade Representative 
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Zane Brown, Director General, Consumer Products Directorate, Industry 
Canada 

Joseph Hoffman, Director of Policy, Ontario Ministry of Consumer & 
Commercial Relations 

Round Table Discnssion with Panelists and Commentators: 
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Carl Priestland, Chief Economist, American Apparel Manufacturers 
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Michael Thompson, Director, Government Relations, Whirlpool 
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WWWJTC.GOV 

Excerpts from the Web Site 
of the 

Federal Trade Commission 



WORKfNG FOR CONSUMER PROTECTION 

AND A COMPETITIVE MARKETPLACE 
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How We Seive You 


1 Legal 

1 Framework 
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Protection will 

1 Antitrust/ 

I Competition 
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Business 

Guidance 
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1 Economic 

1 Issues 



News Releases, 
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Last Update: Thursday, January 22, 1998 








Enter O words describing a concept or ® keywords you wish to find information about: 



Documentation about .i iakin ^ -.ji.or-o: is available. 
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ConsumerLine is the online service of the Office of Consumer and Business Education 
of the Bureau of Consiuner Protection. It offers the full text of consumer publications on 
a wide range of categories. In addition, it offers Education Campaigns — a collection of 
on-going consumer information initiatives — and Consumer Alerts! — brief publications 
with concise information about current issues. 
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• Just When You Thought It Was Safe... Advance Fee Loan ''Sharks" (1/98) 

• Federal and Postal Job Scams: Tip-offs to Rio-offs (1/98) 

• Look Before You Lease (12/97) 

• FCC License Auctions (1 1/97) 

• Virtual "Treatments " Can Be Real-World Deceptions (11/97) 

• Is There a Bandit in Your Mailbox? (10/97) 

• How to Dodge a Display Rack Scam (08/97) 

• Green Card Lottery Scams (08/97) 

• Spotting Sweet-Sounding Promises o f Fraudulent Invention Promotion Firms 
(07/97) 

• How to Avoid Losing Your Money to Investment Frauds (07/97) 

• Avoiding the Muscle Hustle: Tips for Buying Exercise Equipment (06/97) 

• D.C. Residents: Thinking About a Home Improvement? Don't Get Nailed 

• Public Safety Fund-Raising Appeals: Make Your Donations Count (04/97) 

• Paunch Lines: Weight Loss Claims Are No Joke For Pieters (03/97) 

• Adverti sements Promising Debt Relief May Be Offering Bankruptcy (03/97) 

• Traveler's Advisory: Get What You Pay For /03/971 

• aaioved...Beiew6led...Be Careful: What to Know Before You Buy Jewelry /Q2/971 

• International Taleonone Numbers Scams (12/96) 

• Phone, E-Mail, and Pager Messages May Signal Costly Scams (12/96) 

• Kitchen Gadgets Offer Food for "Thaw-t" (12/96) 

• Profits in Pyramid Schemes? Don't SanK on it Ml/961 

• When Opportunity Knocks... See Who's There (1 1/96) 

• OUCH, ..Students Getting Stung Trying to Find SS$ for C ollege (09/96) 

• Getting Purse-onal (08/96) 

• Border-Line Scams Are the Real Thing (06/96) 

• P enny Wise or Pum p ruelisn? (05/96) 


CnnfactlJs I Search I Site Dirertory I filos-har/ i Home 


Last Revised: Thursday, January 22, 1998 
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U.S. CONSUMER GATEWAY 

Your Link to federal Cootumer Information 


wmif. eoittatnat.gw 

About This Site 



Consumer's 

Resource 

Handbook 


This federal 
guidebook is 
divided into two 
sections: the 
first, on buying 
and selling 
products and 
services, and the 
second, a 
directory of 
federal, state, 
municipal, and 
corpotate 
consumer 
contacts. 


CPSC. Headstrom 
Announce Recall of Glide 
Rides 

About 1.5 million Glide 
Rides, sold with backyard 
gym sets, are being 
recalled for in-home 
repair. 

CPSC & Graco Announce 
Recall to Repair Carriers 
& Carrier/Swine Seats 
About 364,000 Graco 
carriers and carrier/swing 
seats recalled for repair. 
The handle on the seats 
can unlock unexpectedly. 
Grandparent's Guide 
The CPSC and Pampers 
Parenting Institute offer 
important safety & child 
nurturing tips to 
grandparents. 


Of Special Interest 


Holiday Shopoine Tins 
The Federal Trade 
Commission has prepared a 
few tips to remind consumers 
of their rights when ordering 
and paying for gifts. 


FDA Approves Irradiation of 
Meat for Pathoeen Control 
The Food and Drug 
administration today approved 
irradiation of meat products 
for controlling disease-causing 
micro-organisms. 

healthfinder 

Healthfinder is a gateway to 
consumer health and human 
services information from the 
United States Government. 


Scam Alert 


Project Mousetrap 

A warning about "invention-promotion" 
scams. 

Stock Market Phone Fraud 
SEC warning about stock 
market firaud. 




Food 1 Health | Your Home | Transportation I Children | Buying Smart | Product Safety 
Your Money ( Education | Other I Site Map | About this Site 
Consumer's Handbook 
Privacy Policy 
Talk to Us 


Last Updated: Wednesday, January 21, 1998 
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- U.S.eON$UM£fl&A7BWAY ^ 


About This Site 

The U.S. Consumer Gateway — "consumer.gov” — is a "one-stop" link to a broad range of 
federal information resources available online. It is designed so that you can locate 
information by category — such as Food, Health, Product Safety, Your Mottey, and 
Transportation. Each category has subcategories to direct you to areas within individual 
federal web sites containing related information. 

The U.S. Consumer Gateway is a "work-in-progress." Be on the lookout for more federal 
information sites added and a refined navigation mechanism. 

ScamAlert! provides current information on firaudulent and deceptive practices in the 
marketplace. This feature appears on each page, as necessary, and contains important 
law-enforcement information and tips to avoid scams. 

Of Special Interest showcases new education and consumer awareness campaigns and other 
items of significant interest. 

The U.S. Consumer Gatewtgi web site has been optimized for Netscape version 2.0 or higher 
and Internet Explorer version 3.0 or higher. Download these browsers by clicking on one of 
the links above. 


Participating Agencies and their protection responsibilities: 

The Federal Trade Commission (FTCi 

The Federal Trade Commission works to eliminate unfair or deceptive practices in the 
marketplace. The FTC's efforts are primarily directed toward stopping actions that threaten 
consumers' opportunities to exercise informed choice. 

The SecuritiesL^and Exchange Commission (SECi 

The Securities and Exchange Commission enforces the laws that ensure the fairness of the 
securities markets and that guarantee that investors have access to all material information 
concerning publicly traded securities. 

The U.S. Consumer Product Safety Commission (CPSC) 

The U.S. Consumer Product Safety Commission is charged with reducing unreasonable risks 
of injury fi:om consumer products. The CPSC has Jurisdiction over approximately 15,000 
products in the home, in schools, and in recreation. 

The Food and Drug Administration (FDAl 

The Food and Drug Administration scrutinizes food, cosmetics, medicines, medical devices, 
and radiation-emitting products, such as microwave ovens, to ensure that they are safe, 
wholesome, and will not cause human injury or harm. The FDA has similar responsibility for 
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feed and drugs for farm animals and pets. 

The National Highway Traffic Safety Administration (NHTSA) 

The National Highway Traffic Safety Administration is responsible for reducing deaths, 
injuries, and economic loss caused by motor vehicle crashes. NHTSA establishes and 
enforces safety performance standard for motor vehicles and items of motor vehicle 
equipment and conducts public safety programs. 

The U.S. Office of Consumer Affairs (USOCA) 

The U.S. Office of Consumer Affairs helps shape and ^vance federal consumer policies. 
USOCA provides leadership and coordination to Federal consumer programs and serves as 
an advocate in the federal policy development process. 


Food I Health | Your Home | Tranmorutioo | Children I Buying Smart | Product Safety 
Your Money I Education I Other I Site Mao I About this Site I HOME 

Ta[k t» U> 


Last Updated: Thursday, October 09, 1997 
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FTC "Teaser" Sites 
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Business Opportunity "Teaser" 
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The Ultimate Prosperity Page 

THE ULTIMATE HOME BASED BUSINESS IN AMERICA!!! 



Earn $60,000 to $100,000 YOUR VERY FIRST MONTH!!! 


Hundreds of people have earned over $50,000 in their first 30 days - and you can too! 


Start your own outrageously profitable part-time business! 

Use your telephone and computer modem to make money, even if you are not home. 

• No paper work 

• No full-time effort required 

• No capital investment 

• No franchise fee 

• No employees 

• NO RISK! 


Tell me more! 


for more information 
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$$$ MAKE $2,000 A DAY $$$ 

USING YOUR TELEPHONE AND MODEM! 


How would you like to be your own boss and earn up to $2000 a day or more just for turning on your 
computer? It can be yours for just loading our FREE modem software onto your computer and turning 
it on. It’s really that simple! Honest! 

UPP spent a year researching home businesses and our computer modem package ranked far above the 
rest. It has tested to be the nation’s #1 money making opportunity. We guarantee that our start-up kit 
along widi our FREE software will make you money the first day that you load it and turn on your 
computer. 


See what other entrepreneurs are saying: 

“I Uve a Life of Freedom. This is a total TURNKEY Business with a Low Start-Up Cost.. .but Quick 
Profits.” 

— E. Doe, Milwaukee, WI 

“This is the business of the ‘90s. As a marketing consultant. I’ve investigated many programs in the last 
5 years. UPP’s modem program is one of the best opportunities I’ve seen.” 

~ Allen Hancock, President of Hancock Consulting. 

‘T turned on my computer modem on New Year’s Day and grossed $49,442 by Easter. Best of all, I did 
it all from my den. No more 9 to 5, every day of the week for me.” 

~ J. Klondike, MN 


How do I sign up and begin making money? 



for more information 
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If you responded to an ad like The Ultimate Prosperity Page... 


YOU COULD GET SCAMMED! 


The Ultimate Prosperity Page does not advertise a real business opportunity. The ad is a fake, posted by 
die Federal Trade Commission to raise awareness about the hazard of business opportunity fraud on the 
Net. No information about you has been transmitted to or collected by the FTC. 

DON’T BE A VICTIM OF CYBERFRAUD 

• Beware of online business opportunity advertisements that make exaggerated earnings claims and 
ads that offer little product information but lots of glowing promises. 

• Use extreme caution before sending bank account or credit card information online. The Net is 
NOT a secure environment for financial transactions yet. 

• Also use caution when transmitting your address and other personal information. This information 
is used by scam artists to compile “sucker” lists. 

BEFORE YOU INVEST... 

• Get disclosure documents and review them carefully. In most cases, the law requires business 
opportunity and franchise promoters to give potential buyers detailed information about the 
business and about company finances. 

• Check to make sure the business opportunity is in compliance with applicable state registration 
laws. 

• Research the business and the market, and talk to current investors. 

Additional information about Franchises and Business Opportunities is available from the Federal Trade 
Commission. 

Send comments on The Ultimate Prosperity Page to or.KHK-’rL'yj tK-. j-o> . 
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■ ReguUUory Reform: Franchise Rulemakina NEW 
I Regulatory Reform: Franchise R.Lile Review 
I Before You Buy: Franchise anti Business Opportunity PamnliieK 
B Consumer Alert: Fnl’orceinent "Sueeps" Tareet Business t iniiorrunit' Frai 
B Your Legal Rights: Ciukle To The FTC Fraiioliise Rule 
B Franchise Rule Text: i ^ v FR Pan 4.-n 

B State Disclosure Requirements: ^ and -a. .i,..;,; e cs 

fl Know The Risks: .SLiminarv oFRec enr FciForecmoiir Cases 
B How To Comply: Kccci-r .-iiaif c.|riia, iis 

B Franchise and Business Opportunity F M is 


CnniacfUs I Seartifi I Site Oireefor/ | filossary T Home 


Last Updated: Wednesday, September 17, 1997 
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Pyramid Program "Teaser" 
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LOOKING FOR 
FINANCIAL FREEDOM? 

* Most people only dream about financial 
independence. 

* Only a few unique individuals have those 
qualities that ensure success. 

* Our revolutionary, no-risk networking system 
guarantees lucrative commissions and 
bonuses! 

GET IN ON THE GROUND FLOOR! 

tNEXn 
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EARN AS MUCH AS $50,000 IN 90 DAYS! 

MAKE BIG MONEY FROM YOUR HOME COMPUTER. 

Are you looking for an MLM opportunity that requires: 

* No prior experience 

* No product knowledge 

Are you interested in: 

* Setting your own hours or working at home 

* Excellent s:q)port and training 

* Low-cost sponsorship kits 

* Outstanding profits mom your growing downline distribution 

GET IN EARLY TO TAKE ADVANTAGE 
OF Tins UNIQUE GROUND-LEVEL OPPORTUNITY!! 

Look how (quickly your earnings can multiply widi our easy, proven "forced 
binary matrix" system: 

Just recruiting a few people - friends, neighbors, co-workers - quickly adds 



up to BIG profits: 




LEVEL 

# PEOPLE 

t VOLUME 

t 

BONUSES 

1 

S' 

t 500 

$ 

25 

2 

25 

$ 2.500 

$ 

125 

3 

125 

$ 12.500 

$ 

625 

4 

625 

$ 62.500 

$ 

3.125 


FNEXT I 
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IF YOU RESPOND 
TO AN AD LIKE THIS ONE 

YOU COULD GET SCAMMED! 


This ad is a fake, posted by the Federal Trade Commission to increase 
awareness of potentially fiaudulent multi-level marketing plans that are 
nothing more than "pyramid" scams. 

THERE ARE NO PROFITS BURIED IN PYRAMIDSt! 

To learn more about how to avoid fraudulent multi-level marketing or 
pyramid schemes and other online scams, visit the FTC's website . 


No information about you has been transmitted to or collected by the Federal Trade 
Commission. 

Comments: nvramid@ftc.gov 
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TIPS TO AVOID PYRAMID SCHEMES 


f 

1 

4 


Avoid any plan that offers commissions to recruit new distributors. 

Beware of plans that ask you to spend money on costly inventory. 

Be cautious of claims that you will make money by recruiting new 
members instead of on sales you make yourself. 

Beware of promises about high profits or claims about "miracle" 
products. 


s 

€ 

W 


Be cautious about references; they could be "shills” by the promoter. 

Don’t pay money or sign contracts in a high-pressure situation. 

Check out all offers with your local Better Business Bureau and state 
Attorney General. 


• A.er 


• 5ei"/'ca Messages 


An actual case brought by the FTC against an alleged pyramid 
scheme 


Comments: 
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Scholarship "Teaser" 
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NEED MONEY FOR TUITION ???? 

A+ FAST CA$$H 



YOUR ONLY SOURCE FOR COLLEGE AID !! 

YOU'RE SMART ENOUGH TO GET INTO COLLEGE, 

NOW BE SMART ENOUGH TO LET SOMEONE ELSE PAY 

A+ FAST CASSH IS AN AAA RATED SCHOLARSHIP 

SERVICE 


We search Public and Private Databases with our Proprietary 
Software. This gives us access to THOUSANDS of Grants and 
Scholarships just waiting for 

*****YOU***** 

WE DO ALL THE WORK !! 

Using our service, you are GUARANTEED 
free money for all or part of your tuition. 
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We get information directly from financial aid officers, 
corporate executives, and foundation heads about 
money returned to them by students who do not need 
assistance. We pass this inside information to our clients 
for no extra charge. 


Because we provide personal attention to all our clients, 
we do not advertise in magazines or by direct mail. 
AND, you can get all your money back if you aren't 
satisfied. 


TO START YOUR FAST CA$$H COMING COMPLETE THE 
APPLICATION FORM ON THE NEXT PAGE AND SEND IT 
TO US WITH YOUR CHECK FOR $119.00. FOR FASTER 
RESULTS, CALL US WITH A CREDIT CARD NUMBER AND 
WE’LL START FINDING YOUR FAST CASSH TODAY. 
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IF YOU RESPOND TO AN AD LIKE THIS 
ONE 

YOU COULD GET 
SCAMMED! 


A+ FAST CASSH is not a real company. The ad is a fake, posted by 
the Federai Trade Commission to increase awareness of potentially 
fraudulent schoiarship services. 

No information about you has been transmitted 
to or coilected by the FTC. 

Click here to learn more about how to avoid ffaudlent scholarship services and 
other online scams, and for recommendations on where to find information on 
obtaining legitimate scholarship information. 
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SIX 

SIGNS THAT YOUR SCHOLARSHIP IS 

SUNK 


1 


2 


3 


"THE SCHOLARSHIP IS 
GUARANTEED OR YOUR MONEY 
BACIC" 

No one can guarantee that they'll get 
you a grant or a scholarship. Rehmd 
guarantees often have conditions or 
strings attached. Get refund policies in 
writing before you pay. 


"YOU CAN’T GET THIS 
INFORMATION ANYWHERE 
ELSE." 

There are many free list of 
scholarships. Check with your school 
or library before you decide to pay 
someone to do the work for you. 


"MAY I HAVE YOUR CREDIT 
CARD OR BANK ACCOUNT 
NUMBER TO HOLD THIS 
SCHOLARSHIP?" 

Don't give out your credit card or 
bank account number on the phone 
without getting information in writing 
first. It may be a set-up for an 
unauthorized withdrawal. 



4 


5 


6 


"WE'LL DO ALL THE WORK" 

Don't be fooled. There's no way 
around it. You must apply for 
scholarships or grants yourself. 


THE SCHOLARSHIP WILL COST 
YOU SOME MONEY. 

Don't pay anyone who claims to be 
holding a scholarship or grant for you. 
Free money shouldn't cost a thing 


"YOU’VE BEEN SELECTED" BY A 
'NATIONAL FOUNDATION* TO 
RECEIVE A SCHOLARSHIP. OR 
"YOU'RE A FINALIST" IN A 
CONTEST YOU’VE NEVER 
ENTERED. 

Before you send money to apply for a 
scholai^ip, check it out Make sure 
the foundation or program is 
legitimate. 


NEED MONEY FOR COLLEGE? Check with your school guidance counselor or local librarian 
for free information about current scholarships before you pay someone for the same^or similar- 
scholarship lists. To find out how to spot, stop and report a scam, contact the Federal Trade 
Commission at http or call the National Fraud Information Center at, 

" 1.800.876.7060 
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Consumer Alert 


hedLT.ii roinmtssion • Bureau oi' Consumer Protection • Office of Consumer and Business Education 

OUCH...Students Getting Stung 
Trying to Find $$$ for Coliege 

Washington, D.C. -- Need money for college? Doesn't everybody? 

With tuition bills skyrocketing, and room and board going through the roof, students and their families 
are looking for creative ways to finance a college education. Unfortunately, in their efforts to pay the 
bills, many of them are falling prey to scholarship scams. 

According to the Federal Trade Commission, unscnq>ulous companies guarantee or promise 
scholarships or grants. Some guarantee that ^ey can get scholarships on behalf of students or award 
them “scholarships” in exchange for an advance fee. Most offer a “money back guarantee” — but attach 
conditions that make it impossible to get the refund. Odiers provide nothing for the student's advance 
fee — not even a list of potential sources; and still others tell students they've been selected as 
“finalists” for awards that require an up-ffont fee. Sometimes, these companies ask for a student's 
checking account to “confirm eligibility,” then debit the ^count without the student's consent. 

The FTC cautions students to look and listen for these tell-tale lines: 

• “The scholarship is guaranteed or your money back.” 

• “You can’t get this i^ormation anywhere else.” 

• “I Just need your credit card or bank account number to hold this scholarship.” 

• “We'll do all the work.” 

• ‘The scholarship will cost some money.” 

• “You've been selected" by a 'national fbundation’ to receive a scholarship — or “You're a finalist” 
in a contest you never entered. 

The FTC says many legitimate companies advertise that they can get students access to lists of scholar 
ships in exchange for an advance fee. Others charge an advance fee to compare a student's profile with a 
database of scholarship opportunities and provide a list of awards for which a student may qualify. And, 
there are scholarship search engines on the World Wide Web. The difference: Legitimate companies 
never guarantee or promise scholarships or grants. 

For more information on scholarship fraud, contact the FTC at wwvr.nc.gov . To find out how to finance 
a college education, contact Sallie Mae at www salliemae com . For information about spotting, 
stopping, or reporting a scam, contact the National Fraud Information Center at 1 .800.876.7060 or at 


m 


September 1996 
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Travel Agent Opportunity "Teaser" 
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Want to make money? Love to travel? 



BE AN INDEPENDENT TRA VEL AGENTIU 

EZ Travels 

PRESENTS A UNIQUE OPPORTUNITY 
FOR ENTREPRENEURS WHO LOVE TO TRAVEL... 


Now you can earn THOUSANDS OF DOLLARS operating an EZ Travels independent 
travel agmcy from your home or office. With NO PRIOR EXPERIENCE, you can 
start earning HUGE COMMISSIONS from the first day you receive your deluxe EZ 
Travels Independent Travel Agent Kit. EZ Travels independent agents enjoy 
FABULOUS DISCOUNTS on luxury travel. Join our family of happy independent 
travel agents and CHANGE YOUR LIFESTYLE FOREVER!!! 


.V 


Click on 
for more information 
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HOW IT WORKS 



Yes, ifs true. With EZ Travels you can operate your own independent travel agency. EZ 
Travels provides all the support you need. You just follow a few simple steps: 

• Find out where and when your client wishes to travel 

• Call EZ Travel^ toll free number widi your client's travel information 

• Wait for EZ Travels to issue the tickets or other travel documents 

• Deliver the travel documents you receive from EZ Travels to your client 

IT'S THAT EASY! And with each travel sale you collect a 50% commission!!! 


Independent 
Travel Agent 

EZ Travels^l^ 

[your photo] 

[your name] 

[our travel association 


membership number] 


BENEFITS FOR EZ TRAVELS INDEPENDENT AGENTS 

Your deluxe EZ Travels Independent Travel Agent Kit includes an ID card (pictured 
above) with the EZ Travels logo, your photograph, and our travel association 
membership number. This card entitles you to all the discounts and benefits available to 
travel agents. Travel suppliers offer a wide variety of discounts and privileges to 
encourage travel agents to use their facilities, including: 


• HUGE DISCOUNTS - 40 


, 50 , 75 % 


on vacation packages, car rentals and theme park admissions 
• MAJOR UPGRADES on airline flights, cruises and hotel rooms 


V 


Click on 
for more information 
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EX Travels 


TESTIMONIALS FROM EZ TRA VELS INDEPENDENT AGENTS 

"I've saved thousands of dollars on hotels and airfares for myself and others 
with EZ Travels. My wife and / went on a fabulous week-long Carribean 
cruise for $395 each when it would have normally cost $1,695 each. I've 
also made in excess of $6,000 in commissions. " 

— Allen H., EZ Travels Independent Agent, South Carolina 

"With no prior experience as a travel agent, I earned $11,449 on my first 
two EZ Travels group tours of 43 people to Saipan, and 20 to Guam. " 

— Thomas R,, EZ Travels Independent Agent, California 

"I'm a secretary at an ad agency in New York. Sirute I started booking travel 
for my work fiieruls. I've made $15,000 in commissions! With my EZ Travels 
ID card, my family and I have also gotten nearly free admission to Florida 
theme parks. " 

— Carolyn S., EZ Travels Independent Agent, New York 


TO PURSUE THE EZ TRAVELS OPPORTUNITY Click on 
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If you pursue the EZ Travels opportunity. 


YOU COULD GET SCAMMED! 


EZ Travels is not a real company. The EZ Travels opportunity to which you responded is 
a fidce, posted by die Federal Trade Commission to hig^ig^t die hazards of travel agent 
credentid fiaud on die Net No information about you has been transmitted to or 
collected by the FTC. 

DONT FALL FOR TRAVEL AGENT CREDENTIAL FRAUD 

* Travel business opportunities like EZ Travels' are neither easy to operate nor 
generally profitable. 

* Fraudulent travel agent identification cards generally don't qualify users fm 
discounts and upgrades. They pump iqi the cost of travel for the public-at-large, 
and they deprive legitimate travel agents of limited available incentives and 
rewards. 

BEFORE YOU INVEST... 

* Check to make sure the business opportunity is in compliance widi applicable state 
registration laws 

* Research die industry and the market, and talk to current investors 

The FTC provides consumer information on FnuieliMcs and Business Opportniilties 
and Travel Fraud . Additional information on Travel Fraud is available fiom the 
American Sodetv of Travel Agents . 

Send comments on the EZ Travels page to travelscams&,fic.^av. 
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Travel Award "Teaser" 
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Certificate of Notification 

You are hereby notified you will receive a 
FABULOUS FLORIDA/CARIBBEAN VACATION 
OFFER, INCLUDING ALL ACCOMMODATIONS! 

MUST BE 21 YEARS OF AGE OR OLDER TO PARTICIPATE 

EZ Travels is delisted to advise you of this offer via The 
Internet. 

The offer includes their FUN-FILLED 4-DAY THEME PARK 
ROMP 

for the whole family! In celebration! you will receive their 
SPECTACULAR 8-DAY LUXURY DREAM VACATION offer for 
two! 

* 4 fim-filled days and 3 exciting nights in MAGICAL ORLANDO, home of Walt 
Disney World, Universal Studios, and Sea World! 

* 7 days exploring GRAND BAHAMA ISLAND! Stay at a World Famous Resort 
with two 18-hole golf courses, 12 tennis courts, 9 restaurants, a luxury spi^ and 
magnificent pools. Plus, shopping at the adjacent International Bazaar, or just 
relax on one of their sandy, white beaches! 

A toll free hotline has been established 
for your immediate confirmation! 

Who is authorized to use this toll free claim line? 

Individuals v^o receive notiflcadim from EZ Travels via The Internet are authorized to use this claim 

tine. 

In what capacity does EZ Travels function? 

EZ Travels regulates and administers the disbursement of promotional vacation packa^ to promote 
Florida/CariMwan tourism. All accommodations provided at nationally recognized hotels. EZ Travels is 
registered with major (vofessional travel associ^ons. 

Consumer Disclosure 

This offer is not available to the general public. Vacations include hotel lodging plus round-tip airfare to 
Uorida and are offered to recipients of this certificate at a discounted rate. Vacatioas do not include 
taxes, service fees, gratuities or meals. This is the only notificatioa you will receive. Please call the toll 
Bee hotline within 72-houts of receipt. This is not a contest, giveaway, sweepstakes or lottery. This offer 
is designed to promote Florida and Caribbean hotels and resorts. Only one call per recipient 


To call the toll free EZ Travels hotline... cUckhere 
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If you call the EZ Travels toll free hotline... 


YOU COULD GET SCAMMED! 


EZ Travels is not a real company. The EZ Travels offer to wliich you 
responded is a &ke, posted by the Federal Trade Commission to highlight 
the hazards of travel fraud on the Net No information about you has been 
transmitted to or coUected by the FTC. 

DON’T BE A VICTIM OF TRAVEL FRAUD 

* A "SPECTACULAR LUXURY DREAM VACATION offer” isn't a free 
vacation. It's an qJ^/oseU you a tr^Aat may be luxurious — w not 

* Taxes and service fees can substantially inflate die cost of a vacation. 

BEFORE YOU BUY TRAVEL... 


* Research the travel seller. Make sure the seller is a member of a professional travel 
association such as die American Society of Travel Agm^ the National Tour 
Association or die United States Tour Operators Association. 

* Verify arrangements before you pay. Cet die details of your vacation in writing 
aiul a copy of die cancellation aim refimd policies. Ask if the business has 
insurance and whether you should buy cancellation insurance. 

The FTC provides consumer information on Travel Fraud . Additional information on 

Travel Fraud is available from the American Society of Travel Agents . 

Send comments on die £Z Travds page to travebcana&Ac.eov . 


222 



Planning a vacation? Be sure you get what you pay for. 

* Be wary of ’bargain* vacation offers on postcards and certificates. Hidden 
charges can add up. 

* Adopt a ’no-surprise* travel policy. Get the total cost in writing and know 
what it includes before you pay. 

* Walk away from high-pressure sales pitches that don't give you time to 
think or plan. 

* Give bank or credit card information only to businesses you know and 
trust. Never give unsolicited callers your bank account or credit card 
number, and never send money by overnight express. 

Want more information? 

Check out these FTC Publications: 

■ Consumer Alert! Traveler's Advisory: Get What You Pay For 
a TelemarketirKi Travel Fraud 
a Timeshare Tips 
a Timeshare Resales 

Or visit these travel sites: 

a American Societv of Travel Aoents 
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Difplajr RkU "Tcaicr'' 
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EZ Toyz 

presents an exciting investment opportunity for 
the entrepreneur who insists on earning at least 

$100,000 PER YEAR 


Distribute Licensed Products! ! ! 

Disney • Warner Bros. 
Coca-Cola • Pepsi 
NCAA# NFL# NBA. NHL 

EZ Toyz is seeking qualified investors to 
distribute 

these and other brand name, licensed products. 

• NO EXPERIENCE NECESSARY 

• RESTOCK PROFITABLE 
ACCOUNTS 

• PART-UME OR FULL-TIME 

• WORK FROM HOME 

• NO OVERHEAD 
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If you pursue the EZ Toyz opportunity.. 


You could get scammed! 

EZ Toyz is not a real company. The EZ To^ opportunity to which you responded is a 
fidce, posted by the Federal Trade Commission to highli^t the haza^ of "licensed 
pnx^” firaud on the Net No btformation about you has been transmitted to or 
collected by the FTC. 

Licensed product fiaud typically involves the purchase of brand name products fixnn a 
business opportunity promoter. The promoter claims the investor can malc g large profits 
by marketmg the products on display tacks. 

DON’T FALL FOR LICENSED PRODUCT FRAUD 


* Check-out the promoter. Call the lepl department of the consumer products 
conqwny. Ask if tfa^ve heard of die business oppmtunity promoter and wdiedier 
the ^moter is a "licensed distributor" of the company's prothicts. 

* Get earBlngscUlmsfaiwritiiig. Insist diat the pnmoter give you written 
information to support any earnings claims, including the number and percent of 
others who have eanied as mudi as the promoter claims. Also, ask the promoter 
for die disclosure document required by law. If the promoter hesitates or refuses, 
walkaway. 

BEFORE YOU INVEST 


* Check to make sure the business opportunity complies with applicable state 
registration laws 

* Research the industry and the market and talk to current investors in person. 

The FTC provides consumer information on Franchises and Businem Opportunities 
and licensed Product Fraud fPisplav Rack & Ruink 

Send comments on the EZ Toyz page to EZTovz@ftc.gov 
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Going to Display Rack and Ruin... 

August 1997 

Ever hear the phrase ”al1 diat ^tters is not gold*? It qtplies to fraudulent display rack 
business opportunities. 

Fraudulent promoters across the coun^ ate offering entrepreneurs like you the diance 
to make S 1 00,000 or more a year selling Ikensed products fitom well-known companies. 
Their pitches include some great claims: MasetfAv. You won't have lo quit your Job. 

You can work Jmm home. You canmake your own hours. Indeed, they say that m an 
investment of as little as $15,000, all y«w have to do is restodc profile high-tn^ 
display rack locations like midis, shopping centers, gift shops, convenience stores, 
sigietmatkets, and chain drug stores. 

Sounds like a dream opportunity, right? Wrong! 

Entrepreneurs vAo invest in busmess opportunities like fttese tardy make the big money 
fliey’re promised. Promoters often suppfy undesirable merchandise — fitr exmqde, 
ou^ated products that may never have captured die public's attention— and unprofitable 
locations. In fiwt, would-be busmess owners generally lose their entiie investment 

If you’re diinking about investing in a dirplay radt opportunity, the Federal Trade 
Commission has a message foe you: Chedc out their ctums to avoid going to dinltw 
"rack and luhL” 

Business Opportunity Cheddist 

■ Cheek ent the promoter: 

* Call the legal dqiertment of the comany whose merdumdise is being promoted. 

* Find out whether the promoter is afiSiated with the oanqNniy. 

* Ask if die conqiany biw ever threatened tradenurk action agamst the promoter. 

■ Qaastta promises that your entire inveetment will go fiir "di^lay racks and 
inilid inventory." The promoter’s sales commissions on your purdiase of products 
m^ eat up as much as 30 to 40 percent of your investment 

■ Ask the proenoter if you’ll be charged whoiesde or retail prices for your initid 
inventory. If you pay retail, you’ll have to mark up the price to make a profit Thd 
means you probably won’t move much inventory. Even if die promoter nnees to 
sdl you inyentory at whdesale prices, you may get out-of-date merdMm&ediat 
never add in the first place. Either way, you wee. 

■ Check out locator companieSi'nteae are durd-patty firms, usually recommended 
by die promoter, that you hire to locate dis^w rack tiles. The fimw mw claim 
they’ve done miadwt surveys in your area. Ask fin copies. Typically, a am 
cham you $200 per site; die locator gets half the fte. Shwe niih-daffic stores 
coda sol popufar consumer products on their own, locators may be dile to secure 
low traffic locations only. 

■ Gat a 1st of praviona iaveston, as well as their addresses and phone numbers. 
The FTC’s Franduse Rule requires it, and any legitimate busiiiM should be happy 
to provide it If possible, visit one or two investoes and dwir locadont— in 
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person. If you call, you may talk to a "singer" or a "shill" — a person hired by the 
promoter to give a favorable report on the business. 

■ Get earnings claims in writing as well as substantiation. Insist that the 
promoter give you written substantiation in the disclosure document required by 
the Franchise Rule. Be sure this includes the number and percent of odiers who 
have earned at least as much as die promoter claims. If die promoter hesitates or 
refuses, walk away. Don’t believe what they say about sales, profits, or income. 

■ Consult an attorney, accountant, or other trusted financial or business 
advisor before you sign any agreement or make any upfront payments. your 
attorney to review die company’s contract and advise you on how best to proceed. 

■ Call your state Attorney General or local consumer protection agency, and the 
Better Business Bureau where you live and where die promoter’s ^iness is 
headquartered. Ask if there are any unresolved consumer complaints on file. This 
is a prudent and practical way to proceed, but not foolproof. ^ 

For More Information and Help 

If you think you’ve been defrauded by a display rack business (^portunity promoter, 
contact the company and ask for a refund. Let Ae company know diat you plan to 
contact law enforcement officials about your experience. Keep a record of your 
conversations and correspondence. If you send documents to the company, make sure 
you send copies, not originals. Send correspondence by certified mail, return receipt 
requested, so you have a record of what the company receivol 

If you can’t resolve die dispute with the company, several organizations may be able to 
help you. Your phone book will have die names, addresses, and phone numbers for these 
organizations: 

■ Your state Attorney General. Most of these offices have divisions diat deal with 
consumer protection issues. 

■ The advertising manager of the publication that tan the business opportunity ad. 

■ The Federal Trade Commission . To file a conqilaint with the FTC, write: 
Consumer Response Center, Federal Trade Commission, Washington, DC 20S80. 
While the FTC caimot intervene in individual dispides, ^ information you 
provide may indicate a pattern of possible law violations requiring action by the 
Commission. 

■ The National Fraud Information Center (NFIC) at 1-800-876-7060, 9 a.m. - 5 p.m. 
EST, Monday throuj^ Friday. NFIC, a project of the National Consumers LeaW, 
is a nonprofit organization ttat operates a bodine to provide services and help for 
consumers who may want to file complaints. NFIC also sends qipropriate 
infrNmation to the Federal Trade Commission/National Association of Attomeys 
General Fraud Database. 

For a free copy of Best Sellers, a list of die FTC’s consumer and business publications, 
contact: Consumer Response Center, Federal Trade Commission, Washinmon, D.C. 
20580; 202-326-2222; TDD: 202-326-2502. 
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Weight Loss "Teaser" 
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Shed Pounds and Enjoy Your Favorite Foods! 




New Scandinavian herbal formula 
shrinks fat cells! 

Have you tried starvation diets with little or no success? 

Is your schedule too busy for daily trips to the gym? 

Have you lost 5-10 pounds only to put the weight right back on? 

Do you have trouble slimming down your hips, thighs, buttocks, and 
waistline? 


Do you get hungry late in the afternoon or in the evening? 



Do you suffer from cellulite? 

Regular weight loss programs work for some people, but if you 
answered YES to th^ or more of these questions, then you already 
know that they may not work for your special metabolism. But there's 
good news! If other diets have failed you, we have a product that may 
be the secret to a SLIMMER, TRIMMER YOU! 

'I in li ii . ! 


• NO dangerous pills to jangle your nerves! 

• NO special "diet meals" to buy! 

• NO expensive doctor visits! 

• NO more rabbit food! 

Tradition Meets the 21st Century: 


From the Forests of the Northern Lights comes the Scandinavian weight loss 
breakthrough guaranteed to work for you. Whafs the secret? Ifs Essence of Malmds-a 
unique blend of all-natural herbs derived from the evergreen forests of Scandinavia. 

After nearly three decades of scientific research. Dr. Pers Johannsen, Direktor of ftie 
Center for Weight Loss at the Gdttenberg Institute, has identified the molecular Isomers 
in natural Essence of Malmds. This concentrated extract bunis fiat by encouraging 
Isotonic thermogenesis-Ae process of transforming fot reserves to produce energy. 

For the first time, ftiis ^lecial Essence of Malmds is available in gelcap form as ... 


"You know how die camera add at least 10 pounds. A week of NordiCaLite before 
meals and Fm ready for the skimpiest bathing suit It takes the weight off-especially 
those pockets of cellulite foat exercise cant budge." 

— Swimsuit issue cover model Vamishke 

"On regular diets, Fd starve and starve and hardly lose a pound. But NordiCaLite gave my 
problem metabolism foe jump start it needed. I lost 27 pounds in S weeks and weent 
fiwm a size 16 to a size 8 — vthile enjoying all my fovorites foods.” 

— Astrid S. 


To enjoy foe benefits of this slimming secr^ you could qpend foousands of dollars 
for a monfo at one of Scandinavia's most fashion^le spas. But i^y bother when NOW 
you can pamper yourself with foe very same delicious pre-meal beverage that 
foshionable Europeans drink to maintain foeir sleek, willowy shape. Relax wifo 
NordiCaLite before lunch and dinner and foen enjoy all your fovorite foods — pasta, 
potatoes, even snack foods and sweets! Youll have foat sle^ Scandinavian silhouette in 
no time at all. A 30-day sigiply is $29.95. Or save even more by getting a 60-day siqiply 
for only $39,951 

CAUTION! If you begin losing weight too fast, switrfo to one delicious cig> 
of NordiCaLite a day. 


V ■I'ln'.il.ii. ... 


* Clinically tested in Scandinavia 

* Recommended by doctors and pharmacists 

* Proven effective for men and women of all ages 


Thirty-day supply... 

only $ 29 . 95 ! 


Special Introductory Offer! 
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\i MX liCnl.il.i ■ 

Just dissolve one NordiCaLite in a glass of hot water at least 30 minutes before 
each meal. While you relax widi diis delicious, all-natural soothing beverage, the secret 
ingredieat in NordiCaLite has aheady started to release the toxins trapped in your 
subcuhmeous fid cells - those lumpy bulges that keep you ftom having tte slim, trim 
silhouette you deserve. 

We can thank the holiatic practitioners of Scandinavia fi>r the miracle we call 
NordK^aLite. The exchiaive spas of Scandinavia me known for indulging dieir jet-set 
clients while helping them lose 10, tS.asmudiasSOpoundsinanly 30da^! Th^ 
know that all the calorie-countiim and exerciae in the world can't budge those himpy, 
jig^y pouches of fid. To attack you've got to break up those depnits fiom dw inside 
out Mid rdeme the toxins trapped iiMide. 

bteO] 


ewMamaiimMSi*«fO»iinii*iiii.ut 

oaMkMa *MMkaei lotsas 
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If you responded to an ad like NordiCaLite... 

YOU COULD GET 

SCAMMED! 


NordiCaLite is not a real weight-loss product 

The ad is a Me, posted by the Federal Trade Comission to raise awaroiess 
about die fidse and deceptive advertising claims made by many so-called 
"weight-loss" products. 

DON’T BE A VICTIM OF 
WEIGHT-LOSS SCAMS! 

For more information, visit the FTCs " Operation Waistline " page. 



234 


Should You Believe These 

Amazing Claims? 



You've Seen the Claims... Now Get the Facts! 

■ Claims for diet products and programs that promise effortless weight 
loss are false. 

■ To lose weight, you have to lower your intake of calories and increase 
your physicd activity. 

■ As a rule, the &ster you lose weight, the more likely you'll gain it back. 
Unless you're under a physician's care, don't go for programs (hat 
promise quick weight loss. 

■ Claims that you'll keep wei^t off p<mnanently or for a long time 
usually are baloney. To maintain weight loss, change how you eat and 
how much you exercise. 

For more information: 

■ Consumer Alert! Paunch Lines 

■ The Skinny on Dieting 
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HUD Tracer "Teaser" 
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United States Government 

HUD Tracer Association 


WORK FOR THE GOVERNMENT - FROM YOUR VERY OWN HOME 

How can you make up to $1500 
by helping someone get money from HUD? 


The federal government owes hundreds of millions of dollars to people 
just like you. You can become a Ti-acer for the Department of Housing 
and Urban Development (HUD) and earn as much as $12,000 a month by 
helping others get the money owed to them by HUD. You'll work on 
behalf of HUD locating and contacting people that are owed money 
because they've paid off their home loans. Hundreds of thousands of 
people don't know this money's owed to them! Help them! Help HUD! 
Help yourself at the same time! It's fun and easy, and you can do it from 
the privacy and comfort of your very own home. 

For only $29.99, we'll send you: 

• A list of the people due mortgage refunds from HUD with recent 
addresses; 

• Tips on ways to locate these people; 

• Tips on what to say once you've located them; 

• Official government forms to use when processing their refunds; 

• Tips on how to keep good records to keep the money coming in. 


for more intbnnation ... 
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If yoa retpoaded to an ad like 

The Tracer Association Page. 


YOU COULD GETSCAMMED! 


The Tracer Association Page does not advertise a real business (qiportunity. The ad is a 
fidce, posted by the Federal Trade Commission to raise awareness about die hazard of 
busing opportunity fraud on the Net No information about yoa has been 
transuiitUti to or eottected by the FTC. 

DON’T BE A VICTIM OF CYBERFRAUD 

* Beware of online business opportumty advertisements that make exaggerated 
earnings claims and ads that offer little product information but lots m glowing 
promises. 

* Use extreme caution before sending bank account or credit card information 
online. The Net is NOT a secure environment for financial transactions yet 

* Alao use caution when transmitting address and odier personal information. This 
information is used by scam artists to compile "sucker" lists. 

BEFORE YOU INVEST... 

* Get disclosure documents and review them carefully. In most cases, the law 
requires business opportunity and fimichise promoters to give potential buyers 
detailed information about the business and about company finances. 

* Check to make sure the business opportunity is in compliance with fq>piicable 
state registration laws. 

* Research the business and dm maricet, and talk to current investors. 

Additional infrnmation about Frunchi.se.s iiiul Business Oounrlunitius is available 
fimn the Federal Trade Commission. Real informatioa is also available about the 
Ht D^FHA mortgage insiiraiici; refund urogram . Send comments on The Tracer 
Association Page to tracerS!Jic. Bov . 
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FTC "Teaser" Site 
featured as 

"New" Site of the Week 



239 




Like a little mor e green i n your life? 

kVhVkv. a/nwoy'. co/n * click here 


Like a little more green in vour liteV 

To p i Business and Economy i Producta aad Services :Buginess Opportunities 

0 , Sedrch [options 

(D Search all of Yahoo O Search (Mily in Business Opportunities 

• Directories ( 27 ) 


Franchising@ 

Get Rich Ouick!(a} 

Health ( 60 ) 

Insurance ( 2 ) 

Investment Opportunities ( 135 ) 


Marketinyfg) 

Multi-Level Marketing ( 1536 ) Nnn 
Restaurants ( 7 ) 
Telecommunlcatiops ( 29 ) 

Travel Agencies ( 12 ) 

Vending Machines ( 30 ) 

Usenet ( 3 ) 


* EZ Toys Investment Opportunity NM - distribute licensed products! £Z Toyz presents an 
exciting investment opportunity for the entrepceneur who insists on earning at least SlOOK per 
year! 

* Virtual Technologies NM • offers business plan for starting a company with little money down. 

* SurfPav - get paid to surf the Net! 

* 101 Jobs You Can Do ai Home - Oppominities ftu' 'at home’ employment Additimial income 
without 'traditional' outside work. Hundreds of jobs you can do at hmne, no expoieoce required. 

* 21st Century Marketing Systems. Inc - own a marketing consulting practice. 

* 3 Goddesses Gourmet Tea • Seeking national and international di^butors for its gourmet Indian 
Nilgiri tea offers excellent product, attractive packaging and easy financial a r r ang ements 

* A&M Wholesale Distributors - hot business links fix the entrepreneur. 

* A+ Learning Success Institute - innovative learning strategies and business opportunity. 

* About Business in Australia - Australian stock exchange infrxmation, Australian employment 
opportunities, products and services avail^le via the internet. 

* Abuse the IRS Right Back! 

* Abyss Scuba Center - dive shop for sale including inventory. 

* Access to Home Based Business - ten unusual home computer business opportunities including 
medical billing, paralegal, financial broker, sdiolarships, advertising, scor, small business services 
and travel agency. 

* Access to Success - providing access to infixmation that will aid in furthering your success. 

* Action Computer - distributer of computer components. 

* AdMaxNets - unique software which allows you to write an ad for you business opportunity. 

* Advantage Financial Services 

* Agents Needed for U S. Mortgage 

* Agnm.Com - credit card, mortgage reduction, and many business opportunities. 
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Senate Pensment Sabcoinmitlee 
on Inwstigations 


EXHIBIT#. 



90 DAY, NO QUESTIONS ASKED, MONEY BACK 
GUARANTEE!! 

FORTUNA ALLIANCE® 

A World-Wide Cooperative Profit-Sharing Association 
Designed for people with NO TIME AND NO MONEY 
for traditional Business Opportunities 

What if you could simply hire a Marketing Expert to help 
you be successful in your own business, to handle all the 
headaches and just make you money? 

What if you paid this Marketing Expert $250 a month which 
produced a minimum of $5,250 income each month for you. 
While you simply watched? 

Would you want to continue this arrangement while you kept 
earning $5000 a month profit? 

Well that's exactly what would happen if you hired Fortuna 
Alliance as you personal Marketing Expert! 


Fortuna Alliance systematically builds 
your business for you. We've 
eliminated all the negatives! 

• No recruiting necessary. 

• No investment in inventory. 

• No product selling or collections. 

• No phone work or mailouts. 

• No monthly paper work. 

• No costly advertising. 

• No personal shipping or 
delivering. 

• No product return handling. 

• No sales tax (in most cases). 

• No baby-sitting customers or 
reps. 

• No minimum volume 
requirement. 

• No forced break-aways. 

• No need to balance "legs". 

• No runaway leg. 

• No giving away recruits to upline. 

• No cross-lining. 

• No people retention problems. 
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. NO HEADACHES! 

The absolute highest residual income in the industry is locked in through our unique 
mathematical formula: The Fibonacci Sequence! 


The most powerful marketing concept to come along In many years! Fortuna Alliance 
generates more than 30 times the income of any other program, with 1/lOth the number 
of people. 

If you are not completely satisfied with your earnings at the end of 90 days, you keep 
your earnings AND get your money back ... No Questions Asked! 

Where else could you start your own business for only $250 with No Headaches and that 
kind of guarantee? 

Multiple Income Centers available for unlimited income potential. 

Shop and buy through the Internet. 


Available countries: 

Fortuna Alliance is free association of individuals. Any country that follows the path of 
free enterprise and allows free association of its individual citizens should be open for 
individuals to join. 


To Learn More About FORTUNA ALLIANCE... 

• Call 800-766-4810 24 hr. msg. (outside US...) 

• Faxon Demand: (512) 703-6188 

• Call 800-610-1958, x3056 (outside U.S. 612-707-0570) 

• http://www.pacificrim.net/~fortuna 

• E-mail: fortuna@pacificrim.net 

• Your Sponsor: Williams Enterprises 502-456-5345 

• Visit the products page at http://shoppers.com/fortuna/ 
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FOR RELEASE: FEBRUARY 24, 1997 

INTERNET PYRAMID OPERATORS, FORTUNA ALLIANCE, 

COULD RETURN OVER SS MILLION TO CONSUMERS 

Consumers who lost money investing in an illegal pyramid scheme on the Internet will 
recover their lunds, under a settlement obtained by die Federal Trade Commission and 
the scheine’s promoters, and Fortuna Alliance. Under the settlement, every Fortuna 
member is entitled to receive a refund in full for their membership fees. 

In the complaint detailing the charges, the FTC charged that Fortuna Alliance, L.L.C., 
and four officers, marketed the pyramid scheme through a home page on the World Wide 
Web and with printed promotional materials. Using fabulous earnings claims, they 
induced tens of thousands of consumers in over 60 countries around the world to pay 
between $250 and $ 1 750 to join their pyramid scheme, claiming that members would 
receive over $5000 per month in “profits” as others were induced to “enroll.” In addition, 
Fortuna and its officers provided advice and promotional materials for members to 
recruit others to Join the pyramid, both through direct contact and by setting up their own 
web sites. The FTC’s complaint asked the court to order a permanent halt to the alleged 
deceptive practices and to order redress for the people Fortuna signed up to the scheme. 

The redress program will offer consumers who invested in the scheme, including foreign 
nationals, full refunds for membership fees they paid. The money will come from a fund 
initially using money frozen in the U.S. and $2.8 million transferred from Antigua, W.l. 

If this is insufficient to meet refund requests, defendants will pay additional money to 
ensure full refunds for all who seek them. Consumers who received refunds from the $2 
million already distributed will not receive further payments. The FTC expects refund 
notices to be sent out by the end of March. 

"Our expert calculated that over 95% of the people who invested in Fortuna would have 
lost money if we had not shut this pyramid down." said Jodie Bernstein, Director of the 
FTC’s Bureau of Consumer Protection. "Under this settlement, any investor who lost 
funds will be able to recover them. But big losses are the bottom line in all pyramid 
schemes. We closed down Fortuna’s web site quickly and the settlement will provide 
consumer redress in this case. But we hope that all consumers get the message: pyramid 
schemes are illegal and in the end they all fail." 

Under the agreement to settle the FTC chargeyFortuna will set aside $2.8 million to 
fund a consumer redress program. Earlier, a ^deral district court directed the return of $2 
million and an additional $350,000 remains frozen in U.S. banks. When the 11 C’s case 
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against the film was filed last May, a federal district court issued a temporaiy restraining 
order and fioze the company’s assets pending trial. At the same time, the FTC, with the 
assistance of the U.S. Dq>artment of Justice’s Office of Foreign Litigation, also obtained 
a court order in Antigi^ fieezing Fortuna funds that had been transferred to an of&hore 
bank there. As part of its case, the FTC sought a permanent injunction against the 
pyramid scheme, repatriation of funds transferred of^ore, arid redress for consumers. 

To settle the FTC ch^es, Fortuna Alliarxx and its principals also will be barred fiom 
"engagingiparticipating, or assisting in any matmer or capacity . . . the advertising, 

promoting, offering for sale, or sale, of any chain or pyramd marketing program "In 

addition. ^ defoliants will be barred fiom making deceptive eamingQ clai^ in 
conjunction with any marketing or investment program they offer. Bookkeeping and 
monitoring provisions are included to allow the FTC to track compliance with the terms 
of the settlement 

The Commission vote to accept the proposed consent judgment was S-0. The FTC’s 
Seattle Regional Office handled the case, with invaluable early assistance fiom the 
Washington State Division of Financial Institutions’ Securities Division; the Bellingham, 
WA poUw dept; the Nevada and Washington State Attorneys' General offices; and the 
Florida ComptroIlCT’s Office, Department of Banking and Finance’s Division, of 
Financial Investigations. The FTC used counsel in London, Belize, and Antigua for the 
foreign litigadon. The Department of Justice, Office of Foreign Litigation was 
instrumental in reaching settlement of the foreign actions. 

NOTE: This consent judgement is for settlement purposes only and does not constitute 
an admission by the defendant of a law violation. Consent judgments have the force of 
law when sign^ by the judge. 
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Overview Fortuna Alliance 


Background for Existing Members of Fortuna Alliance While this document is not 
intended to be exhaustive on the subject, it is intended to present enough information 
for a prior member of Fortuna Alliance to choose one of the three options now 
available to them prior to the start-up of the new Fortuna Alliance fi. 

Fortuna Alliance is the company, policies and format which existed world-wide prior 
to May 29, 1996, when Fortuna Alliance offices in the United States were "raided" by 
armed members of a UJS. regulatory and enforcement agency known as the ''Federal 
Trade Commission" (FTC). 

Fortnna Alliance was forced into "receivership" by order of Federal Judge 
McGovern, at the request of the FTC. All assets were seized; offices,^ phones, 
computers, software, business records, and cash. All bank accounts in the U.S. and 
Antigua were frozen. 

Defendants where deprived of all existing funds to defend themselves by the Judge 
through the application of laws intended for convicted criminals and the like. Fortuna 
Alliance was forced to stop doing business and the court appointed "Receiver" began 
a systematic dismantling of the company including spending membership money at a 
rate of approximately USDS3,0<)0 per day. 

According to U.S. Government documents, the FTC traditionally returns only 3.6% of 
the money it seizes to its original owners in the name of "protecting U.S. Citizens". 

After a lengthy battle, which included a 300 million counter-suit, Fortuna Alhance 
secured a major victory on behalf of its members. Judge McGovern instructed the 
Receiver to return all application fees not yet processed by Fortuna, or that were 
received after the "raid", to the rightful owners. Fortuna Alliance has not yet been 
allowed to speak; Judge McGovern denied our request for an evidentiary bearing. 

Founder Augie Delgado and many of Fortuna Alliance's world-wide staff have 
continued working to defend Fortuna and reorganize it into an organization with 
improved programs for the membership and built in protection from any country's 
arbitrary abuse of power over its citizens. Especially from the jurisdiction of U.S. 
agencies which are striving to curtail the increasing participation in "off-shore" 
activities by U.S. Citizens and who also wish to gain jurisdiction over the "Internet", 
thereby adding to their current control of information available to U.S. Cithcens. To 
emphasis this point: Last year, 33 Trillion Dollars were held offshore by financial 
centers world-wide. 

As a result of this 8 month "Baptism of Fire" there has been severe devaluation of the 
member income centers as well as devastating losses to Fortuna Alliance itself. The 
vision has survived and is going forward, as Fortuna Alliance II. Please Note , existing 
Fortuna Alliance members are automaticaily members in Fortuna Alliance II. 

OVERVIEW OF FORTUNA ALLIANCE II (TM) 

The new Fortuna Alliance II will be similar to the "original" Fortuna Alliance in most 
ways. It was very good as it was and the primary reasons to change any part of it are: 

1. to protect it from interference by governmental agencies of any country and. 
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2. to take advantage of all that the founder, Angie Delgado, and the Executive 
Team have learned from this most devastating experience at the hands of a 
brutal regulatory agency, the Federal Trade Commission. 

A primary and fundamental change from the structure of the other company will be a 
fourth cat^ory of membership called the "Basic Membership". This category of 
membership uill now be the f^t level of membership and a prerequisite to the Elite 
Membership leveL This prerequisite will not apply to existing Elite members. It will 
carry with it the privilege of shopping at our on-line virtual mall using the Internet, as 
will all higher categories of membership. 

Prior to completion of the Fortune mall, the members will be able to "shop" from our 
new portfolio (catalogue) with its new and exciting products and services. A few of the 
new products/services will be worth joining Fortune Alliance 11 on their merit alone. 

In addition to our current international portfolio of over 275,000 products and many 
unique services, we are continuing to add providers specifically within each local 
region. 

Another change in the new Fortuna Alliance II will be the restructuring of the 
company's popular charitable contribution program fiom 15% to 10% of gross 
revenues. The 5% change will be reapplied to set up and maintain Regional Offices 
and Member Service Centers (MAGNETS) in various countries as well as support 
ongoing legal defense and an assertive public relations campaign. 

From your monthly membership fees paid to Fortuna of the gross, 10% is used for 
donations to Non-profit organisations, with the remainder going to Fortuna Alliance 
as a Consultancy Fee. It is the intention that any profit remaining after running 
expenses and promotion of members co-ops and from investment returns will be paid 
out by the Company to the members as company shared profits aceording to the 
Fibonacci Sequence, on a first come first service basis. At first, there will be three 
Regional Offices: Canada for North America, Holland for Europe and New Zealand 
for Australasia. 

This will better support the opportunity to have more regional providers in the local 
area, and provide members telephone access to "the company" where the local 
language is spoken and business is not hindered by time zone differences. 

The number and size of these Regional Offices will grow based on the needs of our 
expanding world-wide membership base. 

One of the most important changes in Fortuna Alliance II will be that the company 
will maintain its operations off-shore from each and every country where it will do 
business. 

This means that a "raid" by a governmental agency which put Fortuna Alliance out of 
business without a warning or a trial to prove guilt of any kind, will never happen 
again. 

Few of the new changes will be more financially rewarding to the new members of 
Fortuna Alliance II than the innovative concept that every Basic or Elite Member may 
now own profit-sharing certificates in the new company. 

This will bring profit-sharing to a whole new level - the "Holding Company" level. 
This international holding company will control various subsidiaries offering members 
Off-Shore Banking, Insurance, IBC's, Trusts, Debit/Credit cards. Travel, Resort 
Ownership, Asset Management/Protection, Real Estate, Financial Planning and 
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Investments. 

Will members of the previous company, Fortuna Alliance, be left out of these 
innovative and exciting changes? 

No, definitely not! A brief description of the opportunities available to members of the 
original company will be presented following the Basic Membership information. 

Basic Membership 

Prospective members pay USS250 for: 

• The privilege of belonging to the F.A. II Co-Op for one year, 

• The right to purchase portfolio items, 

• The opportunity to receive a 30% profit-share on personal purchases, 

• The opportunity to purchase Profit Sharing Certificates in the amount of 
USDSlOO each, with a guaranteed 20% minimum return the first year. 

Basic Members will be sponsored by a current F.A. II member. 

Basic Memberships are not commissionabie. 

Basic Members participate in 30% profit-sharing from their personal purchases ouly. 
Basic Members will be placed in the 376 member Fibonacci Tree of their Sponsor if 
and when they upgrade to Elite Membership. 

Basic Members must pay an annual renewal fee of $199 to remain members in good 
standing only if he/she has not chosen to upgrade to Elite Membership status during 
the year. 

Basic Membership is not refundable after the initial 14 day rescission period. 

Basic Members are allowed to upgrade to profit-sharing Elite status at any time after 
14 days and up to one year. 

Basic Members who choose to upgrade to Elite Membership within 90 days of 
becoming a Basic Member, will have a portion of that fee paid by Fortuna Alliance II 
according to the following schedule: 

If a Basic Member becomes an Elite Member within 30 days, Fortuna Alliance II will 
contribute $175 to the purchase of the first "profit center". 

If a Basic Member becomes an Elite Member after 30 days, but within 60 days, 
Fortuna Alliance II will contribute $125 to the purchase of the first "profit center". 

If a Basic Member becomes an Elite Member after 60 days, but within 90 days, 
Fortuna Alliance II will contribute $75 to the purchase of the first "profit center". 

Elite Membership 

Each Elite Membership may be purchased for a one-time out-of-pocket amount of 
USD$250. 

At the Elite level of membership the Elite Member will be entitled to: 

• Acquire one or more Elite level "profit centers", 

• Distribution of Company shared profits according to the Fibonacci sequence 
determined by the plaeement of Elite Members in their co-op tree, 

• Full profit-sharing from the purchases of others in his/her tree, 

• The option to purchase an off-shore trust from his/her profit center earning or 
advanced by Fortuna Alliance II against future earnings for a nominal service 
fee. All future profits earned may be paid directly into the Elite member's 
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private trust, 

• Opportunity, subject to availability, to purchase Profit-Sharing Certificates in 
the amount of USDSlOO each with a guaranteed 20% minimum return the first 
year, 

• Indefinite monQr-back guarantee after 90 days, of the amount actually paid by 
member for Elite "profit centers" minus any income or benefit derived from 
them. Any refund request must be for all "profit centers" owned by the 
requesting member, 

• Access to higher levels of membership such as Premier and Ambassador, which 
will be described in the new Fortnna Alliance II marketing materials. 

The Options Available to Those Who Were Members 
Prior to May 29th are: 

Option I 

Elite Members of Fortuna Alliance prior to May 29, 1996, will have their family tree 
positions converted to similar positions in Fortuna Alliance II, providing they have not 
previously indicated an unwillingness to continue their membership. AIm they may 
participate in the "ownership" of Fortuna Alliance n through the purchase of one or 
more "Profit-Sharing Certificates" for USDSlOO each. Of the three options, this is the 
only option which has an acceptance deadline attached to it. Option I will be available 
to prior Fortuna Alliance members only until the 250,000 certificates are gone. They 
are currently going fast! 

Option II 

Every Elite Member of the old Fortuna Alliance is offered the opportunity to convert 
his/her family tree positions to similar positions in Fortuna Alliance 11 and NOT 
participate in the "ownership" of Fortuna Alliance II. Option 11 requires the member 
to do nothing except be patient as the company goes through this re-inception phase 
and sends out the F.A. II program information. Any member choosing to accept this 
"default" option, does not give up his/her right to choose Option III at any time in the 
future. Although Fortuna ^liance is currently unable to pay-out the "profit center" 
earnings due to the FTC action, the computer records which were prepared for 
submission to the court show that many prior members bad earned several thousand 
dollars in consecutive months from a single profit center. 

Option III 

Every Elite Member of Fortuna Alliance prior to May 29, 1996, may receive a refund 
of hi^er original Elite Membership fees, minus any cash advance or funds 
distribution already received. This will require filling out a form which will soon be 
mailed to you by a third party assigned in part by the FTC. While there will be a 
closing date for the FTC offer, there will be no closing date for acceptance of refund 
requests by Fortuna Alliance II. This option will be honored bv Fortuna Alliance 11 
indefinitely, as it always has, after it is able to resume business. In fact, dne to tbe 
predicted success of Fortuna Alliance II, if this option is not exercised prematurely, 
few if any members will want to exercise this option at all due to the already achieved 
and possible earnings per profit center through Fortune's profit-sharing concepts. 

For the benefit of existing members, any available refund^ centers from these "early 
positions" will be made available for purchase on a "net worth" basis consistent with 
their demand value in the Fibonacci system. This will be on a lottery basis for fairness. 
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FOR RELEASE: May 29, 1996 

FTC HALTS INTERNET PYRAMID SCHEME 


In its 12th and largest law enforcement action against fraud on the Internet, the Federal Trade 
Commission has obtained a federal court order temporarily halting a pyramid scheme advertised on the 
Internet. The FTC estimates that the scheme has already t^en in over $6 million. The court’s temporary 
restraining order freezes the defendants’ assets and appoints a receiver to manage the company, called 
Fortuna Alliance. The FTC has asked the court to issue a permanent injunction that will provide redress 
for the consumers who were victims of the scam. 

“This brand new, high-tech scam is as old as Methuselah,” said Jodie Bernstein, Director of the FTC’s 
Bureau of Consumer Protection. “Behind all the techno-jargon and the mathematical mumbo jumbo, this 
is just an elaborate, electronic version of a chain letter. People are told that if they sign up and send 
money, they’ll eventually end up at the top of the pyramid, collecting from those at the bottom. But most 
people never make it to the top. Early entrants may make some money, but eventually, the pyramids 
collapse and most of the “members” are left holding the bag,” she said. 

The FTC has charged that Fortuna Alliance, L.L.C., and five officers marketed the pyramid scheme 
through a home page on the World Wide Web. Using claims such as “What if you paid.. .$250 a month 
which produced a minimum of $5, 250 income each month for you, While you simply watched?, and 
“Would you want to continue this arrangement while you kept earning $5,000 a month they induced 
thousands of consumers to pay between $250 and $1750 to join their pyramid scheme by claiming that 
members would receive over $5000 per month in “profits” as others were induced to “enroll.” In 
addition, Fortuna and its officers provided advice and promotional materials for members to set up their 
own web sites to recruit others to join the pyramid. 

According to the complaint detailing the charges, most participants in a pyramid scheme lose money, so 
the claims that consumers who pay Fortuna $250 will receive high income or profits of over $5,000 per 
month arc false and misleading. In addition, providing others with promotion^ material that contains 
similar false claims for use in recruiting new participants, is deceptive or unfair, in violation of the law. 
The FTC’s complaint asks the court to order a permanent halt to the alleged deceptive practices and to 
order redress for the people they signed-up to the scheme. 

In papers filed with the court, the FTC contends that Fortuna has already taken over $6 million from 
consumers, and transferred at least $3.55 million of that money to a baric in Antigua, W.I. The 
temporary restraining order directs defendants immediately to see that the money is relumed to the 
United States. 

The Commission vote to authorize the staff to file the complaint was 5-0. The complaint was filed in the 
U.S. District Court for the Western District of Washington, at Seattle, on May 23 under seal. The seal 
was lifted on May 28. The court has ordered a hearing on May 30 at 9:30 a.m. to consider the FTC’s 
request for a preliminary injunction continuing the temporary relief until the case is completed. 

The FTC’s Seattle Regional Office handled the investigation, with invaluable assistance from the 
Washington Stale Div. of Financial Institutions’ Securities Division; the Bellingham, WA police dept.; 
the Washington State Attorney’s General office; and the Florida Comptroller’s Office, Dept.of Banking 
and Finance’s Div. of Financial Investigations. 

NOTE: The Commission authorizes the filing of a complaint when it has “reason to believe” that the 
law has been or is being violated, and it appears to the Commission that a proceeding is in the public 
interest. The complaint is not a finding or ruling that the defendant actually has violated the law. The 
case will be decided by the court. 
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Copies of the complaint are available from the FTC’s Public Reference Branch, Room 1 30, 6th Street 
and Pennsylvania Avenue, N.W., Washington, D.C. 20580; 202-326- 2222; TTY for the hearing 
impaired 202-326-2502. llie complaint, and additional information about the proceeding, are also 
available at a special Internet site a t httD://www. fic. eoWro/fortuna, him . To find out the latest news as it is 
announced, call the FTC NewsPhonc recording at 202-326-2710 FTC news releases and other materials 
also are available on the Internet at the FTC’s Worid Wide Web site at: http://www.ftc.gov 


MEDIA CONTACT: Claudia Bourne Farrell, Office of Public Affairs, 202-326-2181 

STAFF CONTACT: Charles A. Harwood or Randall H. Brook, Seattle Regional Office, 206-220-6358 

(Fortuna) 

(FTC File No. 962-3158) 
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UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF WASHINGTON 
AT SEATTLE 


FEDERAL TRADE COMMISSION, Plaintiff, 


V. 

FORTUNA ALLIANCE, L.L.C., AUGUSTINE DELGADO, 
LIBBY GUSTINE WELCH, DONALD R. GRANT, MONIQUE 
DELGADO, and GAIL OLIVER, Defendants. 


Civ. No. 

COMPLAINT 


Plaintiff, the Federal Trade Commission ("Commission"), for its complaint alleges as follows; 

1 . The Commission brings this action under Section 13(b) of the Federal Trade Commission Act ("FTC 
Act"), 15 U.S.C. § 53(b), to obtain permanent injunctive relief, restitution, disgorgement, and other 
equitable relief for defendants' unfair and deceptive trade practices in violation of Section 5(a) of the 
FTC Act, 15 U.S.C. § 45(a). 

JURISDICTION AND VENUE 

2. Subject matter jurisdiction is conferred upon this Court by 15 U.S.C. §§ 45(a) and 53(b), and 28 
U.S.C. §§ 1331, 1337(a), and 1345. 

3. Venue in the Western District of Washington is proper under 28 U.S.C. § 1391(b) and (c), and 15 
U.S.C. § 53(b). 

THE PARTIES 

4. Plaintiff, the Federal Trade Commission, is an independent agency of the United States Government 
created by statute. 15 U.S.C. §§ 41-58. The Commission enforces Section 5(a) of the FTC Act, 15 
U.S.C. § 45(a), which prohibits unfair or deceptive acts or practices in or affecting commerce. The 
Commission may initiate federal district court proceedings to enjoin violations of the FTC Act and to 
secure appropriate equitable relief in each case, including restitution and disgorgement. 15 U.S.C. § 
53(b). 

5. Defendant Fortuna Alliance, L.L.C. (“Fortuna”), is a Nevada limited liability company with its office 
and principal place of business at 609 A Northshore Drive, Bellingham, Washington 98226. Fortuna 
markets investments in a pyramid sales scheme throughout the United Stales and in foreign countries. 

6. Defendant Augustine Delgado (“Delgado”) founded and, directly or indirectly, owns Fortuna. Fortuna 
promotional materials call him “Augie" Delgado. Individually or in concert with others, Delgado 
formulates, directs, controls, or participates in the acts and practices of Fortuna alleged below, and has 
done so at all times pertinent to this action. He resides and transacts business in the Western District of 
Washington. 

7. Defendant Libby Gustine Welch is a manager or agent of Fortuna. Individually or in concert with 
others, she foimulates, directs, controls, or participates in the acts and practices of Fortuna alleged 
below, and has done so at all limes pertinent to this action. She resides and transacts business in the 
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Western District of Washington. 

8. £)efendant [>onald R. Grant is an officer or manager of Foituna. Individually or in concert with others, 
he formulates, directs, controls, or participates in the acts and practices of Fortuna alleged below, and 
has done so at all times pertinent to this action. He resides and transacts business in the Western District 
of Washii^ton. 

9. Defendant Monique Delgado is a manager or agent of Fortuna. Individually or in concert with others, 
she formula^ directs, controls, or participates in the acts and inactices of Foituna alleged below, wd 
has done so at all rimes pertinent to this acti<Mi. She resides and transacts business in die Western District 
of Washington. 

10. Defendant Gail Oliver is a maiu^er or a^t of Fortuna. Individually or in concert with others, she 
formulates, directs, controls, or pa^cipates in the acts and practices of Fortuna alleged below, and has 
done so at all times pertinmt to this action. She resides and transacts business in the Western District of 
Washii^ton. 

COMMERCE 

1 1 . At all times relevant to this complaint, defendants have maintained a substantial course of trade in or 
affecting commerce, as "commerce" is defined in Section 4 of the FTC Act, 15 U.S.C. § 44. 

COURSE OF CONDUCT 

12. Since approximately November 1995, defendants have operated an investment program commonly 
knowi as a **pyramid sdieme.** Pyramid schemes are characterized by the payment of money to the 
scheme’s promoter in return for which particip^ts receive the ri^t to recruit new participants. 
Participants then receive payments for each individual they recruit or who appears below ^em in their 
pyramid. Earnings in a pyramid scheme are derived primarily from recruiting other participants into the 
program, not from the ^e of products or services. 

13. Def^idants advertise and maricet their pyramid scheme via the Internet, using el^tronic home p^es 
on the World Wide Wc^. They also use telephones, faxes, and mail to distribute their promotional 
documents and audio and video tapes. 

14. E)efendants’ promotiorkal materials fMomise consumers that they will earn a profit of at least $5,000 
per month for a $250 initial investment. For example, <mc document (Attachment A) slates: 

What if you paid . . . $250 a month which produced a minimum of $5,250 income each month for 
you, while you watched? . . . 

Well that’s exactly what would ha{^)en if you hired Fortuna Alliance as your personal Marketing 
Expert. 

The promoti<Mial materials also explain that cmly the initial $250 investment comes from the 
consumer; any further payments are deducted from ’’profits.” The materials also encourage 
consumers to make multiple investments, up to $1 ,750 per consumer. 

1 5. Defendants’ promotional materials attempt to distinguish their plan from other pyramids 
suggesting that the high profits are attributable to a mathematical formula called the Fibonacci senes. 
(See Attachment B.) In ^t, the formula for distributing profits in any pyramid scheme has no effect on 
the end remit that most participants lose money. 

16. Defendants’ have induced thousands of consumers throughout the United States and in foreign 
countries to pay FcHtuna $250 to $1 ,750 to jmn their pyramid scheme. Defendants have also provided 
their promotional materials to others for use in recruiting new participants and inducing them to invest in 
the pyramid scheme. 
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17. Pyramid schemes are inherently injurious to consumers because they must eventually collapse. Like 
chain letters, pyramid schemes may make money for those at the top of the chain or pyramid, but end up 
injuring the vast majority of participants at the bottom who can find few or no recruits. 

DEFENDANTS' VIOLATIONS OF THE FTC ACT 

18. Section 5(a) of the FTC Act, 1 5 U.S.C. § 45(a), prohibits unfair or deceptive acts and practices in or 
affecting commerce. 

COUNT ONE 

1 9 . In connection with the offering for sale or sale of investments in a pyramid scheme, defendants have 
represented, directly or by implication, orally and in writing (includit^ electronic wnting on the World 
Wide Web), that consumers who pay Fortuna S2S0 will receive high income, or profits of over $5,000 
per month in return. 

19. In truth and in fact, most consumers wdio pay Fortuna $250 will not receive high income, or profits 
of over $5,000 per month in return. Instead, most participants in the pyramid scheme will lose money. 

20. Therefore, the representations set forth in $ 19 are false and misleading and constitute unfair or 
deceptive acts and practices in violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a). 

COUNT TWO 

2 1 . By providing participants in Fortuna with promotional materials both written and electronic, that 
contain false representations, including but not limited to the false representations described in ^ 19 
above, to be used in recruiting new participants, defendants have provided these people with the means 
and instrumentalities for the commission of unfair or deceptive acts and practices. 

22. Defendants’ practices, as described in ^ 22, constitute unfair or deceptive acts and practices in 
violation of Section 5(a) of the FTC Act, 15 U.S.C. § 45(a). 

INJURY 

23. Defendants' violations of Section 5 of the FTC Act, as set forth above, have caused and continue to 
cause substantial injury to consumers. Absent injunctive relief by this Court, defendants are likely to 
continue to injure consumers. 

THIS COURT'S POWER TO GRANT RELIEF 

24. Section 1 3(b) of the FTC Act, 1 5 U.S.C. § 53(b), empowers this Court to issue a permanent 
injunction against defendants' violations of the FTC Act and, in the exercise of its equitable jurisdiction, 
grant such other relief as the Court may deem appropriate to halt and redress violations of the FTC Act, 
including restitution and disgorgement of unjust enrichment. 

PRAYER FOR RELIEF 

WHEREFORE the Commission respectfully requests that this Court, as authorized by Section 1 3 of the 
FTC Act, 15 U.S.C. § 53(b), and pursuant to its own equitable powers: 

(25) Award the Commission all temporary and preliminary injunctive and ancillary relief that may be 
necessary to avert the likelihood of consumer injury during the pendency of this action, and to preserve 
the possibility of effective final relief, including, but not limited to, temporary and preliminary 
injunctions, appointment of a receiver, and an order freezing each defendant's assets; 

(26) Permanently enjoin defendants from violating the FTC Act as alleged in this complaint; 
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(27) Award all relief that the Court finds necessary to remedy the defendants' violations of Section 5(a) 
of the FTC Act, including, but not limited to, the refund of monies paid and the disgorgement of 
ill-gotten gains; and 

(28) Award the Commission the costs of bringing this action, as well as any other equitable relief that 
the Court may determine to be proper and just. 

Dated: 

Respectfully submitted, 

STEPHEN CALKINS 
General Counsel 

CHARLES A. HARWOOD 
Regional Director 

Randall H. Brook 
Eleanor Durham 

ATTORNEYS FOR PLAINTIFF 
FEDERAL TRADE COMMISSION 
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UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF WASHINGTON 

FEDERAL TRADE COMMISSION, Plaintiff, 

V. 

FORTUNA ALLIANCE, L.L.C,, AUGUSTINE DELGADO, LIBBY GUSTINE 
WELCH, DONALD R. GRANT, MONIQUE DELGADO, and GAIL OLIVER, 

Defendants. 

Civ. No. C96-0799 D 

TEMPORARY RESTRAINING ORDER 
FREEZING ASSETS AND PROVIDING OTHER EQUITABLE 

RELIEF 


Plaintiff, the Federal Trade Commission ("Commission"), having filed a complaint for a permanent 
injunction and other relief, including restitution to consumers, pursuant to Section 1 3(b) of the Federal 
Trade Commission Act ("FTC Act"), 15 U.S.C. § 53(b), and having moved for an ex parte temporary 
restraining order and for an order to show cause why a preliminary injunction should not be granted 
pursuant to Rule 65(b) of the Federal Rules of Civil Procedure, and the Court having considered the 
pleadings, declarations, exhibits, and memorandum filed in support thereof, it is the finding of this Court 
that: 

1 . This Court has jurisdiction of the subject matter of this case and there is good cause to believe it 
will have jurisdiction over all parties hereto. 

2. There is good cause to believe the Commission will ultimately succeed in establishing that 
defendants Fortuna Alliance, LX.C., Augustine Delgado, Libby Gusline Welch, Donid R. Grant, 
Monique Delgado, and Gail Oliver, and each of them, have engaged in and are likely to engage in 
acts and practices that violate Section 5(a) of the FTC Act, 15 U.S.C. §’ 45(a). 

3. There is good cause to believe that immediate and irreparable damage will be done to the public 
and to this Court's ability to grant full and effective relief among the parties hereto absent entry of 
this Order on an ex parte basis. 

4. Weighing the equities and considering the Commission's likelihood of ultimate success, a 
Temporary Restraining Order is in the public interest. 

I. - CEASE AND DESIST 

IT IS THEREFORE ORDERED that defendants are hereby temporarily restrained and enjoined from: 

A. Promoting, offering for sale, or selling any memberships or participation rights in Fortuna 
Alliance or any other pyramid scheme. 

B. Providing promotional materials or services to any person or entity who promotes, offers for 
sale, or sells memberships or participation rights in Fortuna Alliance or any other pyramid 
scheme. 

C. Making, or assisting in the making of, directly or by implication, orally or in writing, any 
statement or representation of material fact that is false or misleading about the profits or earnings 
that may be expected by any participant in any investment program or plan. 


II. - ASSET FREEZE 
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[T IS FURTHER ORDERED that, except as provided in Section IV below, as stipulated by the parties, 
or as directed by further order of the Court, defendants Fortuna Alliance, L.L.C. (“Fortuna”), Augustine 
Delgado, and Libby Gustine Welch are hereby temporarily restrained and enjoin^ from, directly or 
through any other person or entity: 

A. Transferring, converting, encumbering, selling, concealing, dissipating, disbursing, assigning, 
spending, withdrawing, or otherwise disposing of any funds, real or personal property, accounts, 
contracts, membership or mailing (including "Email^ lists, shares of stock or other assets, or any 
interest thoein, wherever located, that are (a) owned or controlled by any of these defendants, in 
^^ilole or in part; or (b) in the actual or constructive possession of any of these defendants; or (c) 
owned, controll^ by, or in the actual constructive possession of any corporation, partnership, or 
other mtity directly or indirectly owned, managed, or controlled by, or under common control 
with, any of these def4mdants, including, but not limited to, any assets held by or for any of these 
defoMlants at any bank or savings and loan institution, or with any broker-d^er, escrow agent, 
title company, conunodity trading company, precious metal dealer, or other financial institution or 
depository of any kind; 

B. Opening or causing to be opened any safe dq>osit boxes titled in the name of any of these 
defendants, or subject to access by any of these defendants; and 

C. Incurring charges on any credit card issued in the name, singly or jointly, of any of these 
defendants. 

The assets affected by this section shall include both existing assets and assets acquired after issuance of 
this Onier, and these defendants shall hold and account for £ese assets and all payments received by 
them, including but not limited to borrowed funds or property and gifts. 

in. - NON-INTERFERENCE IN ASSET FREEZE 

IT IS FURTHER ORDERED that defendants Donald R. Grant, Monique Delgado, and Gail Oliver are 
hereby temporarily restrained and enjoined from taking, with respect to the assets of Fortuna, Augustine 
Delg^o, and Libby Gustine Welch, any of the actions prohibited to Fortuna, Augustine Delgado, and 
Libby Gustine Welch in Section II above, excepX as provided in Section FV t^Iow. 

IV. - REPATRIATION OF FOREIGN ASSETS 

IT IS FURTHER ORDERED that defendants shall: 

A. Immediately upon service of this Order, or as soon thereafter as Antiguan banking hours 
permit, direct that the Swiss American Bank of Antigua transfer to Fortuna Alliance’s bank 
account at Whatcom State Bank all funds previously transferred by or from Fortuna Alliance, 
Augustine Delgado, or Libby Gustine Welch to that bank. 

B. Immediately upon service of this Order, or as soon as relevant banking hours permit, transfer to 
the territory of the United States all funds, documents, and assets in foreign countries held either: 
(1) by Fortuna, Augustine Delgado, or Libby Gustine Welch; (2) for their benefit; or (3) under 
their direct or indirect control, jointly or singly. This includes, but is not limited to, all funds 
retransferred by the Swiss American Bank o^ Antigua to any other bank or asset holder. 

C. Hold and retain all rep)atriated funds, documents, and assets, and prevent any transfer, 
disposition, or dissipation of these funds, documents, and assets, except to the extent that Section 
XI of this Order requires delivery of them to the receiver. 

D. Provide plaintiff and, with respect to Fortuna’s assets, the receiver, with access to defendants' 
records and documents held by financial institutions outside the territorial United States, by 
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signing the Consent to Release of Financial Records attached to this Order. 

E. Provide plaintiff and, with respect to Fortuna’s assets, the receiver with a fill! accounting of all 
funds, documents and assets outside of the tOTitoiy of the United States which are held either: ( 1 ) 
by them; (2) for their benefit; or (3) under their direct or indirect control, jointly or singly; 

V. - MAINTENANCE OF RECORDS 

IT IS FURTHER ORDERED that defendants are h«eby temporarily restrained and enjoined from: 

A. Failing to create and maintain books, records, and accounts which, in reasonable detail, 
accurately, fairly, and completely reflect the incomes, disbursements, transactions, and use of 
monies by defendants. 

B. Destroying, erasing, mutilating, concealing, altering, transferring or otherwise disposing of, in 
any manner, directly or indirectly, any contnu:ts. membership or mailing (including “Email”) lists, 
accounting data, correspondence, advertisements, computer tapes, disks, or other computerized 
records, bwks, written or printed records, handwritten notes, telephone logs, telephone scripts, 
"verification" tapes or other audio or video tape recordings, receipt books, invoices, postal 
receipts, ledgers, personal and business canceled checks and check registers, bank statements, 
appointment bool^, copies of federal, state or local business or person^ income or property tax 
returns, and other documents or records of any kind that relate to the business practices or 
business or personal finances of any defendant. 

VI. - DUTIES OF ASSET HOLDERS 

IT IS FURTHER ORDERED that, except as stipulated by the parties or as directed by further order of 
the Court, any financial or brokerage institution, business entity, or person that holds, controls, or 
maintains custody of any account or asset, including any membership or mailing (including “Email”) 
lists, real or personal property of defendants Fortuna, Augustine Delgado, or Libby Gustine Welch, or 
has held, controlled, or maintained custody of any account or asset of any of these defendants at any 
time since December 31, 1995, shall: 

A. Prohibit all persons and entitles except, with respect to Fortuna’s assets, the receiver appointed 
by this Order and his designated representatives or agents, from withdrawing, removing, 
assigning, transferring, pledging, encumbering, disbursing, dissipating, converting, selling, or 
otherwise disposing of any of these assets. 

B. Deny all persons and entities, except, with respect to Fortuna’s assets, the receiver appointed by 
this Order and his designated representatives and agents, access to any safe deposit box that is 
titled in the name of any of these defendants, either individually or jointly, or otherwise subject to 
access by any of these defendants. 

C. Provide counsel for plaintiff and, with respect to Fortuna’s assets, the receiver, within five 
business days of receiving a copy of this Order, a certified statement setting forth: 

1 . the identification number of each account or asset titled in the name, individually or jointly, 
of any of these defendants, or held on behalf of, or for the benefit of, any of these 
defendants, including all trust accounts managed on behalf of these defendants or subject to 
any of these defendants’ control; 

2. the balance of each identified account, or a description of the nature and value of the asset 
as of the close of business on the day on which this Order is served, and, if the account or 
other asset has been closed or removed since November 1, 1995, the date closed or 
removed, the total funds removed in order to close the account, and the name of the person 
or entity to whom the account or other asset was remitted; and 
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3. the identification and location of any safe deposit box that is either titled in the name, 
individually or jointly, of any of these defendants, or is otherwise subject to access by any 
of these defendants. 

D. Upon request and within five business days, provide to counsel for plaintiff and, with respect to 
Fortuna’s assets, to the receiver copies of all records or other documentation pertaining to the 
account or asset described in Paragraph C above, including but not limited to originals or copies of 
account applications, account statements, signature cards, checks, drafts, deposit tickets, transfers 
to and from the accounts, all other debit and credit instruments or slips, currency transaction 
reports, 1099 forms, and safe deposit box logs. 

E. With respect to Fortuna’s asse^ cooperate with all reasonable requests of the receiver relating 
to implementation of this Order, including transferring funds at the receiver's direction and 
producing records related to these defend^ts' accounts. 

VII. - SERVICE OF TRO 

IT IS FURTHER ORDERED that copies of this Order may be served by first class mail, overnight 
delivery, facsimile, or personally, by onployees or agents of the FTC or the receiver, upon any bank, 
savings and loan institution, credt union, frnancial in^tution, brokerage house, escrow agent, money 
market or mutual fund, title company, commodity trading company, common carrier, storage company, 
trustee, commercial mail receiving s^ency, mail holding or forwarding company, or any odier person, 
partne^p, corporation, or legal entity tl^t may be in possession of any records, assets, property, or 
property ri^t of any defendant, and any Internet service provider or other person, partnership, 
corporation, or legal entity that may be subject to any |»ovision of this Order. For purposes of service on 
anyone in possession of records, assets, property, or property rights, actual notice of tius Order shall 
include notice from service by facsimile transmission of Sections VI, VI], X, and XIII of this Order, 
provided that this notice is followed within five business days by delivery of a complete copy of this 
Order. For purposes of service on any Internet service provider, actual notice of this Order s^l include 
notice from service by facsimile transmission or electronic mail of the text of Sections VII and XlX.B of 
this Order, provided that this notice is followed within five business days by delivery of a complete copy 
of this Order. 

VIII. - DEFENDANTS’ FINANCIAL STATEMENTS 

IT IS FURTHER ORDERED that each defendant shall, within four business days from service of this 
Order, prepare and deliver to the counsel for the Commission and, with respect to Fortuna’s assets, the 
receiver, completed financial statements on the forms attached to this Order. The completed financial 
statements shall be accurate as of the date of service of this Order upon the defendant. The defendants 
shall attach to these completed frnancial statements cojnes of all state and federal income and property 
tax returns for each individual and entity since January 1, 1995 and copies of all policies of insurance in 
effect since January 1, 1995, with attachments and schedules thereto, insuring against loss of, or damage 
to, real or personal property owned or held by or for the limited liability company or individual 
defendant. 


IX. - ACCESS TO PREMISES 

IT IS FURTHER ORDERED that defendants shall allow plaintiff and the receiver, and their 
representatives, agents, and assistants, immediate access to Fortuna’s business premises and any other 
locations where Foituna’s property or business records are located. The locations of defendant Fortuna’s 
business premises specifically include, but are not limited to, the Fortuna offices and facilities in 
Bellingham, WA and Carson City, NV. The puqx>se of this access shall be to inspect and inventory all 
defendants’ property, assets, and documents and to inspect and copy any documents relevant to this 
action. For purposes of this provision, the term "document" shall include all those items described in 
Paragraph V.B above. The Commission shall have the right to remove documents from defendants’ 
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premises in order (hat they may be inspe^twi, inv«ittwicd, and copied. The docum^ts so removal shall 
be returned to Fortuna’s premises, or any other location directed by the receiver, within seven business 
days unless the receiver agrees to a longer p)criod. 

X. - APPOINTMENT OF RECEIVER AND RECEIVER 
DUTIES 

IT IS FURTHER ORDERED that Michael A. Grassmueck, Inc., is appointed as receiver with the full 
power of an equity receiver for Fortuna and its subsidiaries and affiliates, and of all funds, prop^es, 
premises and other assets directly or indirectly owned, wherever situated, beneficially or otherwise, by 
this defendant with directions and authority to accomplish the following: 

A. Take custody, control, and possession of all funds, property, premises, mail, and other assets 
of, OT in the possesion or <x>ntroi of Fortuna, including the centals of any safe tk^sit box, 
whercii^ situated, with full povrar to divert, return to send^, hold without opening, open, or copy 
any mail, and to sue for, collect, receive and take in possession all goods, chattels, rights, credits, 
monies, effects, lands, leases, b^ks, work p^rs, and records of accounts, including electronic 
files on any media, and other papers and docimienls of defendant Fortuna and members of the 
public whose interests are now held by or under the direction, possession, custody or conhol of 
Forhina. Wifb resp«:t to die premises of defendant Fortuna that are locat^ outside the SiMe of 
Washington, the receivership custody, control, and possession shall be implemented initially on 
behalf of tlw receivership estate by the Commission and, if the receiver and the Commission deem 
it necessaiy, agent(s) of the receiver. The per sons implementing this Order at each 

non- Washington location shall. ( 1 ) effect service of tMs Order at the location; (2) complete a 
written listing of all employees, “volunteers,” and other agents of Fortuna and any odier persons 
found at die site, including, to the extent feasible, the name, home address, social security number, 
job description, and, for any employees of Fortuna, the method of compensation and a statement 
of all accrued and unpaid commissions and compensation; (3) prepare an inv^tory of eiectmnic 
equipment found on site; and (4) secure the location by changing door locks and passwords, 
disconnecting any computers and modems, and preventing any other means of access to the 
computers or other records or property maintained at that location. 

B. Conserve, hold, and manage ail such assets, pending stipulation of the parties or further order 
of this Court; to obtain an accounting thereof; and to report to this Court and the Commission any 
violations of this Order or of Section 5(a) of ffie FTC Act, 1 5 U.S.C. § 45(a), that the receiver may 
become aware of by any defendant, their respective officers, directors, agents, servants, 
employees, “volunteers,” attorneys, salespersons, successors, assigns, subsidiaries, affiliates, 
corporations, and other persons or entities under their control and all persons in active concert or 
participation with them. 

C. Hold, preserve, and administer the business of Fortuna until further order of this Court, with 
fill! authority to perform all acts necessary or incidental thereto, including terminating employees, 
“volunteers,” and independent contractors 

D. Cease all promotion, operation, or maintenance of Fortuna Alliance or any other pyramid 
scheme or any business incident thereto, including but not limited to any business that involves 
IXiFch^s by or distributions to any members of Fortuna Alliance or any other pyramid scheme. 

E. Continue and conduct any lawful business of Fortuna not incident to any pyramid scheme, in 
such manner, to such extent, and for such duration as the receiver may in good faith deem to be 
necessary or appropriate to profitably and lawfully operate that business, if at all; provided that 
the continuation and conduct of the business shall be conditioned upon Fortuna first demonstrating 
to the satisfaction of the Court, at the show cause hearing scheduled in Section XXIII below, that 
the business can be lawfully operated at a profit using the funds and other assets of the 
receivership estate. Fortuna shall immediately, and thereafter from time to time upon request of 
the receiver, advise the receiver concerning each location at which defendant Fortuna conducts 
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business and all matters relevant to the continuation and conduct of that business. 

F. Employ any managers, agents, employees, servants, accountants, and technical specialists as 
may in the receiver’s judgment be advisable or necessary in the management, conduct, control, or 
custody of the affairs of defendant Fortuna and the assets thereof, and otherwise generally to assist 
in the receivership. 

G. Make any payments and disbursements that may be necessary and advisable for the 
preservation of Ae properties of Fortuna and as may be necessary and advisable in discharging the 
receivership duties. 

H. Give information, in a form to be provided or approved by counsel for the plaintiff, regarding 
the status of Fortuna and this action to current, former, or prospective consumer participants in 
Fortuna’s pyramid scheme that the receiver in its judgment deems advisable or necessary and 
practicable, including but not limited to notice through answering machines, faxes, electronic 
mail, and postings on Fortuna’s home pages on the World Wide Web. 

I. Receive and collect any and all sums of money due or owing Fortuna in any manner 
whatsoever, whether the same are now due or shall hereafter become due and payable, except to 
the extent that debts are owed by members of the public who agreed to participate in any pyramid 
scheme, and to do such things and enter into such agreements in connection with the 
administration, care, preservation, and maintenance of the properties of Fortuna as the receiver 
may deem advisable. 

J. Institute, prosecute, and defend, compromise, adjust, intervene in, or become party to any 
actions or proceedings in state, federal, or foreign courts as may in the r'*ceiver's opinion be 
necessary or proper for the protection, maintenance, and preservation of the assets of Fortuna or 
the carrying out of the terms of this Order, and likewise to defend, compromise, or adjust or 
otherwise dispose of any or all actions or proceedings instituted against the receiver or against 
Fortuna and also to appear in and conduct the defense of any suit or adjust or compromise any 
actions or proceedings now f>ending in any court by or against Fortuna where the prosecution, 
defense, or other disposition of those actions or proceedings will, in the judgment of the receiver, 
be advisable or proper for the protection of the properties of Fortuna, 

K. Make periodic reports, observations, and recommendations to this Court, and to seek guidance 
and instructions from this Court, if the receiver deems it necessary, upon one day's written or oral 
notice to all parties who have filed an appearance in this proceeding. 

L. The receiver and its accountants, attorneys, agents, and consultants shall be compensated from 
the assets of the receivership estate for their normal hourly charges and for all expenses incurred 
by them in fulfilling the terms of this Order. This compensation for the receiver's personnel shall 
be at the rate of $125 per hour for Michael Grassmueck, $40 per hour for the receiver's staff, and 
the customary hourly rates for other agents and consultants. The receiver shall also be 
compensated for automobile mileage expenses at a rate of 29.94 per mile, photocopies at a rate of 

1 54 per page, and for long distance, postage, travel, and other expenses at actual cost. The receiver 
may pay itself and its accountants, attorneys, agents, and consultants on a regular basis as and 
when billed from assets of the receivership estate, provided that the receiver shall provide a 
monthly accounting to the Court, that (he Court shall retain the right to accept or deny any 
particular charges, and that the receiver shall ap ply to (he Court for approval of these charges at 
regular invervals of three months. 

XI. - TURN OVER TO RECEIVER 

IT IS FURTHER ORDERED that, immediately upon service of this Order upon them, defendants, and 
any other person or entity served with a copy of this Order, shall immediately deliver over to the 
receiver: 
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A. Possession and custody of all funds, assets, |Mt)peity owned beneticially or omerwise, and all 
other assets, wherever situated, of Fortuna. 

B. Possession and custody of all books and records of accounts, all financial and accounting 
records, balance sheets, income statements, bank records (including monthly statements, canceled 
checks, records of wire transfers, and check registers), client lists, member^p and mailing lists 
(including Email), title document, and other pqjers of Fortuna. 

C. Possession and custody of all funds and other assets belonging to members of the public now 
held by Fortuna. 

D. All passwords or codes required to access any hardware, software, or electronic files on any 
media. 

E. Ail keys, passwords, identification numbers, entry codes, and combinations to locl^ required to 
open or gain access to any of Fortuna’s property or effects, Fortuna’s computer files (incltKling all 
backup tapes), and all monies in any bank deposited by or to the credit of Fortuna, vdierever 
situated. 

F. Information identifying the accounts, employees, “volunteers,” properties, or other assets or 
obligations of Fortuna. 

G. A statement providing the total number of individuals and entities, and the name, address, 
phone number, and payment record of each of them, who is listed as a member or participant in 
the Fortuna program, v^^ether directly or throi^h any other entity, and the total dollar amount of 
money received from each customer and paid out to each customer. 

XII. - NON-INTERFERENCE WITH RECEIVER 

IT IS FURTHER ORDERED that the defendants shall refrain from interfering with the receiver taking 
custody, control, or possession and from interfering in any manner, directly or indirectly, with the 
custody, possession, and control of the receiver; shall fully cooperate with and assist the receiver 
appointed in this action; and shall take no action, directly or indirectly, to hinder or obstruct the receiver 
in the conduct of its duties or to interfere in any manner, directly or indirectly, with the custody, 
possession, management, or control by the receiver. 

XIII. - 3D PARTY COOPERATION WITH RECEIVER 

IT IS FURTHER ORDERED that any bank, savings and loan institution, credit union, financial 
institution, brokerage house, money market or mutual fund, common carrier, storage company, escrow 
agent, title company, commodity trading company, trustee, Internet service provider, or any other 
person, partnership, corporation, or other legal entity that is served with a copy of this Order, shall 
cooperate with all reasonable requests of the receiver relating to implementation of this Order, including 
transferring funds and the contents of safe deposit boxes at the receiver’s discretion and producing for 
the receiver records related to defendants' accounts. 

XIV. - RECEIVER’S BOND 

IT IS FURTHER ORDERED that the receiver shall file with the Clerk of this Court within five days of 
entry of this Order a bond in the sum of $500,000 with sureties to be approved by the Court, conditions 
that the receiver will well and truly perform the duties of the office and duly account for all monies and 
properties which may come into its hands and abide by and perform all things which he shall be directed 
to do. 
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XV. - STAY OF OTHER ACTIONS 

IT IS FURTHER ORDERED that except by leave of this Court, the defendants and all customers, 
principals, investors, creditors, stockholders, lessors, and other persons seeking to establish or enforce 
any claim, right or interest against or on behalf of the defendants, or its subsidiaries or affiliates, and all 
others acting for or on behalf of those persons including attorneys, trustees, agents, sheriffs, constables, 
marshals, and other officers and their deputies and their respective attorneys, agents, servants, and 
employees be and are hereby stayed from: 

A. Commencing, prosecuting, continuing, or ^iforcing any suit or proceeding against Fortuna, or 
its subsidiaries or affiliates, or the receiver, except that any action may be fllM to toll any 
applicable statutes of limitations. 

B. Commracing, prosecuting, continuing, or enforcing any suit or proceeding in the name of the 
defendants or their subsidiaries or affiliates. 

C. Accelerating the due date of any obligation or claimed obligation, enforcing any lien upon, or 
taking or attempting to take possession or retaining possession of, property of defendant Fortuna, 
or its subsidiaries or affiliates, or any property claimed by Fortuna, or attempting to foreclose, 
forfeit, alter, or terminate any interests of Fortuna in any property, whether these acts are part of a 
judicial proceeding or otherwise. 

D. Using self-help or executing or issuing, or causing the execution or issuance of any court 
attachment, subpoena, replevin, execution, or other process for the purpose of impounding or 
taking possession of or interfering with or creatii^ or enforcing a lien upon any property, 
wheresoever located, owned or in the possession of the Fortuna, or its subsidiaries or affiliates, or 
the receiver appoint^ pursuant to this Order or any agents appointed by the receiver. 

E. Doing any act or thing whatsoever to interfere with the receiver taking control, possession, or 
management of the property subject to this receivership, or to in any way interfere with the 
receiver, or to harass or interfere in any manner with the duties of the receiver; or to interfere in 
any manner with the exclusive jurisdiction of this Court over the property and assets of defendant 
Fortuna or its subsidiaries or affiliates. 

Provided, however, that nothing in this section shall prohibit any federal, state, or local law 
enforcement or regulatory authority from commencing or prosecuting an action against any defendant. 

XVI. - CREATION OF OTHER BUSINESSES 

IT IS FURTHER ORDERED that defendants are hereby temporarily restrained and enjoined from 
creating, operating or controlling any business entity, whether newly-foimed or previously inactive, 
including any partnership, limit^ partnership, joint venture, sole proprietorship, or corporation, without 
first providing the Commission with a written statement disclosing: (I) the name of the businws entity; 
(2) the address and telephone number of the business entity; (3) the names of the business entity's 
officers, directors, principals, managers and employees; and (4) a detailed description of the business 
entity’s intended activities. 

XVII. - EXPEDITED DISCOVERY 

IT IS FURTHER ORDERED that Plaintiff is granted leave, to initiate discovery prior to the proposed 
discovery plan required by FRCP 26(f) and, pursuant to FRCP 30(a), to take the deposition of any 
person, in any judicial district, at any time ^er the date of this Order, upon three days notice; pursuant 
to FRCP 33, defendants' responses to any interrogatories served by the plaintiff shall be within ten days 
after service of the interrogatories; pursuant to FRCP 34, defendants’ response to any request by plaintiff 
for production of documents shall be within five days after service of the request; pursuant to FRCP 36 
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defendants' responses to any request for admissions served by plaintiff shall be within five days after 
service of the requests. 

XVIII. - CONSUMER CREDIT REPORTS 

IT IS FURTHER ORDERED that pursuant to Section 604(1) of the Fair Credit Reporting Act, 15 
U.S.C. ' I681b(l), any consumer reporting agency may ftumsh a consumer report concerning any 
defendant to plaintiff or the receiver. 

XIX. - NOTICE TO RELATED PERSONS AND ENTITIES 

IT IS FURTHER ORDERED that: 

A. Defendants shall immediately provide a copy of this Order to each affiliate, subsidiary, 
division, sales entity, successor, assign, officer, director, employee, ‘Volunteer,” independent 
contractor, agent, attorney, aiKl representative, and shall, within ten days from the date of entry of 
this Order, provide plaintiff with a sworn stat^ent that defendants have complied with this 
provision of the Order, >^ch statement shall include the names and addresses of each such person 
or entity \Nho received a copy of the Order. 

B. Immediately upon service of this Order upon them, defendants, and any other person or entit}' 
served with a copy of this Order, including any Internet service provider that currently provides 
facilities for promotional materials of the Fortuna Alliance program through electronic means, 
shall forthwith take whatever action is necessary to ensure that any home page on the World Wide 
Web containing those promotional materials \^ch is or has been addressable by users of the Web 
carry only the following statement plus the link information that follows: 

The Federal Trade Conunission (FTC) has filed a lawsuit charging that Fortuna 
Alliance, Augustine Delgado, and oth^ individuals have been operating a fraudulent 
and unlawful pyramid sales scheme. The United States District Court for the Western 
District of Washington has issued a temporary restraining order temporarily 
prohibiting further sales and promotion^ activities of Fortuna Alliance. You may 
obtain additional information directly from the FTC. 

Each page carrying this message shall also provide a hypertext link to the FTC home page 
(http://www.ftc.gov/ro/fortuna.htm) or other home page designated by counsel for the FTC. For 
Fortuna’s own home pages, the language above may modified by the receiver as provided in 
Paragraph X.H of this Order. 

C. Immediately upon service of this Order upon them, defendants shall Email a copy of the 
statement in Paragraph B above, as well as a notice that further information is available at the 
designated FTC home page and any other information requested by the receiver as provided in 
Paragr^h X.H of this Order, to all persons and entities on its current Email distribution lists. 

XX. - FILING OF PLEADINGS 

IT IS FURTHER ORDERED that defendants shall file their opposition, including any declarations, 
exhibits, memoranda, or other evidence on which defendants intend to rely, not less than three business 
days before the hearing on the order to show cause why a preliminary injunction should not issue. 
Defendants shall serve copies of all these materials on plaintiff by delivery or facsimile to designated 
counsel for the Federal Trade Commission, at 915 Second Avenue, Suite 2806, Seattle, Washington 
98174, prior to 4:00 p.m, on the day that it is filed. 


XXL - WITNESSES AT HEARINGS 
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IT IS FURTHER ORDERED that, if any party to this action intends to present the testimony ot any 
witness at the hearing on a preliminary injimction in this matter, that party shall, at least seventy-two 
hours prior to the scheduled date and time of hearing, file with ^s Court and serve on coimsel for the 
other party, a statement of the name, address, and telephone number of that witness, and either a 
summary of the witness' expected testimony, or the witness' declaration or affidavit revealing the 
substance of the witness' expected testimony; and that, after the service of the statement, the served party 
thereafter shall have forty-eight hours from the time of service of the witness information to provide 
information to the Court and to the serving party for any witness whose testimony the served party 
intends to present. 


XXn. - EXPIRATION 

IT IS FURTHER ORDERED that the Temporary Restraining Order granted herein expires ten days after 
entry unless, within that time, the Order for good cause shown is extended for an additional period not to 
exc^ ten days, or unless it is extended with the consent of the parties. 

XXm. - SHOW CAUSE 

IT IS FURTHER ORDERED that each of the defendants shall appear before this Court on the 30th day 
of May, 1996, at 10:00 o'clock a.m., to show cause, if any there be, why this Court should not continue 
the appointment of the receiver and enter a preliminary injunction, pending final ruling on the Complaint 
against these defendants, enjoining them from ftirther violations of Section 5(a) of the FTC Act, 1 5 
U.S.C. § 45(a), continuity Ac relief provided herein and Ac freeze of Aeir assets, and imposing 
whatever additional relief may be appropriate. 

XXIV. - RETENTION OF JURISDICTION 

IT IS FURTHER ORDERED that Ais Court shall retain jurisdiction of Ais matter for all purposes. 

SO ORDERED, this 24th day of May, 1 996, at 9:30 am. 


Walter T. Megovem 
United States District Judge 

PRESENTED BY; 

(signature! 

Randall H. Brook, WSBA U 4860 
Eleanor Durham 
Attorneys for Plaintiff 
Federal Trade Commission 
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THE HONORABLE WALTER T. McGOVERN 

UNITED STATES DISTRICT COURT 
WESTERN DISTRICT OF WASHINGTON 
AT SEATTLE 

FEDERAL TRADE COMMISSION, Plaintiff, Civ. No. C96-799M 

V. STIPULATED FINAL 

JUDGMENT AND ORDER AS 
FORTUNA ALLIANCE, L.L.C., et al., TO CERTAIN DEFENDANTS 

Defendants 


Plaintiff, the Federal Trade Commission ("FTC” or "Commission"), has filed a complaint 
for a permanent injunction and other relief pursuant to Section 1 3(b) of the Federal Trade 
Commission Act ("FTC Act"), 1 5 U.S.C. 53(b), naming as defendants Fortuna Alliance, 
L.L.C., Augustine Delgado, Libby Gustine Welch, and Donald R. Grant, (the "Fortuna 
Defendants") and alleging violations of Section 5 of the FTC Act, 15 U.S.C. 45. 

The Fortuna Defendants and the Commission, by and through their respective counsel, 
have agreed to entry of this Order by this Court in order to resolve all matters in dispute 
between them in this action. The Fortuna Defendants have consented to the entry of this 
Order without trial or adjudication of any issue of law or fact herein. NOW, 
THEREFORE, the Fortuna Defendants and the Commission having requested the Court 
to enter this Order, IT IS HEREBY ORDERED, ADJUDGED, AND DECREED as 
follows: 


FINDINGS 


A. This Court has jurisdiction of the subject matter of this action and the parties 
consenting hereto, 

B. Entry of this Order is in the public interest. 

C. The Fortuna Defendants have waived all rights to seek judicial review or otherwise 
challenge or contest the validity of this Order. 

D. This Order does not constitute and shall not be interpreted to constitute either an 
admission by the Fortuna Defendants or a finding by the Court that the Fortuna 
Defendants have engaged in violations of the FTC Act. 
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DEFINITIONS 


For purposes of this Order the following definitions apply: 

A. "Multi-level marketing program" means any marketing strategy in which participants 
pay money to the program promoter in return for which program participants obtain the 
right to (1) recniit additional participants, or to have additional psiticipants placed by the 
promoter or any other person into the program participant's dot^ine, tree, cooperative, 
income center, or other similar program grouping; (2) sell goods or services; and (3) 
receive payment; PROVIDED die payments received by program participants are derived 
primarily fiom the sale or purchase of the goods or services, and not fiom recruiting 
additional particip^ts nor having additional participants placed into the program 
participant's dowiline, tree, cooperative, income center, or other similar program 
grouping. For purposes of this Order, the phrase "goods or services" does not include a 
membership or opportunity to participate in another sales or marketing program. 

B. "Chain or pyramid marketing program" is a sales device whereby a person, under a 
condition that he or she make a payment, is granted a license or right to recruit for 
consideration one or more additiorial persons wdio are also granted a license or right upon 
condition of making a payment, and may further perpetuate the chain or pyramid of 
persons who are grant^ a license or right upon such condition. A limitation as to the 
number of persons who may participate, or the presence of additional conditions 
affecting eligibility for the above license or right to recruit or the receipt of profits 
therefrom, does not change the identity of the program as a chain or pyramid marketing 
program. 

C. "Person" means a natural person, organization or other legal entity, including a 
corporation, partnership, proprietorship, association, cooperative, government or 
governmental subdivision or agency, or any other group or combination acting as an 
entity. 

D. "Assisting" means providing the means and instrumentalities for or otherwise 
facilitating any conduct that a defendant knows or should know violates any provision of 
Sections 1 or 11 of this Order. This includes, but is not limited to, formulating or 
providing or arranging for the formulation or provision of written or electronic 
promotional materials. 


ORDER 

1 . 

IT IS THEREFORE ORDERED that the Fortuna Defendants, whether acting directly or 
through any business, entity, corporation, subsidiary, division, or other device, in or 
affecting commerce, as "coimnerce" is defined in the FTC Act, 1 5 U.S.C. 44, are 
permanently enjoined from engaging, pardcipating, or assisting in any maimer or 
capacity whatsoever in the advertising, promoting, offering for sale, or sale, of any chain 
or pyramid marketing program, except that the Fortuna Defendants are not enjoined from 
engaging, participating, or assisting in multi-level marketing programs. 

II. 

IT IS FURTHER ORDERED that the Fortuna Defendants, whether acting directly or 
through any business, entity, corporation, subsidiary, division, or other device, in 
connection with the advertising, promoting, offering for sale, or sale of any marketing or 
investment program, in or affecting commerce, as "commerce" is defined in the FTC Act, 
are hereby permanently restrained and enjoined from making, or assisting another in 
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making, directly or by implication, orally or in writing, any misrepresentation about any 
material fact, including, but not limited to, misrepresentations about earnings that 
program participants have actually made or can potentially make. 

m. 

IT IS FURTHER ORDERED that refunds of membership fees shall be offered to all 
eligible members of Fortuna Alliance by an independent Redress Contractor selected by 
the parties from those cimently under contract to the FTC. The Redress Contractor shall 
use a notice and claim form containing the text of Attachment A to this order, and follow 
its standard procedures for administering redress funds in FTC cases. The Redress 
Contractor shall also irovide with the notice a copy of the FTC's consumer information 
pamphlet called "Multilevel Marketing Plans." 

The costs of administering the redress program shall come fiom a Redress Fund created 
horn fimds currently held by the court-appointed receivn. The balance of the Redress 
Fund shall be used to pay refunds. If requests for refunds exceed this initial Redress 
Fund, the Fortuna Defendants shall make sufficient additioruU funds available to the 
Redress Contractor to pay all refunds in full. The Fortuna Defendants shall secure this 
obligation with an itrevo^le letter of credit cotrfirmed by a U.S. bank, delivered and 
payr^le to the Redress Contractor as beneficiary, in an amount of $2.8 million. The terms 
of the letters of credit and confirmation ate attached as Attachment B. 

For purposes of this section, an "eligible member" is one (I) whose membership fee(s) 
were actually paid to Forturia, that is, not gifted or otherwise provided without payment; 
(2) who did not receive payments fiom Fortuna equal to or exceeding the membership 
fe^s) paid; and (3) who returns a properly filled out claim form. The Redress Contractor 
will accept claim forms up to 120 days of the mailing date on the notice, notwithstanding 
the shorter time period stated on the notice, and will commence making payments as 
soon as practicable thereafter. If a member has received payments fiom Fortuna but those 
payments were less than the membership fees paid, then any refund will be reduced by 
the amount of payments received. 

If the Fortuna Defendants fail to meet the payment obligations set forth in this section, 
they shall pay the costs and attorneys fees incurred by the FTC and its agents in any 
attempts to collect amounts due pursuant to this Order. 

IV. 

IT IS FURTHER ORDERED that the Fortuna Defendants shall aid and assist the 
Commission, or the designated Redress Contractor, without compensation from the 
Redress Fund or the FTC and in any manner reasonably requested by the Redress 
Contractor, in determining which Fortuna members may be eligible for refunds and in 
obtaining information from Fortuna's records to locate diose members. 

V. 

IT IS FURTHER ORDERED that within 15 days of entry of this Order, the FTC shall (1) 
place on the FTC Internet website the text of this Stipulated Order and the notice as set 
out in Attachment A; and (2) notify the two Internet Service Providers previously used 
by Fortuna for its websites that the prohibition on Fortuna's use of the websites is 
released. 


VI. 


IT IS FURTHER ORDERED that: 
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A. The receiver shall transfer $320,000 of Fortuna Alliance funds to the Redress 
Contractor identified in Section III within five days after entry of this Order. 

B. Upon entry of this Order, Fortuna Alliance, L.L.C. shall be solely res|»nsible for 
paying, challenging, or otherwise resolving (1) all outstanding claims of indebtedness to 
its creditors, where those claims arose or accrued before the appointment of the receiver 
by this Court, and (2) any accruals to those claims, where those accruals occurred after 
the appointment of the receiver, and the receiver is hereby released and discharged from 
all liability or obligation to those creditors on those claims. 

C. The receiver may use Fortuna Alliance funds to pay the fees and costs of foreign 
counsel retained by the receiver for the purpose of securing foreign assets related to this 
case. Resolution of liability for pajmient of any other claims against Fortuna Alliance 
funds, except for those covered in section III and paragr^hs VI.A-B above, shall be 
subject to agreement between the Fortuna Defendants and the receiver, or otherwise 
resolved by further order of this Court. 

D. The receiver shall file its final accounting and application for discharge by the later of 
March 15, 1997, or within 30 days after receiving notice that the letter of ci^it 
confirmation has been delivered to the Redress Contractor, as described in section III 
above, or by such other date as the Court may direct. The parties shall file any comments 
or objections to the receiver’s accounting and application within 10 days after service 
uiron them of the filing. The receiver shall file any reply to those comments or objections 
within 10 days after service on it of the comments or objections. 

E. Upon discharge, and after completing such disbursements as the Court may order, the 
receiver shall pay the remaining ftmds in the receivership estate to the Redress 
Contractor, or if at that time the redress program has been fully administered, to Fortuna 
Alliance L.L.C. or such agent as may be designated by the Fortuna Defendants' counsel, 
Robert 0. Sailer. 


VII. 


IT IS FURTHER ORDERED that: 

A. When the Redress Contractor notifies the FTC that the Redress Contractor has 
received the $2.8 million letter of credit confirmation provided for in Section III, the 
parties shall take whatever steps are necessary and appropriate, if not already taken, to lift 
any foreign court injunction against the transfer of the Fortuna Defendants' or Fortuna 
Alliance members' assets and, theretifter, to terminate all related foreign court claims or 
actions, including those in Antigua and Belize. 

B. Neither the FTC, the Fortuna Defendants, nor the court-appointed receiver shall assert 
claims for fees, costs, or damages against any other party to the foreign actions for claims 
arising out of those actions. 

C. The Fortuna Defendants shall withdraw and not reassert any administrative claims 
against the FTC. 

D. The Fortuna Defendants' counterclaims and additional party claims, as stated in their 
Second Amended Answer, Counterclaims, and Additional Party Complaint, are hereby 
dismissed with prejudice, provided, however, that the Fortuna Defendants are not batiiMl 
from raising new claims against the receiver related to the administration or management 
of the receivership estate. Similarly, all counterclaims which could have been brought by 
the FTC and by third-party defendants and additional parties shall be considered to be 
released and dismissed with prejudice. 
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VIII. 

IT IS FURTHER ORDERED that upon (1) entry of this Order; and (2) delivery to the 
Redress Contractor of the irrevocable letter of credit confirmation, as described in 
Section III above, the freeze of the Fortuna Defendants' assets, including personal bank 
accounts wherever located, as ordered in Sections II and VI of the May 23, 1996, 
Temporary Restraining Order and the Jtme 12, 1996, Preliminary Injunction, and the lien 
or encumbrance placed against Blue Mountain Farm, 6324 Saxon Road, Acme, 
Washington, as ordered by Section III of the June 12, 1996, Preliminary Injunction, shall 
be permanently released and discharged. The Court-appointed receiver and the Fortuna 
Defendants ate authorized to file notice of this Order with the appropriate entities to 
effectuate the terms of this provision. 


EX. 

IT IS FURTHER ORDERED that all prior orders of this Court for contempt sanctions 
and arrest warrants against certain of die defendants ate hereby vacated. 

X. 

IT IS FURTHER ORDERED that, for a period of five years from the date of ent^ of this 
Order, defendants Fortuna Alliance, L.L.C. and Augustine Delgado, whether acting 
directly or through any trust, corporation, subsidiary, division, or other device, in 
connection with the continuation of any part of Fortuna Alliance's business or the 
advertising, promoting, recruitment, offering for sale, or sale of any marketing or 
investment program, in commerce, as "commerce" is defined in the FTC Act, shall: 

A. Maintain and make available to representatives of the Commission, upon reasonable 
notice, sample copies, in printed form except for category 5, of: 

1 . Each type of contract or agreement used with members or participants in the program. 

2. All printed advertisements or promotional material relating to the program. 

3. All advertising or other promotional or commercial material posted in any Internet 
news group, on die World Wide Web, on any electronic bulletin board system, in any 
online interactive conversational space or chat room, in the classified advertising section 
of any online service, or in any other location accessible by modem communications. 
Each copy shall be accompanied by an indication of the online location where the 
material was posted. 

4. All advertising or other promotional or commercial material made available through 
any fax-back service. 

5. Electronic copies, in HTML format, of any advertising or other promotional material 
made available on the World Wide Web, together with copies of all graphics files, audio 
scripts, and other computer files used in presenting information on the World Wide Web. 
The records shall include the Internet adless (UI^) of the site, as well as any other 
information needed to gain access to the site. 

B. Maintain and make available to representatives of the Commission, upon reasonable 
notice, records for every consumer complaint or refund request and responses thereto. 
These records need only be maintained for two years after the last action taken for a 
particular complaint or refund request. 


XI 
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IT IS FURTHER ORDERED that, for a period of five years fitjm the date of entry of this 
Order, defendants Fortuna Alliance, L.L.C. and Augustine Delgado, in connection with 
the continuation of any part of Fortuna Alliance's business or the advertising, promoting, 
recruitment, offering for sale, or sale of any marketing or investment program, in 
commerce, as "conunerce" is defined by the FTC Act, shall: 

A. Provide a copy of this Order to, and obtain a signed and dated acknowledgment of 
receipt of the same from, each officer, director, and managing agent of the program. 

B. Maintain, and upon reasonable notice make available to representatives of the 
Commission, the original and dated acknowledgments of the receipts of copies of this 
Order requir^ by Paragraph XI.A above. 


xn. 

IT IS FURTHER ORDERED that for a pmod of five years from the date of entry of this 
Order, defendants Augustine Delgado, Libby Gtistine Welch, and Donald R. Grant shall 
notify the FTC in writing of any affiliation or employment with any new marketing or 
investment business, in commerce, as “commerce" is defined in the FTC Act, within 21 
days of the commencement of that affiliation. Each notice shall include the defendant's 
then-current birsiness and home address and phone number, and a statement of the nature 
of the new business or employment along with a description of his or her interest, duties, 
and responsibilities in the business or employment. 

XIII. 

IT IS FURTHER ORDERED that the Fortuna Defendants shall, within 1 80 days after the 
date of entry of this Order, file with the Court a report, in writing, setting forth the 
matmer and form in which he or she has complied with this Order. 

XIV. 

IT IS FURTHER ORDERED that all notices required of defendants by this Order shall 
be made to the following address: 

Regional Director 
Federal Trade Commission 
915 Second Avenue, Suite 2896 
Seattle, Washington 98 1 74 


XV. 

IT IS FURTHER ORDERED that in the event that the letter of credit confirmation 
required by Section III above is not delivered to the Redress Contractor within 120 
business days of entry of this Order, of if any party seeks to dissolve the orders freezing 
assets held in foreign accounts before or without transfer of funds sufficient to cause 
issuance of the letter of credit and confirmatiorr, this Order shall be null and void as soon 
as the plaintiff notifies this Court of the occurrence of one of these events. 

XVI. 

IT IS FURTHER ORDERED that this Court shall retain jurisdiction of this matter for all 
purposes. 

SO ORDERED, this day of, 199 , at Seattle, Washington. 
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Hon. Walter T. McGovern 
UNITED STATES DISTRICT JUDGE 

The parties hereby consent to the terms and conditions set forth above and consent to 
entry of this Order without further notice to the parties. This Order may be signed in 
separate counterparts, and all the counterparts together shall together constitute a single 
agreement. The Fortuna Defendants hereby waive any right that may arise under the 
^ual Access to Justice Act, 28 U.S.C. 2412. 

FEDERAL TRADE COMMISSION 

Randall H. Brook 
Eleanor Durham 
Maxine Stansell 
Charles A. Harwood 
Regional Director 

Attorneys for Plaintifr 
Federal Trade Commission 

DEFENDANTS 

By: 

Fortuna Alliance, L.L.C. 

Augustine Delgado 
Libby Gustine Welch 
Donald R. Grant 

PERKINS COIE 

By: 

Ronald M. Gould, WSBA #6458 
James F. Williams, WSBA #23613 
Perkins Coie 
1201 Third Avenue 
Seattle, WA 98101 

JUDD & SAILER, P.L.L.C. 

By: 

Robert O. Sailer, WSBA #5430 

Attorneys for Fortuna Alliance, L.L.C., Augustine Delgtido, Libby Gustine Welch, and 
Donald R. Grant 


ATTACHMENT A 
FTC V. Fortuna Alliance, L.L.C. 
Claims Administration Center 
c/o [Redress Contractor, addr, phone #] 
[date] 
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Dear Fortuna Alliance Member: 

In May 1 996, the Federal Trade Commission ("FTC") sued Fortuna Alliance, LLC 
("Fortuna") and the individuals named above. The FTC claimed that the defendants were 
operating an illegal pyramid scheme and had made deceptive claims about profits that 
could be earned by becoming a member of Fortuna Alliance. Fortuna Alliance and the 
individual defendants denied all the charges. 

The parties to the lawsuit have mutually agreed to settle this dispute by stipulating to a 
consent order. This agreement is not an admission of liability. Under die skdement, 
Fortuna will not offer or make payments to members based primarily on membership 
dues paid by members of your co-op or income center. Fortuna Alliance has also agreed 
to set up a fund to allow any current member who wishes a refund to obtain it. The 
defendants are obligated to pay all eligible refunds in hill. 

To be eligible to receive a refund, you must fill out the information required on the 
enclosed claim form and return it to the address above no later than [90 days afer 
mailing]. If you are eligible and you elect to receive a refund, your Fortuna Alliance 
memb^hip will be canceled. If you've already received payments from Fortuna Alliance 
that are more than your initial membership fee (for example, $250 per Elite center), you 
are not eligible for a refund fiom this setdement. Also, you must have personally paid 
money for your membership. If it was gifted to you or received in any way other than by 
your paying Fortuna Alliance for it, you may not get a refund through this program. 

You can elect to remain a member of Fortuna Alliance by simply not returning this form. 
Fortuna Alliance will be allowed to operate a multi-level marketing business consistent 
with the terms of the consent order. But any profits you earn in the future must come 
primarily from sales or purchases of goods or services. You will not be able to receive 
profits primarily from the distribution of membership fees or dues. 

Neither the FTC nor the Claims Administrator make any recommendation about whether 
you should continue membership in Fortuna Alliance. 

Sincerely , 

The Claims Administration Center 

[Redress Contractor] is the only Claims Administratioa Center authorized by the Federal Trade 
Commission to mail notices and claim forms and process and pay refund claims for the FTC vs. Fortuna 
Alliance et al. settlement. You are not required to pay anything to receive a refund. If any other company 
or individual contacts you and requests that you send them money or information in return for a refund 
from Fortuna Alliance, please call the Claims Administration Center immediately at the phone number 
above. 

Privacy Act Notice 

This information is being collected in order to make a distribution of funds in coimection with a consent 
decree entered by the U.S. District Court for the Western District of Washington pursuant to 1 5 U.S.C. 
53(b). In addition, this information may be disclosed for other purposes authorial by the Privacy Act, 5 
U.S.C. 552a and 47 Fed. Reg. 32,622, including disclosure to other government agencies. Failure to 
provide the requested information could delay processing or, in some cases, make it impossible for us to 
process your claim. 


ATTACHMENT B 

[OUTLINE OF TERMS OF LETTERS OF CREDIT AND CONFIRMATION] 

Terms Substantially Similar by and from: 
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Issuing Bank (Antigua Overseas Bank Ltd.) and 
Conflrming/Paying Bank - Bank of America International (N.Y.) 

The following is substantially the terms of the inevokable Letter of Credit ("L/C") the Antigua Overseas 
Bank Ltd. and the Bank of America International (N.Y.) would agree to issue and confimi/pay on behalf of 
Fortuna Alliance, L.L.C., once collateral for the L/C is in place. 

To/From Bank of America International (Confirming and paying bank) 

One World Trade Centre 
New York NY 

Test Key: 

Currency and Amount: USD 2,800,000 
ATTENTION: L/C Department 
Beneficiary: The Redress Contractor 

We have issued, in your favour, and for the account of Fortuna Alliance, LLC, our 

irrevocable standby letter of cr^t number /97, which is available for a 

maximum amount of $US 2,800,000 against presentation of draft(s) drawn at sight on us 

and marked "drawn under L/C number /97,'' accompanied by a signed 

statement flom the Redress Contractor certifying that the funds request is in accordance 
with the district court order in the case of 7^. rC. v. Fortuna Alliance.LLC., et al. 

Special Condition 

a) Drawings are not permitted in amounts of less than US$25,000; 

b) All fees, including confirmation fees, are for the applicants account; 

c) This letter of credit is not assignable or transferable. 

Expiry: This letter of credit will expire 1 50 days from date of issuance [unless another 
date is agreed to in writing by the parties prior to issuance]. 

Except so far as expressly stated, this documentary credit is subject to the Uniform 
Customs and Practices for Documentary Credits (1993), International Chamber of 
Cormnerce Publication No. 500. 

We hereby engage with the bonafide holders of all drafts drawn and documents presented 
under and in compliance with the terms of the letter of credit that such drafts and 
documents will be duly honored upon presentation to us, on or before the expiry date of 
this letter of credit. 
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Permanent Subcommittee on Inv^tigations 
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I. Introduction 


In the late nineteenth century, French social theorist Gabriel Tarde constracted his “law of 
insertion,” which noted how newer criminal modes are superimposed on older ones through a 
process of imitative learning and technological innovation.' Thus, for example, the snake oil 
salesmen who entranced crowds at the vaudeville shows of the nineteenth eentury paved the way 
for the telemarketeis of the twentieth century, vrito in turn set the stage for the infomercials of the 
past decade. Now, as the twenty-first century looms, Tarde’s insight is being validated again - this 
time in ways Taide himself scarcely could have imagined.^ 

Among die 17S countries presently connected to the Internet, the United States has the largest 
proportion of Internet users. The exact number of such users is subject to some debate, however; 
it has been estimated to be as high as fifty million^ and as low as 5.8 million.* A more realistic 
estimate is that 28.8 million persons in the United States age sixteen and over have access to the 
Internet, 1 6.4 million use the Internet, 11.5 million use the World Wide Web, and 1.51 million have 
used the Web to purchase something.* The number of subscribers is expected to rise to 
approximately half a billion worldwide by the year 2000.* 

Internet commerce is predicted to rise correlatively. In 1995, consumers made an estimated 
quarter of a billion dollars of credit card purchases over the Internet.’ In 1 996, 2. 1 million American 
households were banking online.* By the year 2000, Internet eommerce is expected to increase to 
between $6.6 billion’ and $7.4 billion.'’ 

This rise in the use of the Internet as a vehiele of commerce and communication has yet 
another correlative. Because it can be used to transfer text, pictures, and sounds, as well as money, 
credit card numbers, and personal information, the potential for criminal use of the Internet is 
infinite." Corresponding to the phenomenal growth of the Internet, the number of security incidents 
reported to the Computer Emergency Response Team Coordination Center at Carnegie Mellon 
University'’ has increased by 498%, and the number of Web sites affected worldwide has increased 
by 702%.'* Law enforcement groups are quickly learning that almost any crime that can be 
committed in the real world can also be corrunitted in the virtual world - except that by using the 
Internet, criminals can target more victims faster, chesqrer, and with an alamtingly lower chance of 
apprehension. 

The first hearing of PSI’s Internet fiaud investigation will focus on the proliferation of 
traditional fiaudulent schemes now being perpetrated over the Internet. “Fraud” is generally defined 
as “[a]n intentional perversion of truth for the purpose of inducing another in reliance upon it to part 
with some valuable thing belonging to him or to surrender a legal right.”'* In the context of the 
Internet, traditional fiaud can be classified into two categories, depending on the role the Internet 
plays in the crime.'* First, the Internet may be used as the venue of committing such traditional 
frauds as pyramid schemes, bogus medical treatments, work-at-home promotions, and sweepstakes 
scams. In these cases, the type of fiaud being committed is not new; rather, it is the use of the 
Internet as the medium of commission that is new. Second, the Internet may be the instrument used 
to commit the fraud. In these cases, the computer cormected to the Internet is the physical site of 
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the feiud, or is the source of or reason for the particular form of assets lost. In other words, the fraud 
is unique to computers and the Internet The use of such weapons as viruses, logic bombs, and 
Trojan horses (described infra Sec. IV, p. I IX to commit fraud fits into this category.'* 

This memorandum first povides an informational backgroimd section on the Internet It then 
discusses in greater detail the two categories of traditional Internet fraud outlined above. The 
memorandum goes on to discuss the aspects of the Internet that make it such an attractive tool for 
cybetxsrooks, as well as some of die legal and practical issues that pose obstacles to law enforcement 
e&rts to identify, tqiptdiend, and prosecute online fraudsters. Finally, this memorandum concludes 
by outlining the goals of our first hearing. 

n. Internet 101 : A Primer 

The Internet b^an in 1969 as a Dqiattment of Defense initiative to connect itself via computer 
with military research contractors, including a large number of universities engaged in miUtary- 
frmded research. Following the proliferation of university compirters during the 1980s, and the 
establishment of the National Science Foundation’s supercomputer centers and corresponding 
National Science Foundation Network (“NSFNet”), the modem Internet was bom. Because, 
however, NSFNet permitted traffic related only to research and education, independent commercial 
network services developed for other kinds of traffic.” 

In 1989 the Internet reached the mainstream of popular interest with the arrival of the World 
Wide Web,'* a subset of the Internet.'* Before the Web came along, users could access Internet sites 
throu^ other methods, such as the File Transfer Protocol (“FTP”X Telnet, and Gopher.® The Web, 
which is now the most popular means of entering the Internet,*' allows users to access Internet sites 
by means of a software package called a “ browser.”** What makes the Web so appealing is that it 
enables the display of fitll-color graphics.** What makes it so powerful is its hyperlink feature, 
through which highlighted words enable users to access relevant information on other Internet sites, 
thereby allowing users quickly and easily to explore numerous “Web sites,”** which exist only on 
computers connected to the Web and otherwise have no physical location. This activity is known 
in the vernacular as “surfing the Web.”** Web sites each have a unique Internet address, known as 
a Universal Resource Locator (“URL”) or “do main name.”** URLs end in letters that identify the 
Web site’s resource type. For example, the URL for the United States Senate’s Web site is 
www.senale.gav. In this URL, .gov refers to a government resource. Similarly, a URL ending in 
.com refers to a private company resource, and .org refers to an organization.*’ A company ctilled 
Network Solutions, Inc., of Reston, VA, administers the server that distributes new address 
information to the other root servers worldwide. It also registers the most popular domain names, 
including “.com” and “.oig,” fiir a $100 registration fee for the first two years and $50 per year 
thereafter. Network Solutions performs these functions pursuant to a contract the National Science 
Foundation awarded it five years ago. The imminent expiration of this contract at the end of March 
1998 has sparked a hotly contested debate over whether Network Solutions’ lucrative but efficient 
monopoly should end in favor of open competition among softwrare firms in assigning domain 
names.** 
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There are other areas of the Internet besides the World Wide Web, including the User Network, 
or “Usenet.” Before the advent of the Web, Usenet was the biggest attraction on the Internet.” 
Usenet is a worldwide network of special interest electronic bulletin boards where messages about 
a subject are posted at a central location for anyone to read and reply Usenet consists of thousands 
of public discussion groups called “newsgroups.” Each newsgroup has a specific topic, such as 
chemistry, feminism, alternative music, or television shows. Using a computer program called a 
news-reading program, a user can subscribe to newsgroups, read the articles, and write his own 
articles. Contributing an article is called “posting.” Usenet’s audience numbers in the tens of 
millions, and there are about 15,000 newsgroups.” 

No single entity governs the Internet. The only structure even coming close to resembling a 
governing body consists of four primary organizations that coordiirate the technologieal management 
of the Internet.” Membership in each of these organizations is drawn primarily ftom the research 
and technical communities. Aside fiom providing technical rlirection, however, these groups pay 
little if any attention to the content of material found on the Internet or the practices of its users.” 

ni. The Internet as the Medium for Commission of Traditional Frauds 


The Internet and the many commercial online services provide a valuable new information 
source for consumers, and tremendous opportunities for retailers, who are finding that the Internet 
is a low cost methrxl to quickly reach millions of potential consumers.” However, cyberspace has 
another side: Fraudulent sellers seeking to exploit the virtues of the Internet — including colors and 
graphics, anonymity, and mass marketing at low cost — to commit the same types of fiauds that 
have been promulgated for generations.” In the past two years, the attorneys general of Mirmesota, 
Illinois, Missouri, and Massachusetts have brou^t twenty civil Internet consumer cases covering 
such issues as health care product sales, business opportunities, credit repair, illegal gaming, and 
product and service offerings ranging fiom phony securities and university degrees to miracle 
drugs.^‘ In these cases, use of the Internet is not essential for the crime to occur - these types of 
fiaud occur fioquently without use of the Internet, through the mail, telephone, and print mediums. 
The use of the Internet, however, facilitates the commission of the fraudulent act by enabling the 
crook to commit the crime faster, process greater amounts of information, and become more difficult 
to identify and trace.” The Internet also lends an air of legitimacy that may not be available to 
fiaudsters committing traditional fiaud. 

The National Fraud Information Center (“NFIC”), a project of the non-profit National 
Consumers League, was first established in 1992 to combat telemarketing fiaud. In 1996, NFIC 
expanded its mission and began collecting consumer complaints about Internet fiaud via a toll-fiee 
number and a Web site. NFIC is now the primary clearinghouse for consumer complaints about 
Internet fiaud. NFIC relays these complaints to the Federal Trade Commission and the National 
Association of Attorneys General. During tUl of 1996, NFIC received a total of 389 complaints 
regarding Internet fiaud.” During 1997, in contrast, NFIC has received an average of 100 
complaints per month dealing with Internet fraud.” The ten Internet fiaud scams consumers most 
frequently report to NFIC are:* 
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1 . Undelivered Internet and online services : One common scam targeting consumers in this area 
involves attempts to convince victims to pay hundreds or thousands of dollars to get their own 
Web site, which many Internet service providers give to subscribers at little or no cost^‘ Other 
scams promise but ^1 to provide free Internet access with the purchase of software; convince 
users to pay for a password to access nonexistent pictures; or trick consumers into paying for 

' advertisements that never materialize.^ 

2. namapad defective, misrepresented, undelivered, or stolen merchan dise! TTie types of 
merchandise being both bought and sold fraudulently over the Internet range from las^^^ to 
baseball cards.^ For example, one common promotion is for a “black box” that promises 
satellite telephone connections at low cost In reality, such technology has not yet been 
perfected for consumer telephone communications.^^ 

Online retailers are also frequent fraud victims in this category. Overall, electronically 
purchased goods are significantly more suscq>tible to frauduloit purchases than physically 
delivered goods. According to one statistic, 7% of all attempts to purchase goods online are 
fraudulent.^ This is due at least in part to the ease with which cr iminal s can establish fictional 
identities using temporary e-m^ accounts they set up by providing Internet service providers 
widi stolen or countofeit credit card numbers. From these aliases they order goods and request 
they be delivered to a mail drop or vacant house or, in the case of software, downloaded directly 
over die Internet Once the c riminal receives the product, he can cause the e>mail address to 
disappear without a trace. Tlie result: The product is lost and the merchant is stuck with a bad 
debt, which is then passed on to bona fide consumers. 

Forty-two percent of all attempted fraudulent online purchases involve attempts to purchase 
software.^ This is because c riminals can dovmload software directly from the Internet, thereby 
eliminating the possibility of apprehension upon delivery. No signature is required upon receipt 
of goods in the virtual world, and no physical address is required for delivery, which is why the 
risk for online software merchants is appreciably greater. 

3. Auction sales : Internet web sites are used to auction all types of merchandise, including 
antiques, new and used computer equipment, videos, and games. In many cases these items 
are never delivered or their value is overstated.^' In one reported case, a consumer was the 
successful bidder for a computer hard drive and mailed a money order to the vendor. When the 
consumer received a damaged hard drive and tried to contact the vendor, he found that the 
vendor*s e-mail account had been closed and his phone line had been disconnected.^ 

4. Pyramid schemes attempt to imitate legitimate multilevel marketing or 'Network marketing” 
opportunities in that they tiuty appear to offer a legitimate product or service for the victim to 
sell. Unlike a legitimate multilevel marketing operation, however, a pyramid scheme operates 
by generating fest cash through the recruitment of new participants into the scheme. Instead of 
focusing on generating sales and building a downline, the participant’s only goal is to recruit.^ 
The Internet facilitates this type of fraud by allowing the perpetrators to quickly reach millions 
of potential victims.^' 
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rhain leHfirg wUch are closely related to pyramid schemes, offer die opportunity to make quiek 
money by ereating a chain in which other participants send the victim money, hi the most 
simple versions, the victim receives an e-mail message via the Internet and is asked to send 
mon^ to five persons on a list The victim then adds his name to the list and waits for file cash 
to flow in. Like pyramid schemes, the main fimction is to recruit and generate cash, not to 
develop a legitimate business opportunity.^ In both ^pes of scheme, the pyramid or chain 
eventually collapses i^en new participants are not recruited. When this hqipens, the last 
persons to buy into the scheme bear the loss of their investmoit — which can run into rtinnannHa 
of dollars — while the peipetrators of the scheme abscond with their fiirtunes intact 

5. Misrepresented on-line business opp ortunities and fianehises : Examples of such fiauifa include 
purchases of ATM machines that will supposedly be leased bade to the seller and generate 
profits for buyers; potential earnings that ate misrepresented or unsubstantiated; and promised 
business assistance that is never provided. 

One popular fiaud in this category is the ‘^vel-agent-in-a-box” fiaud, which offers the victim 
instant certification as a travel agent upon payment of a hefty fire. The allure of this scam is the 
promise that file victim will be able to take advantage of qiecial discount travel rates. Whatfiie 
scam does not disclose, however, is that most major airlines, hotels, and car rental ageiKies 
require that anyone claiming travel agent rates show a valid International Airline Travel Agent 
Netweak card on demand, and fiiat to obtrun such a card a travel agent must earn a Tninimnm of 
$7,000 in commissions (as oiqposed to sales) each year. 

6. Work-at-home schemes: “Make Money Stuffing Envelopes!” Traditional work-at-home 
schemes, such as painting calendars or clipping news articles, share space on the Internet with 
modem versions offering the consumer the chance to “use your home PC to make money fast 
in your spare time.” Such scams promise the consumer large sums of money for doing simple 
tasks at home, but requite the consumer to buy the materials fiom the fiau^ent compaiiy in 
advance. When the consumer doesn’t, for example, paint calendars fast enough, he doesn’t 
make enough money to cover his costs. Alternatively, the fiaudulent company requites the 
consumer to sell the calendars himself, but the market is so small that the consumer can never 
recoup his investmmit, much less turns a jKofit” 

For example. Computer Business Services, Inc. (“CBSI”) marketed a home-based computer 
opportunity on the Internet by touting its “turnkey” business opportunity - a collection of 
conqxiter hardware and software that cost investors between $3,000 and $16,000 - and claiming 
investors could “Earn $4,000 Per Monfii From Your Home With A Conqruter!” CBSI 
represented that the hardware and software would enable the investor to provide a variety of 
services ranging fiom computerized monitoring for senior citizens to voicemail. In 19%, the 
Federal Trade Commisskm (“FTCTO brought suit against CBSL rdleging that its profits and 
earnings claims were decqitive and that most investors never earned close to $4,000. InAugust 
19%, CBSI agreed to a setUement which required it to pay $S million in consumer redress to 
FTC. hr May 1997, however, CBSI declared bankruptcy, so the extent to which ccmsitmers will 
receive restitution is questionable.’* 
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Another common Internet fiaud is the tracer program scam, which urges the victim to “Help 
Locate Money for People!” Tracer programs promise that the consumer can make money hy 
tiivting lost assets, such as inactive hank accounts ceded to the state, and retuming them to their 
rightful owners, often to discover that the clients ate not willirtg to pay the fee hut irrstead opt 
to contact flie agency directly. The victim, of course, must pay a hefty fee himself for the report 
explaining where to look for the lost assets.” 

7. These include otftine contests that require consumers to pay a 

registratitMi fee or requite eonsumets to provide a hank account number before the “prize” can 
be obtained. For example, the amsumer “win^ a fiee trq) with the payment of a registration 
fee, but the consumer is required to buy a comparrion ticket at full price in order to use the 
fiee trip.” 

g. Credit ca rd schemes offer Visas or MasterCards with a hirfi credit line, sometimes in a fictitious 
nflnn* wliilft pf ifimidng tninitnjil or no credit checks. These scams defiarid the consumer through 
high fees or by requiring that the victim open a trust account with an oHshore bank, where his 
funds are commingled with those of other victims and used for the personal benefit of the 
fiaudster. 

9 pnnire mti nttyr «9f-heln guides : These types of scams offer the consumer manuals on how to 
hypnotizB people, listing s of celebrities’ phone numbers and addresses, books on how to stop 
paying taxes, etc. After sending payment, the consumer never receives the book or guide.” 

in Maga-rin.^ siihscrintions : Consumers receive offers firom companies falsely representing 
themselves as subscription services for well-known magazine publishers or making felse 
claims of discounts on magazine subscriptions. Consmners who take advantage of these 
offers then find their bank accounts debited multiple times for the magazines ivhen in fact 
they authorized only one debit” 

Two additional types of traditional ftaudulent schemes are prominent on the Internet and 
merit brief notice. The first of these is health fraud . This type of fiaud ranges fiom the promotion 
of unproven — and sometimes dangerous — alternative medi^ treatments to the sale of substandard 
or worthless medical devices. Because of its global nature, many products offered over the Internet 
may not comport with FDA standards, as the results of a Warrington, DC, television station’s 
investigation into home AIDS tests marketed over the Intetnct” revealed. The station purchased 
over die Internet a home AIDS test that claimed to determine rvhether a person is HIV positive by 
testing a saliva sample. With the assistance of a physician, the test was administered to ari HTV 
positive volunteer. Although multiple tests were conducted, each result was eidier inconclusive or 
negative. Further investigation revealed that the test ordered came fiom the Bahamas, and had not 
been approved for use in the United States. In feet, the FDA has approved only tw home AIDS 
tests for use in the United States, both of which require blood samples. Despite this restnetion, at 
least nine home AIDS tests are available for purchase on the Internet 
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Anotbs online fiaud worth noting is investment fiaud . Stock and bond fiaud is rampant in 
cyberspace. On September 22, 1997, the chairman of the United States Secuities and Exchange 
Commission testifi^ before the Permanent Subcommittee on Investigations that “the Internet is 
being used as a new vehicle to p erpet rat e securities fiaud...because it provides anonymity, broad 
circulation and foe tqipearance of l^ifonacy at low cost”*’ Promotions for exotic investments in 
ostrich forming, gold mining, and wireless cable television are prevalent, as are “pim^ and dump” 
promotions of petmy stocks promising high returns. For example, one publish of an Internet 
investing newsletter relentlessly promoted stodc in a company called Systems of Excellence - 
without revealing foat he held subWitialfoares of stock in tte same company. The newsletter was 
posted all over Internet bulletin boards and promoted in chat rooms, causing the stock price to soar 
fiom $0.27 to $5.00 per share in a six-month period. The publisher earned about h^ a million 
dollars before foe Securities and Exchange Corrunission halt^ trading of foe stock. Subsequently, 
the publisher pled guilty to charges of conspiracy to cmrunit securities and tax fiaud.‘' 

IV. The Internet as foe Instrumentality of Traditional Fraud 

In c ommo n law, “instrumentality” refers to the diversion of a lawfully possessed item to 
focilitate the commission of a crime‘s. In this category, the processes of the Internet focilitate the 
fiaud,*’ whidi dqiends upon the use of the technology for its completion. This section will outline 
the types of technological devices and programs on which commission of such fiaud relies. 

Logic Bombs : A logic bomb is a destructive program that “detonates” iqxm the occurrence 
of a specific event, causing considerable damage to foe targeted computer’s programs or files. A 
“time bomb,” for example, goes off at a particular time;** other bombs may detonate on a specific 
date.** As wifo other de^ructivepcQgtams such as viruses and worms, logic bombs are easily spread 
through foe Internet when vic tim.^ access Web sites or download files. 

Mail Bombs ! A mail or letter bomb is an electronic mail message which causes unexpected 
and harmful efifects when the message arrives, is read, or is loaded into memory and executed. For 
example, one journalist was mail bombed with thousands of pieces of unwanted mail that jammed 
his mailbox and eventually shut down his Internet access on Thanksgiving weekend in 1994.** Mail 
bombs lobbed against an online retailer clog foe victim’s mailbox or jam his computer system.*’ 
This prevents the retailer fiom receiving e-mail fiom or responding to legitimate customers.** 

Sniffers are niooia m .s that monitor and record data of network iLsers. .such as their names and 
passwords when fo^ log otL Armed with this information, the crook who installed the sniffer can 
impersonate an authorized user and log in to access infonnation.*’ A sniffer can also pick up credit 
card numbers, which the installer can then use to purchase goods fraudulently. - 

Software Available Online : A plethora of software - much of it pirated and available for fiee 
on foe Internet — was designed ^recifically to assist fiaudsters in committing online crime. In one 
recent incident, three North Carolina teenagen downloaded fiom the Internet fiee software called 
“Credit Masta,” which replicates the algorithm, or mathematical sequence, banks use to assign 
credit card numbers. The teens created counterfeit credit card accounts using this software, then 
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used the phony numbers to purchase expensive electronic eqtiipment they had delivered to vacant 
homes. 


Spam is bulk electronic mail, or junk e- mail . See Exhibit 1 (examples of spam; some 
forwarded to PSI’s e-mail address 1^ consumers). Spammers sift through electronic discussion 
groups (such as chat rooms or bulletin boards^ Web pages, member directories, and anything else 
&ey can find to amass as many addresses as possible,” usually by using software qtecifically 
designed to accomplish this task. Spam is an attractive advertising and maiketing tool because it 
can reach literally millions of people in seconds and at very little cost to the sender. These same 
attribules, however, have tendeted spam a tremendous problem on the IntemeL First, while the cost 
of spam is minimal to the sender, Internet service providers (“ISPs”) like America Online, 
CompuServe, arxl Prodigy bear the enormous cost of processing the spam. The recipients of ^xun 
also bear the cost of receiving, opening, and reading spam while they are online. Serond, the sheer 
volume of spam clogs ISPs, thereby slowing down their ability to process other mail and provide 
first Internet service. In some cases, spam has raised the level of traffic so high that it has crippled 
ISPs’ systems.” Finally, instead of providing true return e-mail address information, known as 
“headers,” much junk e-mail contains forged headers, rendering it diffi cult if not impossible for a 
dissatisfied consumer or ISP to trace the culprit” For example, a company known as Cyber 
Promotions offers a program called the Cyber-Bomber, which promises to send bulk e-mail without 
the risk ofaccount termination by the ISP. The program offers to fidce the e-mail sender’s address, 
hide the message path, and even alter the digital serial number — which is all information contained 
in headers and necessary to trace the origin of ^xun.” 

For these reasons, spam has become its own worst enemy and, in the process, the target of 
at least two pending bills: The Murkowski bill, S. 771, whidi would requite junk e-mail to be 
clearly marked as such for easy deletion, and the (Christopher) Sttrith bill, H.R. 1 748, which would 
ban spam outright. 

Sixxifing : As mentioned below, ^ infra Sec. V, p. 1 3, anonymity is central to the Internet 
Unfixtunaldy, there is presently no good way for Internet users to authenticate each other’s identity, 
even when they desire to do so. In other words, there is no sure fire way to make certain that when 
you Older a shirt fiom Company X’s Web site that you are in fiart providing your credit card number 
to the teal Company X; the site could be operated by an imposter. Likewise, Company X is unable 
to audienticate that you ate the person whose name is on the credit card instead of an imposter. 

In Imetnetveninciilar, this type of impersonation or forging is called qxxrfing. Ina^xwfing 
attack, the fiaudster creates a misleading context in order to trick the victim into making an 
inappropriate security-relevant decision. A spoofing attack is like a con game: The fraudster sets 
up a &lse but convincing world” around the victim. The victim does something that would be 
appropriate if the &lse world were real. Unfrxtunately, as the Company X example above 
illustrates, activities that seem reasonable in the fidse world may have disastrous effects in the teal 
world.” 
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Hiaeaie several diOoent^pes of spoofing. Weh snoofing is a kind of electronic con i»ain« 
inwhididiefiaudstercieatesconvincingbut&lsecopiesofWebsites. When a victim accesses the 
fiaudster’s Web site, every site he goes to after that is routed dirough the fiaudsler’s site. The &lse 
Web sites created by die fiaudster look just like the teal ones; they have all the same pages and links. 
However, die fiaudster controls the &lse W^ sites, so that all network traffic between the victim’s 
browser and the real Web is monitored by the fiaudster.’* Ss£ Exhibit 2 (diagram eiqilaining Web 
spoofing).” 

Because die fiaudster can observe or modify any data going fiom the victim to Web servers, 
as well as controlling all return traffic fiom Web servers to the victim, the fiaudster has many 
options, including surveillance and tampering. Through surveillance, the fiaudster can passively 
vratididietiaffic,recordingwfaichpagesthe victim visits and the content of those pages. Whenthe 
victim fills out a form, die entered data is transmitted to a Web server, so the fiaudster can record 
that too, along with the response sent back by the server. Sinee most online commerce is done via 
fiirms, this means the fiauds^ can observe and record any account numbers or passwords die victim 
enters." 

The fiaudster is also fiee to tamper with any of the data traveling in either direction between 
the victim and the Web. For example, if the victim is ordering a product online, the fiaudsto- can 
diange the product number, the quantity, and the ship-to address. The fiaudster can also modify die 
data returned by a Web server by, for example, inserting misleading or offensive material in order 
to trick the victim or to cause antagonism between the victim and the server." 

Another type of ^xiofing tricks the user’s software into an iniqipropriate action by presenting 
misleading information to that software. Examples of such attacks include Transmission Control 
Protocol fTCPt stxiofing. in which Internet packets are sent with forged return addresses, and 
Domain Name Server fDNSl spoofing, in v^ch the fiaudster forges infimnation about which 
machine names correspond to wUch network addresses.*’ 

In a twist on this theme, five Los Angeles teenagers earlier this year sent ‘Tlash’’ messages 
to America Online subscribers impersonating AOL employees. The flash messages advised that a 
vengeful former employee had deleted thousands of credit card numbers fiom AOL’s database." 
The message asked subscribers to provide their name, address, password, and credit card number. 
When the unsuspecting subscribers complied, die teenagers used the credit card numbers to purchase 
merchandise like sunglasses and compact discs over the Internet." The teens had the merdiandise 
delivered to the house of a neighbor of one teen i^iose owner wodted during the day. The teens 
picked up the merchandise fiom the fiont porch of the house, then sold it to their high school 
c lassmates During a post-arrest interview, one of the teens reportedly stated that the group’s leader 
justified the crime by reasoning that nobody was hurt by their activity, since the persons whose 
credit card numbers they had used would not be required to pay for the unauthorized charges. This 
rationale, of course, ignores the hassle the credit card holder must endure in order to clear up his 
credit report, as well as the monetary loss the credit card companies and merchants suffer, vdiich is 
typically passed along to other consumers in the form of higher interest rates and prices. 
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Although presently there is no good way for Internet users to authenticate each other’s 
identity, technology called digital signatures is being developed as a tool by t^ch Internet users 
will be able to accomplish this. Use of a digital signature will allow the recipient to verify the true 
identify ofa message’s author. A digital signature acts like a packing list written in a secret code. 
Using a personal dectronic “key,” typically a string of numbers, a person sending a message creates 
an enco^ list of infimnalion that is transmitted along widi the message. The recipient opens the 
message and checks the contents. Then, using a separate “key” previously provided by the sender, 
the recipient tries to decode the digital signature. If the key works and die infiirmation about the 
content of die message is correct, the red|»eot can be certain of who sent the message and that it was 
not altered in transmissioiL” 

A Troian horse is a otoaam containing hidden malicious code.** A Trojan horse can, for 
example, automatically transfer money fiom a consumer’s account to an illegal account whenever 
a legal transacdon is made.*’ In one recent case, consumers visiting a Website were required to 
domiload a file in order to view sexually eiqilicit photographs. Unbeknownst to the user, the 
downloading of the file caused a hidden Trojan horse to disconnect his Internet service provider and 
reroute his connecdon through the coimtiy of Moldova. The consumers, who were charged 
astronomical long-distance telqihone rates for dieir Internet cminecdons until they finally logged 
off,* generally remained imaware of the fiaud until they received their monthly telephone billing 
statements reflecting die charges. 

Viruses : A computer vims is a program diat replicates itself and qireads through a computer 
system or network. Viruses may be benign or destrucdve; the latter variety may cause unexpected 
screen displays, delete computer files, create false informadon, or cripple a computer’s ability to 
process informadon.” Some examples of viruses that have recendy plagued the Internet inclwfe: 

• “Michelangelo,” which activates on March 6, the artist’s birthday, and can wipe out the entire 
bard drive of a computer." 

• “Gingrich,” which randomly converts word processing files into legalcsc often found in 
contracts. Victims can combat this vims by typing their names at the bottom of infected files, 
thereby signing them, as if signing a contract" 

• “Clipper,” which scrambles all the data on a bard drive, rendering it useless." 

• “Lecture,” which deliberately formats the hard drive, destroying all data, then scolds the user 
fiir not catching it” 

• “Clinton,” which is designed to infect programs, but eradicates itself when it carmot decide 
which program to infect" 

• “SPA,” which examines programs on the hard disk to determine whether they are properly 
licensed. If the virus detects illegally copied software, it seizes the computer’s modent 

automatically dials 91 1, and asks for help.” 
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Viruses aie activated whenever the boot sector or host file is loaded into a computer’s 
memory and executed. Th^ are spread fiom one computer to another through floppy disks and 
computer networks.’* Viruses can be spread through the Internet t^ien a victim downloads 
information fiom a Web ate or fiom a file attached to an e-mail sent by the perpetrator. For those 
malcontent users seek ready-made viruses, an Internet bulletin board in France has a large 
collection of diverse viruses that a perpetrator can download.” 

Viruses can wreak havoc on busirtesses as well as consumers. Whefiier introduced by a 
competitor, an unhappy former employee, or a disgruntled customer, a virus intended to impede 
commerce typically will cause mqor damage, such as erasing files, mixing information so that it 
makes no sense, or locking hardware so that the system’s software must be reloaded. In addition 
to these effects of the virus on the computer system, businesses sustain significant losses fiom 
secondary effects: Ihe costs of virus eradication and system repair, operational slow-downs or even 
stoppages vdiile the problem is being resolved, and undetermined losses of market share that might 
occur as a result of fire problem.’* 

Worms are active programs that spread throu^ computer networks, potentially causing 
considerable damage. One of the most famous worms was launched on the Internet in 198S by a 
graduate student at Cornell. The Internet worm eventually infected and shut down ftiottsands of 
computers on the Internet” 

V. Factors Contributing to Proliferation of Internet Fraud 

Several aspects of the Internet merit particular attention because of the role they play in the 
proliferation of Internet fiaud. One of these is interaction . Because the Internet is an interactive, 
low-cost medium, it is a more attractive means of conununication than print, radio, television, or 
telephone for sellers of goods and services. As a result, consumers are required to make security- 
related decisions wfaenevra- they are &ced with the option of divulging information over the Internet 
For example, on the Internet a consumer can go to a retail store’s Web page, view a shirt decide 
to purchase it and provide the seller with the irrformation necessary to consummate the deal - size 
and color of the shirt name and credit card number of the buyer, shipping address - without ever 
changing mediums. The cottsumer must weigh the benefits of divulging the information against the 
risk of an undesirable result such as a breach of privacy or unauthorized tampering with data. 
Deciding to type in a credit card account number in order to purchase a shirt despite the risk that 
the consumer may not receive the shirt is one example of a security-relevant decisiort. Choosing 
to accept a downloaded dociunent is also a security-relevant decisiort sijKe in many cases a 
downloaded document is ctqiable of containing malicious elements that harm the person receiving 
the documoiL’' §££ sutrra IV, p. 1 1 (describing Trojan horses). 

Even the decision to accept the accuracy of information di^layed by a computer connected 
to the Internet is security-relevant. For example, if the consumer decides to buy a stock based on 
information obtained fiom an online stock ticker, the consumer implicitly decides to trust that the 
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infonnation provided by the ticker is correct If somebody presents the consumer with incorrect 
stock prices, the consumer may engage in a,ttansaction that he would not have otherwise made.” 

Another aspect ofdie Internet that plays a significant role in online fraud is ssffliscl. AWeb 
browser like Netsct^ Navigator or Microsoft Erqrlorer presents many types of context on which 
users rely on to make decisions. For instance, the text and pictures on a Web page, including the 
presence of a corporate logo, mi^ give the user the impression that the page originated at a certain 
corporation.'” Likewise, neon green text on a purple background give the user the idea that 
the Web page belongs to fHreel magazine.”' The user recognizes particular graphical items, like 
file-open boxes, as having a certain purpose. Experienced Web users react to such cues in the same 
way that eiqretienced drivers react to slop signs without reading fiiem."’^ 

The names of objects may or nu^ not convey their context Users often irKxrrrectly deduce 
what is in a file by its name. Is mamud.doc the text of a user manual? It might be another kind of 
document, or it mi^it not be a document at all. Web addresses are armther exarrqrle. Is 
www.MICROSOFT.COM ^ address of a large software company? For a while, that address led to 
a congrietely different entity. (By the way, the round symbols in MICROSOFT are the number zem, 
not the letter O.) Was dole96.org Bob Dole’s 1996 presidential campaign? It was not; it pointed 
to a parody site."” 

Users often get context firom the timing of events. If two things happen at the same time, a 
user think they are related. For example, if the consumer clicks over to his bank’s page and a 
dialog box appears that asks for a username and passworrl, the consumer is likely to assume that he 
should type the name and password that he uses for onlirte banking. Ifthe user clicks on a link and 
a docurnent immediately starts downloading, the user is likely to assume ftiat the document came 
fiom the site whose link he accessed. Either assumption could be wrong.'” 

Anorrvmitv likewise plays an important role in the proliferation of fiaudulent activity on the 
Internet Anonymity is an integral part of the Internet culture. Every day, hundreds of people use 
the cloak of electronic anonymity to share their deepest secrets about childhood sexual abuse, 
alcobolisn, rape, and other sensitive topics with sympaAetic strangers on electronic bulletin boards 
or computer-network “chat rooms.’’ The ability to send anonymous and untraceable messages can 
also shield political and religious dissidents, whistle-blowers, and human rights advocates finm 
possible reprisals.'” However, it raises significant problems in the sphere of criminal activity. 

The most simple and common method of disguising one’s identity in cyberspace is to use 
a “screen name” or pseudonym, but anyone wifti reasonable computer skills can trace this type of 
message to its source. It is also easy to sign up for an electronic mail service under an assumed 
name,'” but this method likewise does not guaranty untraceable anonymity because of the ability 
to trace the path of electronic messages back to the computer fiom which they came. 

Two methods of achieving anonymity are commonly used by cybercrooks: Hacking another 
person’s e-mail account, and using anonymous remailers. The more technically sophisticated 
cybercrooks use hacked e-mail accounts to promote their schemes. Fraudsters can determine the 
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password to someone’s e -mail account using a device known as a password sniffer, £££ supra Sec. 
IV, p. 9 (describing sniffers). They can also trick the user into divulging his password by 
technologically impersonating an employee of die user’s ISP, s££ supra Sec. IV, p. 9 (describing 
spoofing). Once the raook obtains the user’s password, he has access to the user’s e-mail account, 
i^ch be can then use to send fiaudulent solicitations. 

Anonymous remailers ate fiee e-mail forwarding sites that convert return addresses to 
pseudonyms and render e-mail untraceable."” The result is e-mail messages that ate routed without 
forwarding or preserving any idmitifiable header information about the sender. 

To use an anonymous remailer, an individual sends a message to one of the estimated 20-25 
temailetswi»ldwide. The remailer accepts the incoming message, strips off all traces of the author’s 
identity, assigns a new, randomly generated account number to the message, and retransmits the 
message to its destination, whether to a single electronic mail box or to thousands or addressees, or 
throuj^ a series of other remailers. Because the messages ate remailed in a random sequence, 
different fiom the order in which they arrive, persons who may be monitoring the remailers caimot 
match the outgoing messages with tte incoming messages to identify i^io sent which message."” 
The anonymous remailer maintains a record for a brief period during which it relays any re^nses 
to the originator. It then destroys the record of where ^ message came fiom. This process alone 
nuikes idmtification of the originator neatly impossible. 

Another foctor contributing to the success of Internet fiaud is the prevalence of advertising 
on online services. Many Internet service providers charge their users a flat monthly rate for using 
the service, then sell advertising space - sometimes indiscriminately - to make up the difference. 
In the virtual world, as in the physical world, wherever a consumer finds a slew of advertisements, 
he is likely to find some folse or trtisleading claims. 

Yet another foctor is the ease with which the Internet lends itself to “disguised” promotion 
of fiaudulent schemes. Cybercrooks accompli^ this primarily through the use (or, according to 
“netiquette” standards, abtae) of “bulletin boards” and “chat rooms,” which are online areas fertile 
for fiaud in disguise. The Internet and the commercial online services provide bulletio boards, or 
areas on the Internet where running conversations ate posted, allowing anyone to read and reply to 
any message.'” Bulletin boards allow interested patties to exchange information in general topic 
areas, such as baseball, cats, or investing. In some cases, individuals contributing to the bulletin 
board have finaiKial ties to companies or businesses that sell products or services related to the 
bulletin board subject area. This may not be obvious to the online user. What may appear to be an 
open discussion is sometimes a sales pitch in disguise. Because the identities or affiliations of 
online bulletin board operators and participants are fiequently known, and may be difficult to 
discern, it is difficult to detect disguised advertising."" 

Some commercial online services also provide live discussion groups called “ chat rooms ” 
or “chat foivuns.” Service subscribers “drop in” for an online, “real time” conversation by typing 
in their comments, gennally while using an online pseudonym. These forums provide the chance 
to discuss a variety of subjects, including products and services. Accordingly, marketers - and 
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fraudsters — have used these chat rooms to promote their products without disclosing their 
interests.'" 

Finally, one of the most significant &ctors leading to the proliferation of Internet fiaud is the 
fact that the adults of today’s society are the first generation of modem Internet users. Every day, 
more persons access the Internet to conduct research, surf the Web, or post messages on bulletin 
boards. However, because the Internet is a relatively new medium, even persons wdto are otherwise 
“street smart” find themselves at a disadvantage when it comes to recognizing some of the more 
subtle scams on the Internet In frauds in which the Internet is used as a tool, the risk of a consumer 
failing to recognize a fraudulent scheme is even greater, given the minimal technological skills 
necessary to become an Interrret user. 

VI. Legal and Practical Issues 

A number of state and federal criminal laws cover fiaudulent activities on the Internet 
Federal laws include the Computer Fraud and Abuse Law of 1984, the Electronic Coirununications 
Privacy Act of 1986, and tttail and wire fraud statutes. State laws include computer crime statutes 
and eiqtansion of die traditional oonc^ of property to include electronic and computer technologies. 
See Appendix I (describing state and fed^ criminal laws targeting Internet fiaud). 

Ihe Intonet pesents unique challenges that law enforcement will have to overcome in order 
to cope with the present and future proliferation of online firaud. For example, the physical act of 
a computer-related fraud, or the actus reus,'" may be demonstrated best by an electronic impulse 
that, unfortunately, is difiBcult to define and track, considering that a computer crime can occur in 
three milliseconds using a program code that tells the software to erase itself after the computer 
executes the actioa This essentially eliminates the evidentiary trail. It also hampers the 
establishment of the element of causation : How can an investigator show causation if the offender 
erases the executing instructions?"’ 

Another consideration is venue, which is the question of which court shall hear a specific 
legal action. Venue over a criminal prosecution, for example, generally lies with a court in the 
geographic location where the offense was committed."* In many cases, however, an offense is 
deemed to have occurred where any act performed in furtherance of the offense occurs, where the 
victim’s residence or principle place of business is located, or (in the case of computer crime) where 
an unlawfully accessed computer system is located. To alleviate this confusion, some state laws 
include provisions specifying where venue shall lie in such cases."’ 

The multi -venue case highlights a related issue, which is the need for law enforcement 
roorHinatinn The speed with which an individual can cross interstate or international boundaries 
to commit fiaud on the Internet raises yet another concern for law enforcement: Investigative 
coradination. Since a cybercrook can quickly move from state to state, and fiom country to country, 
many different victims may, in short order, be reporting intrusions to federal and local authorities, 
thus leading to parallel investigations. At the fed^ level alone, multiple agencies - iiKluding the 
FBI, Secret Service, and FTC - may have jurisdiction over the same federal offense. In such 
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circumstances, there is always the risk that investigatois from the different agencies may 
unnecessarily diq>licate efforts or, even worse, inadvertently interfere with one another. S£S 
Appendix n (describing federal, state, and local agencies shsuing jurisdiction over Internet fraud). 

Likewise, the plnhal nafure of the Internet lendeis fraud committed thereon a worldwide 
problem railing fin- an organized intemarional re^nse. As on the domestic front, Internet fraud 
differs from traditional international crimes. First, it is easier to commit; No borders to cross, 
minimal human effort involved, and a greatly reduced chance of s^rprehension. Second, Internet 
fraud has received fru less attention than other international crimes. For an international program 
to be effective, the natrons involved must recognize that the c riminal conduct in question poses a 
domestic drreat and that irttenaalianal cooperation is necessary to re^xrnd effectively to foe problem. 
The United Narions has called upon its member states to consider modernizing frieir criminal laws 
to combat cortqrrrter crime. However, such crimes must be perceived as sufSciently serious before 
they are included in existing international agreements that are primarily focused on war crimes and 
terrorism. In foe United States, one of foe most heavily computerized nations in the world, oiu 
society has not imtil recently mobilized against compirter criminals. It is thus not surprising that 
other, less computerized nations have not yet joined in oiu chorus of concern."^ 

VO. Conclusion 

Given foe prediction that Internet fraud will rise dramatically with the corre^nding increase 
of consumer use of the Internet, we seek to acconqrlish two goals throu^ this investigation and foe 
presentation of its results at the first hearing. Our first goal is that of consumer education . Today’s 
society of consumers is the first generation of modem Internet users and are not as technologically 
savvy as future generations will be. While the Internet holds great potential for commerce and 
communication, the relatively few bad apples that roam rampant in cyberspace cause consumers to 
shy away from using the Internet to its full potential mitch to foe dismay of potential and actual 
onlme businesses. Consumers must be armed with the knowledge of how to detect online fraud, and 
must know where to report it when they encounter it 

Our second goal is that of deterrtrining foe federal eoverrunent’s proper role in preventing 
and enablirtg foe prosecution of orUitM fraud, and how that role complements or duplicates state 
govomnent and consumer protection efforts. Because the Internet is still a relatively new 
technology, and because noixxly is yet certain of all foe implications of conducting business in 
cyberspace. Congress must approach its role vrith carrtion. The need to control fraud must be 
balanced with the economic benefits that will certainly come from foe enormous growth of 
commercial activities on the IntemeL The tqtpropriate question to ask is not what regulations to 
impose, brrt indeed to what extent regirlation is appropriate given the changing nature of the use of 
the Internet and foe technology that enables ortline conunerce. 

RJ/DM/JN:mdr 
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Author: Varda Ullman Novick <vunovick«netcoa.com> at internet 

Date: 10/9/97 9:44 AM 

Priority: Mormal 

TO: psi at Governmental-Affairs 

Subject. IP YOU XNON SOMBONB MHO HAS CANCER (fwd) 

Message Contents 

(A friend received this and asked me to forward it to you] 

Forwarded message 

Return-Path: <0SlllS3O9u8a.net> 

Received: from nsl.hgo. net (nsl.hgo.net (206. 152.112 . 1] } 
by mails. netcoa.com (6 . 8 . S-r-beta/8 . 8 . 5/ (NETCOM vl.Ol)} with BSNTP id 
VAA062e6; Med, 8 Oct 1997 21:05:33 -0700 (KIT} 

Prom: 05111630«U8a.net 

Received: froahgo.net (ts018dl0.hil-ny. concentric. xiet [206.173.18.118]) 
bynsl.hgo.net (8. 8. 7/8. 8. 7) with SMTP id XAA29619; 

Wed, 8 Oct 1997 23:59:37 -0400 (BDT) 

Received: from aailhost«no«diere . com by noidiere.com (8 . 8 . 5/8 .6 . 5) with SMTP 
id GAA01464 for <>; Ned, 08 Oct 1997 22:55:33 -0600 (BST) Date: Ned, 08 Oct 
97 22:55:33 EST To: PrieDdOpublic.com Subject: IP YOU XNON SOMBONB HHO BAS 

CANCER Message- ID: <123450greataiail .com> Reply-To: 

MichaelValamhotnail.com Comments: Authenticated sender is 
<hooray«anywhere . com> X-UIDL: S869S0631010ab7890l^43189ie2cvt X-PMFLA6S: 
35651712 0 


From: 
Date : 

To: 

Subject : 
Reply- to : 


05111630#usa . net 

Wed. 08 Oct 9.7 22:55:33 EST 

PriendOpublic.com 

IF YOU KNOW SOMECMTE WHO HAS CANCER 
MichaelValaOhotmail . com 


Pardon my intrusion, I am searching for anyone 
who either has, or knows someone with cancer. It 
does not matter what kind of cancer. I sell a prod- 
uct that cures any type of cancer. I offer to every- 
one my website url which will give the scientific 
data people need to cure themselves of cancer. My 
website is: http://www.godscancerfi:uit.com 
IF YOU HAVE NO NEED FOR THIS INFORMATION. 

PLEASE PASS IT ON TO SOMEONE 

WHO DOES! Thanks and have a great day! 

Gregg Moore 
PRESIDENT 
CANCER KILLERS, INC 
334-649-4480 PHONE 
FAX 334-649-4480 
8880 EASTWOOD DRIVE 
SEfTfES, ALABAMA 36S75 
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Author: bashleyvktb.net at internet 
Date: 9/30/97 9:37 PH 

Priority: Nonwl 
TO: psi at OoveRMental -Affairs 

Subject: GST PAID $300.00 POR GIVING AKAY TNO MAY BOMB SECDRZTY SYSTE 
Message Contents 

Mailman like this defrauds everyone. I hope this is the sort of stuff 
you're interested in and hope to eliminate. 

Bev 


Bom broken. Natch for finger. 

pontarded nassage --------- 

Return-Path: < 9 ohetsaS4G ^ rintamil . con> 

Received: freai nailgateSI (amilgateOa-luMO.aOOl.^rintnail.coai [205.137.19C.S4] ) 
by ktb2.ktb.net (ICTBMST-2.0) with SKTP 
id VAA09470 for <bashley«ktb2 .ktb.net >; Tue, 30 Sep 1997 21:02:29 -0700 
Received: by nailgatell (SMI-0.C/SNI-SVR4) 

id aAA09191; Tue< 30 Sep 1997 20:57:0$ >0700 
Date: Tue, 30 Sep 1997 20:57:05 -0700 

Received : f roe sdn-ts-002caventplC . dialsprint .net <20C . 133 . 242 .51) by 
■ailfep4-bnel via snap (KC5.24) 

id Q_10.1.1.10/Q_lS407_l_3431caaS; The Sep 30 20:5C:S3 1997 
To: V.I.P.eOoTbeMet.cen 
Proa: gohoisa54dsprintaail .eon (Janes) 

Cosannts: Authenticated sender is <gohoisaS4nsprintaail . con> 

Subject: GET PAID $300.00 FOIL GIVING AMAY TNG MAY BOMB SBCDRITY SYSTEMS!!' 
Message - Id : <1 997093024 240AA34 109«post . aOOl . sprintnail . con> 

Por removal, please put remove on subject line and eamil me at 
SuccessmGosnet . com 

•Don't press reply, it won't get back to am. Follow instructions 
down below. 

-How «fould you like to get paid $300.00 for giving 
away a two way home security system valued at 
$1,320.00. This system gives you so many ^tions it is 
incredible. 

-How would you like to get paid $140.00 to $200.00 for each two 
way home security system that your down line gives ewey. 

-This opportunity is available now in your area. The only 

cost to start this incredible opportunity is a $94.00 start up kit. 

This includes your activation, home securicy(2 systeom) , shipping, 
and handling fees. 

•DON'T REPLY WITH YOUR REPLY BOTTOM* 

TO OBTAIN INFO ON THIS OPPORTUNITY: 

DBmail me at u$er2 384exsend. com 

-Please Include name. PHONE I. and email address. Please include 
phonelt !!!'!!!!!! 

-Please put "MORE INFO" ON SUBJECT LIME, if you don’t the reply will take 
longer 

3) If email comes back undeliverable please leave message 
at (80S)C75-B5CS. 
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'ul^; Hallo 

>a(e: 97-1(U5 20:37:29 EOT 

Fnm: OanaldStuno-eom 
Reply-to: John5520sid.coin 
To: DonaMfliunacoin 


Heliol 


Do you want to: 

>|jega^ slash your personaVbusiness taxes dramatically? 
>Protect any & afl assets from any form of Judgment? 
>|jeam how to preserve your person^ prhnKy? 

>Create a 6 figure income fri the next 4-6 months? 


For more inform a tion, please call 


My name is Gaiy and I was Mnducad to this awBioma Mxmation Just Rke you. 
This is hot new Momialioa K has been used by the uKra waatthy lor decades to 
make millians and to increase their wealth. This Mbrmalian is so poweiM that it 
alcws anyone to earn a six Igure income nMthin only a f9w months. My job is to get 
you the nkxmation on how the business works. Your job is to take the time to get 
eH the inkxmation that will ensure your business success. Take contioi of your own 
ifsonal finances. I win talc to you soon. Gary 


If you don't know: 


>how to make your money work 34 times harder for you? 

>how to set up off ehore trusts and protect your owiwd personal property 
from liana and levies and aeizurss? 

>how to legally shelter assets from Taxes? 

>how to make a six figure Income from home? 



If you are tired of multi- level marketing that: 

>ptomiass support but doesn't rieliver. 

>only gives small percentages of earnings. 

>90% of your line disappears after 1 month. 

>prt>duct is hard to market 

Our business has: 

>100% team support 

>100%Batiaftictioii guarantee on own product 
>90%commiaaion to all tiirectors 
100% axelusivo marketing rights to our product 
>a plan to be financially secure in 24 months 
>a product that every American and Canadian neerls 
>a system that is not multi-tevel marketing. 
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'£ave you name and phone number Twice and lor one of my associates wll can you. (your 
address is not necessary) 

if your skepticai, that's okay. So was i, but don't iet that stop you from getting aU the 
information so you can make a relaxed and kiteligent decision about this opportunity. 

Lets stop: 

>woiMiiofera|oblhatw« raaUy doitt car* for. 

>wof1(ing for poople who don't cat* about our nooda. 

>wofkina 3 montha out of every year Juat to pay our taxea. 

>worldng away bom home. 

>woiiying about cut baefca and down dbeing. 

>glvingttie prooeedaofourtabortoaomeone elaa. 

isn't time to change your financial situation around aiui start et^oying fife? 

Call the toll free number HHHHH today. 

0 procniae fliat theie will be no pfoaeui^n^ur^Rm^!^^ 


Ileadetv 

'etunvPalh; <Do na id6iunacom> 

r<ecened; tarn nMin83.fnail.aal.oom (mrin83.mal.aoLcom (1S2. 163.116. 121]) by atr14.mail.aoi.com (vSS) with SMTP; Sat, 2S 
Ocl 1997 20:37:29 -0400 
Received: from lnteniet-Aid.com ([199.44.173.3]) 
by fflrin83.mai.aol.com (8.6.S/8.8.S/AOL-4.0.0) 
with SMTP id UAA26442; 

Sat. 25 Oct 1997 20:36:56 -0400 (EOT) 

Ffom: OonaldQiuno.cam 

Received: from (153.37.147.192) by lnteniet-Aid.com 
(SMTPO32-4.0) id A0661 180076; Sat. 25 Oct 1997 20:35:50 -0400 
To: Oo na ldQiune.com 

Comment s : Authenticated sender is <OonaldQiuno com> 

Reply-to: John562Qsid.com 
Subfect: Helo 

Message-U: <1997102S3464UAA5S425Qposl cam> 

Date: Sat. 25 Oct 97 20:36:25 EST5E0T 
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How the Attack Works 

The key to this ^tack is fcM* the attacker's Web server to sit between the victim and the rest of the Wdi>. 
This land of arran^nent is called a "man in die middle attack" in the securi^ literature. 

URL Rewriting 

The attadcer's first trick is to rewrite all of Che URLs on some Web page so Chat they point to the attacker's 
server rather than Co some real server. Assuming the attacker's server is on the machine 
miv.attacker.org, the attadser rewrites a URLby addinghttp:/Avww.attacker.org to the front of the 
URL. For exaiEple, ht^ :/ /home . netscape . con becomes 

http://vwv.attaclcer.org/http: //home. netscape, con. (The URL rewriting technique has been used 
for otiK»’ reasons by two other W^ sites, die Anonymizer and the filter. See page 9 for details.) 

Figure 1 riiows udud luqipens when the victim requests a page through rme of the lewritten URLs.The 
victim's browser requests the page fromww.attacker . org, since the URL starts with 
http: //%«wv. attacker .org. Ihe remainder of the URL tells the attacker's server vdieie On the Web to go 
to ^ die real document 



www.server.com 


Figure I : An example Web transaction during a Web spcK>nng attack. The victim requests a Web page. 
The following steps otxur: (1) the victim's browser requests the page from the attacker's server; (2) the 
attacker's server requests the page from the real server; (3) the real server provides the page to the 
attacker's server; (4) the attacker's server rewrites the page; (5) the attacker’s server provides the rewritten 
version to the victim. 




343 


APPENDIX #1 



344 


APPENDIX I 

State «nd Federal Crimiiul 1 Jwi Targeting Computer Crimt 


I. Federal 

Several federal statutes cover acts fitting within the realm of Internet fiaud. 

A. Mail and Wire Fraud 

Most Internet fiaud cases can be prosecuted under the federal mail and wire fiaud 
statutes,' which prohibit using interstate mail and wire communications to further a fiauduelent 
schettK to obtain monqr or property. These statutes apply to ‘“any computer-aided theft 
involving the use of interstate wire, the mails or a federally insured bank.’”' The federal mail and 
wire fiaud statutes apply to intangible as well as tangible property.' Cases: United States v. 
Briscoe. 6S F.3d 576 (7th Cir. 1995) (fiaudulent transfer of fiands thrmig)i computer system 
violates wire fiaud statute); tlnif«t St«t« v SInAer 199s WL 417077 (S.D.N.Y. 1995) 
(exchange of DMV license approval for bribes through DMV’s computer terminals constitutes 
violation of wire fiaud statute). 

B. Computer Fraud and Abuse law of 1 984 & 

Computer Abuse Amendments Act of 1 994 :’* 

This is what is commonly tefetied to as the federal computer crime statute. While most 
of its provisions address unauthorized access to electronically maintained databases, several 
provisions address Intemet fiaud. Section 1030(aX5) criminalizes acts that prevent “authorized 
use” of a computer, which apparently extends to denial of service schemes. The aspect of the 
crime that triggers federal jurisdiction is that the act must be committed on a computer used in 
interstate commerce or coirununications, and must affect another computer. 

Section 1030(aXS) also criminalizes certain types of reckeiss conduct as misdemeanors, 
which may iKilitate prosecution of hackers who cause the transmission of malevolent software, 
such as computer viruses.’ 

Section l030(aX6) prohibits knowingly, and with intent to defiaud, trafficking in 


‘18 U.S.C. §§ 1341 (mail fraud), 1343 (wire fraud) (1994). 

'Xan Raskin & Jeannic Schaldach-Paiva, Eleventh Survey of White Collar Crime: 
Computer Crime . 33 Am. Crim. L. Rev. 541, 564 (1996) (quoting Stanley S. Atkin etal., 
prevention and Prosecution of Computer and Technology Crime. 3-33 (1991)). 

‘See 18 U.S.C.§ 1346(1994). 

‘See 18 u s e. § 1030 (1994). 

‘Sa 18 u s e. § 1030(aX5XBXi)(l994). 
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passwords which either would affect mteistate comm^ce. This provision would address the 
collection and subsequent distribution of passwords collected by sniffen. 

C. Electronic Communicatioiis Privacy Act of 1986 * 


The ECPAiqidatBd the federal law pertaining to wire and electronic communications 

interception to prohibit unauthorized interception of computer cmnmunicatioiis. It is not clear, 
however, which provisions of the ECPA cover electronic communications such as e-mail, which 
is both transmitted and stored. See, e.e.. Steve Jackson Games. Inc., v ItnifeH <t,^ 
SerVi* 36 F3d457, 458 (5th Cir. 1994) (govemmeat seizure ofcomputer used to operate 
electronic'bullelin board and containing private electronic mail that had been sent to and stored 
on bulletin board, but not read by intended recipient, was not “interception*^. 


n. State 

States have sought to address Intenoet baud by expanding the scope of their computer 

crime stairrtes.’ For example, some states have eiqianded the traditional conceit of property to 
include electronic and computer technologies.* Other states have enacted “aiding and abetting” 
stati^ to prohibit use of a computer to fecilitate fraud.’ Approximately 25% of states have 
criminalized den^ of service, vdiich is any activity that impairs the ability of authorized users to 
obtain the full utility of their computer system or Website.” Unauthorized execution of 


‘See 18 U.S.C. §§ 2510-2521, 2701-2710 (1994) . 

’Xan Raskin & Jeannie Schaldach-Paiva. Eleventh Survey of White Collar Crime: 
Computer Crime, 33 Am. Crim. L. Rev. 541, 564 (1996) (citing Ann e W. Branscomb, Rogue 
C a mputer Pto gams and Computer Rogues: Tailoring the Punishment to Fit the Crime 16 
Rutgers Computer & Tech. L.J. 1 , 32-36 (1990)). 

' Sec , c.R.„ Mass. Gen. Laws Ann. Ch 266, § 30(2) (West 1990) (larceny statute 
providing that “term ‘property’ . . . shall include . . . electronically processed or stored data, 
either tangible or intangible, (and] data vdiile in transit”); Nev. Rev. Stat. § 205.4755 (1993) 
Cproperty” includes “information, electronically produced data, progtam(s), and any other 
tangible or intangible item of value”). 

’Sg.e.g.., Haw. Rev. Stat § 708-891(b) (1985 & Supp. 1 992) (person commits 
computer fraud by “access[ing] or caus|ing] to be accessed any computer, computer system, 
computer network, or any of its parts with the intent of obtaining money, property or services by 
means of embezzlement or felse or fraudulent representations”); Ariz. Rev. Stat Ann. § 13-2316 
(1 989) (computer fraud requires *tintent to devise or execute any scheme or artifice to defraud or 
deceive, or control property or services by means of false or fraudulent pretenses”). 

* 8- La. Rev. Stat. Atm. § 14:73.4 (West 1986) (offense against computer users 
takes place when authorized user is intentionally denied “full and effective use of or access to a 
computer, a computer system, a computer network, or computer services”). 
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pcognms dial slow down the computer’s ability to process infocmalion fidls under such statutes. 
Other stales have criminalized die unlaw&l insertion of viruses, worms, logic bombs, and other 
devices which may be inserted on computers or transmitted over telephone lines or on floppy 
disks to contaminate or destroy data." 


“ See.e.g.. Cal. Penal Code § S02(bXI0) (Deering & Supp. 1995) (“computer 
contaminant” defined to include viruses and worms and other sets of instructions designed to 
“usurp the normal operation of the computer^; Conn. Gen, Slat. § 53 a- 25 l(e) (1994) (unlawful 
to make or cause to be made unauthorized display, use, disclosure or copy of data, or add data to 
data residing within computer system); Del Ccxie Arm. Tit. 1 1, § 935 (1987 & Supp. 1994) 
(proscribing “intenupt(ion] or add(ition of] data to data residing within a computer system”); 
Minn. Stat. § 609.87 (1994) (criminalizing “[djestnictive computer program” that degrades 
performance,” “disables,” or “destroys or alters” data); W. Va. Code § 6I-3C-8 (1992 & Supp. 
1995) (prohibiting “disruption or degradation of computer services”). 
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APPENDIX n 

Governmental Agencki Sharing Jorisdictkm Over Internet Fraud 
I. Federal 

A. Criminal Jurisdiction 

Two federal investigative ageodes diaie jurisdictioa over the bulk of traditkxud 
cominitled over die Internet: die Federal Bureau of Invesdgatioa (*TBr^ and the United 
States Secret Service. PBI's OfiGoe of Cranputer Investigations and Infrasbucture Protection 
specializes in inves tigating higji technology ciiines such as Intemet fiaud, tlidt of computer 
infmmation, and computer intnisiocis and impairment In addition^ die FBI ^ 

National Coaqxiter Crime Squad in its Wasfaingtoo, D.C. field ofiBce that is ^lectfically 
charged with investigating violations of the Federal Coaqniler Fraud and Abuse Act of 1986. 
This act also empowered die Secret Service to investigate fraud and rdated activities 
concerning ccMiqiuters. Secret Service's Financial Crimes Division is reqxiosibie for 
investigating incidents of Internet fiiaud, as wdl as traditional finwicial crimes dwr can 
place over die Internet, such as m<Hiey laundering and credit card fraud, 

Cases investigated by FBI and Secret Service are prosecuted by the United States 
Dqiartmem of Justice (TXJJ"). DOPs Omaputer Crime and Intellectiial Property Section 
CXCIPS”) is reqxinsible for inqilementing DOPs Computer Crime Initiative, which is a 
comprdieiisive program designed to address die Rowing global emnputer crime proUon. 
CCIPS attorneys litigate cases, provide litigation support to other prosecutors, train law 
enforcement personnel,- and coordinate international efforts among law eofr^cemeot agencies 
to combat computer crime. In addition, DOJ has a Computer/Telecmmnunications 
Coordinator program in each of the ninety-four United States Attorney's OfBces, where at 
least one Assistant United States Attorney stfves as an in-house eaqiert for the prosecuti<Hi of 
high technology crimes. 

The bulk of traditional Internet fraud defrauds the ctMisumer of a low dollar amount, 
somewhere in the neighborhood of $100 - SSOO. Cyberfraudsters, of course, make their 
money by defrauding a high volume of consumers. Nevctihcless, because of the low dollar 
amount of the individual frauds perpetrated, the bulk of federal criminai enforcement does not 
focus on traditional frauds perpetrated over the InterneL Instead, it focuses on the invasion of 
electronically maintained databases, also known as ''hacking,** which will be the subject of our 
second hearing. 

B. Civil Jurisdiction 

The primary federal agency exercising civil jurisdiction over Intemet fraud is the 
Federal Tra^ Commission ("FTC”). FTC is responsible for investigating allegations of 
consumo' fraud and bringing suit to stop fraudulent activities, including those perpetrated over 
the Intemet. For example, FTC successfully froze an estimated $13 million in assets that one 
company reaped from over 25,000 consumers by promulgating a pyramid scheme over the 
Intemet. 
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FTC has also coordinated “Surf Days" on which federal, stale, and local law 
enforcement groups “surf the ‘Net” to identify possibly fraudulent Web sites relating to a 
specific suigect matter, such as health fiaud or sweep^akes ginuniclcs. On “internet Pyramid 
Surf Dtor," fi>r cxanqrle, law enfirreemeat officials fiom four federal agencies and seventy 
slate and local agencies located over SOO Web sites offering potentially illegal pyramid 
schemes. Participants preserved the information found at diose sites for possible future law 
enfixeement action. In addition, FTC sent e-mail messages to the operators of each of the 
sites warning them that their pyramid schemes are illegal, describing die characteristics of 
illegal pyramids, and providing FTC’s home page address to help enlrqxeneurs and 
consumers distinguish between illegal pyramids and legal multi-level nuuketing plans.' FTC 
plans to revisit the Web sites in the future and take further action if evidence suggests they 
ate illegai operations. 

In addition to errforoement activities, FTC also operates a consumer education program 
to inform consumers about deceptive and fiaudulent practices. FTC administers this program 
through regular publications as well as through its Web site, <httpfAvww.ftc.gov>. 

Another federal agency that has done an exemplary job in proactively combating 
Internet fiaud is the Securities and Exchange Commission (“SEC^- SEC has jurisdiction over 
fiaudulent investment activities on the Internet. Recendy, SEC began an Internet enforcement 
program under its Division of Enforcement to search the Internet for fraudulent investment 
opportunities. For example, in 1996 the SEC filed several civil actions against companies 
soliciting unregistered securities or fiaudulent off-shore investments over the Internet. SEC 
actions have resulted in injunctions against the fraudulent activity, freezing of defendants' 
assets, and levying of monetary penalties against defendants. SEC operates a Web site, 
<httpf/www.sec.gov>, that consumers can access to learn more about securities fraud on the 
Internet 

II. State 

Each state has an office of the attorney general with the power to investigate and 
prosecute the use of the Internet to coirunit or facilitate fraud. As the state’s chief legal 
officers, attorneys general can bring both civil and criminal actions against those accused of 
perpetrating fiaud on the Internet’ For example, state attorneys general have filed numerous 
civil Internet consumer cases covering fiaudulent health care product sales, business 
opportunities, credit repair, and miscellaneous product and service offerings.* Earlier this 
year, the Idaho attorney general’s investigation of securities fraud over the Internet resulted in 
the attest and conviction of the perpetrator.' 

One obstacle stales face in prosecuting online fraud is the abseiKZ of physical 
boundaries on the Internet. Establishing jurisdiction may be difficult because a company 
located in one state can easily and readily use the Internet to defraud consumers located in 
another stale. Conflict among state laws may further complicate Internet prosecutions by 
states. In other words, an Internet activity may be legal one state but illegal in another. Such 
conflicts of laws pose particular problems with the use of Web sites, because persons can 
access them regardless of their location and thus without regard to the law of any particular 
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state. 


Decile these difficulties, states do have one advantage over prosecution by federal 
agencies: Thqr generally have nx>te flexibility with regaid to the dollar value of cases they 
accept, and thus can prosecute cases of Internet fraud that would otherwise fall through the 
cracks in the federal system. 

III. Local 

Local law enforcement agencies also have jurisdiction to investigate and prosecute 
Internet fiaud. However, local law enforcement agencies often lack sufficient resources, 
equipment, and ^lecialized training to effectively prosecute these cases. In order to address 
these problems, some local law enforcement agencies are working with multi-jurisdictional 
task forces. For example, a High Tech Crime Task Force has been established in California 
that includes the participation of the California Highway Patrol, California Department of 
Justrce, and local law enforcement agencies from sevet^ counties in the Sacramento region to 
investigate computer and other high technology crimes.’ Similar high technology crime units 
are operating or are being considered in other regions, including Illinois, Massachusetts, Ohio, 
Michigan, and Pennsylvania.* 


1- See “Federal-Stale Surfing Catches a Wave of Potential Internet Scams; Over 500 Pyramid 
Operations Put on Notice,” FTC press release, Dec. 12, 1996. 

2. Criminal/Civil Rights Subcomm., Internet Working Group, Nat’l Ass’n of Attorneys Gen., 
The Internet and Crime; A Report to the Internet Working Group of the National Association 
of Attorneys General 1 (June 1 997) (hereinafter “NAAG Internet and Crime Report”) 

3. Christine Milliken, Office of the State Attorney General and Cyberspace 9 (1997) 
(unpublished manuscript, on file with the National Association of Attorneys General). 

4. !4at 12. 

5. NAAG Internet and Crime Report, supra n.lat 28. 

6. 14 at 28-29. 
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SfMll 


f w n n i rt TrtwHIii 


EXHIMT# 


Sapplemaital QacMioBi of Senator Max CMand 


Rcf ponicf by Robert PRo&ky, 
Chaimuui of the Federal Trade CoaaiinioB 


OaUac Privacy 


OaeatjoB 1 : 


I recently heard that over one-third of the conipaBiei in Aarerica BMnitor tlieir 
employcef ’ email, compnter fiki and telephone voice aulL While thii is not a frand bane 
perse, it is a privacy isSHe with perhaps toatedanferonsimplicatioBS. I’d Ukc to fet yonr 
thoughts, Mr. Pitobky, oa whether you think there shonid be privacy laws in cyberspace? 


The FTC has been focusing on privacy issues in cybet^wce over the past three years 
because it has become apparent that electronic commerce will not meet its full potential unless 
consumers' privacy is protected in this new medium. The question is bow best to achieve 
privacy protection. 

Our preference has been to encourage self-regulation in the first instance. Accordingly 
the agency held a number of public workshops to facilitate self-regulation by bringing together 
industry members, consumer and privacy advocates, and goveniment agencies. Because 
workplace issues are beyond our primacy mission of protectiiig consumers, the agency has not 
focused on the issues you pose of monitoring of employees’ e-mail, computer files, and 
telephone voice mail. Our focus has been the privacy protections affoicM consutners in general, 
and children in particular, as they use the Internet to engage in commerce and gather information. 
In fact, the FTC is cunently undertaking a survey of 1,200 World Wide Web sites to assess 
whether industiy self-regulatoiy efforts have led sites to post privacy policies. The results of this 
survey will be sent to the Congress in JutK. 

Consnmer Education 

Question 2 : 

Mr. Pito&ky, I understand that the FTC lus also laandied a significant consumer 
education initiative. Could you describe for me the consumer protection program that yon 
have put in place? 
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Response : 

The FTC worics to stem fraudulent, misleading and deceptive practices through actions 
that involve both law enforcement and consumer education. Acting on the belief that the most 
effective consumer protection is education, the FTC tries to alert as many consumers as possible 
to the tell-tale signs of fraud. The agency's information dissemination program is vital to our 
mission. It is accomplished in large part by working with a variety of "partners" ~ for example, 
other federal agencies, state and local consumer protection agencies, trade associations, 
professional organizations, volunteer groups, corporations. Better Business Bureaus, the military 
- and through a variety of media - newspapers, classified ads, public service aimouncements, 
bus placards, the Internet, brochures, bookmarks, and puzzles, to name a few. 

Among the innovations the FTC uses to alert consumers to fraud on the Internet are 
"teaser" sites. Too often, consumers do not find useful information until it is too late. By using 
"teaser" web sites, the agency is trying to reach consumers before they make a purchase or invest 
their money. These "teaser" sites are web pages, accessible by major search engines and 
indexing services, that mimic fraudulent sites. Internet shoppers looking for vacation deals, for 
example, may find an irmocent-looking site that offers a spectacular, luxury dream vacation at a 
money-saving price. A lovely sunset appears. Three clicks into the "come-on," the FTC seal 
appears. The site alerts consumers who respond that they can get scammed and offers tips on 
how to distinguish fraudulent vacation pitches from legitimate ones. The site also enables the 
consumer to Imk to the FTC’s web site for additional information. Other sites address Internet 
business opportunities, work-at-home schemes, and weight loss products. The public has 
responded very favorably to these sites. 

The FTC also has devised tutorials in the form of interactive puzzles and quizzes to 
reinforce what consumers have read in their newspapers or on the FTC’s web site. For example, 
for an armouncement about actions in the investment fraud area, the FTC launched an online quiz 
called "Test Your investment I.Q." A series of typical telemarketing misrepresentations asks 
consumers to define the investment offering as solid or risky. The site also featured the "Top 10 
Lines" used by fraudulent telemarketers when they make their pitch, and a feature called "What 
They Say Isn’t Always What They Mean" to help consumers see through the lines favored by the 
slick telemarketers. In connection with "Project MouseTrap," a series of actions against 
fraudulent invention promotion firms, the FTC created an activity designed to test a consumer’s 
"patent-ability" - a crossword puzzle containing critical terms from the worlds of patents and 
idea promotion. These teaser sites and tutorials serve as complements to the brochures the 
agency publishes and promotes. 

ConsumerLine, the FTC’s consumer information page at its web site, accounts for about 
one-third of all the visits to www.ftc.gov. It offers the full text of over 100 print pieces that the 
agency produces, including Consumer Alerts and Facts for Consumers brochures, as well as the 
separate education "campaigns" the agency mounts on specific issues. The FTC’s web site, 
www.ftc.gov - and particularly ConsumerLine — have been recognized many times in the last 
year as a "best of the Web" for ease of use and quality of information. 


Building on the success of its home page, the Commission solicited other agencies to 
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create a new consumer site at www.consumer.gov. Since last December, this site has provided 
the public "one-stop shopping" for federal information on consumer issues ranging &om auto 
recalls to drug safety to information resources for investors. The site is arranged topically, so 
that consumers can find information about an issue wifiiout having to know the nam e of the 
agency that deals with the issue. In addition, the site’s Scam Akrt! offers the latest information 
on fiaudulent and deceptive practices in the marketplace. This feature appears on each page as 
necessary and contains enforcement information and tips to avoid scams. Original FTC partners 
included the Securities and Exchange Commission, the Consumer Products Safety Cottunission, 
the Food and Drug Administration, and the National Highway Transportation Safety 
Administration. SitKe the launch of consumei.gov, several more fiMleral agencies have joined as 
partners: the Department of Agriculture, the Department of Education, the Department of Health 
and Human Services, the Federal Deposit Insurance Corporation, the Department of Housing and 
Urban Development, the Federal Communications Conunission, and the Environmental 
Protection Agency. The FTC was particularly proud to spearhead this effort to make federal 
consumer infonruition more accessible. 

The Commission has sought Internet companies and industry associations to join as 
partners in educating consumers about online issues. Many organizations already have circulated 
public service messages on their Internet sites, cautioning consumers to avoid particular scams 
and linking them to the Commission’s web site where they can firtd appropriate information. 

The Cottunission also has published a series of cyber-related brochures, which also are on the 
web site, and a bookmark, "How to Be Web Ready," that has been promoted heavily. In fact, 
corporations have linked to the bookmark (e.g.. Circuit City and Micron), as have associations 
such as the Direct Marketing Association, and others ate in the process of linking. In a joint 
effort with the National Association of Attorneys General, the Commission plans to publish "Site 
Seeing on the Internet," a booklet for parents, within the next few naonths. 

In addition to using the Internet to educate consumers about fiaud (online and off), the 
agency also strives to use the Internet to educate businesses about their responsibilities to 
consumers. BusinessLine (at www.ftc.gov) includes the full text of all the compliance guides 
published by the Bureau of Consumer Protection. In addition, FTC staff regularly speak at 
industry conferences. In mid-March, for exaiirple, two staff attorneys will speak on Internet 
advertising and online fiaud at a national conference of Internet service providers, called 
ISPCON, in Baltimore, MD. 

Law Enforcement Toob 

Question 3: 

In traditional consumer scams con artbb know it’s more difficult for law 
enforcement to come after them when they are in one location and their victinu are in 
another. With Internet fraud, the situation becomes even more challenging, given the fact 
that there are no geographic borders in cyberspace. We saw, for eumple, that when 
Fortune Alliance was shat down in thb country, Fortuna Alliance II simply re-opened its 
shop in Antigua. Mr. Pitofsky, let me echo my colleagues by asking what toob can 
Congress give yon to make your enforcement job easier? 
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Response : 

As stated in our testimony, the FTC Act cunently provides us with the legal tools we 
need to combat most unftir and deceptive practices that occur online. Yet, I believe that the 
Commission lacks the resources to meet botii growing Internet fiaud and its traditional consumer 
protection law enforcement teqxmsibilities in areas such as credit jnactices, telemarketing, arid 
national advertising. 

To effectively carry out its mission, the Commission must handle more consumer 
complaints while increasing its enforcement actions agaittst Internet fiaud. In the first instance, I 
believe that the Commission’s new Consumer Response Center ("CRC") needs resources to 
convert its telephone number to a toU-fiee number, thereby enabling any consumer with a serious 
Internet problem to make a report and receive timely advice. The CRC also needs additional 
personnel and equipment to maintain a high-level of service while handling the surge in letters, 
telephone calls mid e-mails received fiom the public. The expansion of the CRC is necessary, 
not only to respond directly to consumers, but also to take rapid action against perpetrators of 
fiaud. It is the CRC that primarily feeds the national database relied on by investigators, 
litigators, and prosecutors within the Commission and scores of other law enforcement offices - 
fiom the Department of Justice and the FBI to the offices of state Attorneys General. 

The Conunission also requires additional resources to remain effective in its law 
enforcement actions against new, sophisticated, and often international fiaud on the Internet We 
have announced four additional Internet cases just since the Subconunittec’s hearings in 
February, bringing our total number of federal Internet actions to over 30. Yet, in Chairman 
Collins’ words, we are beginning to “rob fiom Peter to pay Paul." Our consumer protection 
mission resources have remained constant, but our dedication of consumer protection budget 
work years or "FTE’s" to Internet issues has risen fiom 4% to 16% since 1996. The Conunission 
cannot adequately carry out enforcement in areas like home equity fiaud, fair credit lending, 
telemarketing fiaud, and food and drug advertising if resources are required to address pressing 
Internet problems. At the same time, we should not permit fiaud to stifle the growth of the 
important, emerging online marketplace. Therefore, I believe additional resources will assist the 
Commission fulfilling its consumer protection mission. 
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Senate Pennanent Subotwm ii ttee on Investigations 
432 Hart Senate Office Building 
Washington, DC 20S1O-62S0 

Dear Mr. Shea: 

In response to your February 24 letter and the supplemental questions 
about Internet fhutd posed by Senator Max Cldand, please allow me to {Hovide 
the ibUowif^ answers. We request that these be added to the record of our 
testimony at the Fraud on the Internet hearing on February 10. 1998 


Eima Angevine 
Dorothy M. Austin 
Debra R. Bertyn 
Alan Bosch 
Jim Conran 
Ellen C. Craig 
Theodore R. Debro. Jr. 
Joseph K. Doss 
Evelyn Dubrow 
Clenn English 
Mary Finger 
Carolyn Forrest 
Eugene Glover 
Ruth Harmer-Carew 
Pastor Herrera. Jr. 
Mary Heslin 
Arlene Holt 
Sandra Willett Jackson 
Ruth Jordan 
Jane M. King 
Harry Knnz 
Jorge J. Lambrinos 
Odonna Mathews 
Robert N. Mayer 
Joyce Miller 
Latry Mitchell 
Patricia Royer 
Ben Seidnian 
Samuel A. Simon 
Caroline B. Stellmann 
Ricki Stochaj 
Leland H. Swenson 
Patricia Tyson 
Barbara Van Blake 
Gladys Gary Vaughn 
Clair E. Villano 


I In F^ard to bankir^ on the Intenwt. what safeguards are in place to assure 
that individuals do not lose their life savings at the hands of savvy Internet 
con artists? 

Banks use encryption programs to “scramble" the information that is 
transmitted online so that even if h is imercepted. h cannot be “read" by others. 
Encryption programs are also used by online vendors so that consumers can 
provide finandal information such as their credit card numbers safely These 
encryption programs are either the vendors' own or provided by their Internet 
service providers While it is unlikely, a very sophisticated computer “hacker" 
might be able to break these codes, and the industry continues to refine them 

The greater danger of Intcmel fraud, in our view, is from entities that 
pretend to be banks and are not. or banks that are not overseen by U.S regulators 
Our National Fraud Information Center has received reports from consumers 
about advertisements on the Internet by foreign banks offering high interest rates 
or special services such as trusts. In some cases, those banks are phony or their 
services are misrepresented. Furthermo re , if the institution closes, depositors are 
not protected by FDIC insurance. Since there is no way of ensuring the safety and 
soundness, or even the existence, of these off^iore banks, consumers could lose all 
of their money 

2. How does the National C^sumers League promote public awareness 
about the Internet Fraud Watch and our fnujd center web site? 


Representing Consumers for 99 Years 


PraMM <v< Piper 
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We constantly promote awareness about Internet fraud and our Imernet Fraud Watch 
program through our newsletters, press releases, speeches, mecfia iiitervie%vs, and other pubfic 
outreach. Concernment agencies such as the Federal Trade Commission, noiqNofh organizations 
like the Amencan AasodatkMi of Retired Persons, and l egi timai e Internet and marfceiers 
also promote our our web ^ and fraud reporting services. Many have links from their w^ sites 
to ours. 


In &ct, the proUem is not promoting our Imernet Fraud Watch p ro gram , but rather 
keeping up with the demand for the irdbrmation and services we provide. We receive 1,200 to 
1,500 e^nails each wedc from contumers who warn advice iftNMit Inteniet or online solicitatioos 
or to report fraudtdem soKdtmions to law e nf br cemem agencies throi^ the Imernet Fraud 
Watch. Because ofour limited resources and the fimt that private contrftutions do not cover our 
costs, it is difiBcuk Am* us to handle die growir^ volume of questiofis and fraud rq)orts. 

3. How does the National Consumers League hdp consumers di ficre m itte between 
legitimate web sites and bogus ones? 

While we do not provide puUic ir^snnation about specific companies, (me way that we 
help consumers spot frauiihilent web sites is by telling them to look ftir the warnii^ signs: money 
making schemes that rdy on recruhii^ others u> join the plan, not oo sales of products or 
services; prize ofiers or sweepstakes that recpiire payn^ a fee to *^vin;*' services that ^laranty 
credit cards or loans to people with bed credit if they pay a fee up from; compenies ofiering 
Imernet services or othm products or services for ridiculously low prices; wild claims that no 
l^itimate company would make for investmcM returns or profits on bushiess opportunities. 

However, h is not always possible to teQ if a web she; or an advcnisemem in an online 
service, or an unsolicited e-mail offor is le^matc just by lookn% at K. So we advise people to do 
tbeir homewoik: check the company's complaim record with their and local consumer 
imMection Mgercy and the Better Business Bureeu; find out if businesaes that have special 
bccnsii^ or registration requiremems, such as securities brokers, have complied; ask for 
references for buriness opportunities and franchises; get ail inves tm en t oflbrs informatkm in 
writhe and seek profossional advice. 

To protect themselves even further, we urge consumcn not to p^ in ca sh (the 4th most 
Irequem method of piQnnem reported to us in incidents of Imcfnci fraudi) and to use credit cards 
whenever possiUe. Whether they are providing their credit card la im bcr s nwlifw in a secured 
environmem, or offline by teleirfione or mail, consumers have mqiortam dispute rights that they 
can exercise if the products or services ate never delivered or were misieprcsemed 

Finally, we cautkmcoasunwfs about the dangers ofdcaUr^ with any setter longMlutance. 
^le some state and federal laws that prohfoh unfoir and dec e p ti ve practices apply to promotions 
via the Imernet and online services, pursuing a claim be difficuh if the seller is in another pan 
of the country, or even another part of the world. 



357 


I hope that this additional infonnation is hdpfiil and wdcome any further questions the 
committee may have. Thank you very mudi for your interest in protecting consumers and 
Intimate marketers from Internet fraud. 


Respectfully submitted. 



Susan Grant, Vice President for PuUk Policy 
Director, National Fraud Information Center/ 
Internet Fraud Watch Programs 
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AMBtiaOHUHE 

iMCOifoano 


April 6,1998 


The HofKM^le Susan Collins 
Chainnan, Pennaneat Subcommittee on Investigations 
Co mmi ttee cm GovenBocntal AfEairs 
Washington, DC 20510-6250 

Dear Chairman Collins, 

Once again, let me thank you for the opportunity to have appeared before your 
Subcommittee on February 10, 1998 to discuss the import an t issue of fraud oi^ the Internet. As 1 
stated at the hearing, America Online, Inc. is committed to providing its members with iht tools 
necessaiy to prevent their falling prey to fraudulent sebemea on the Internet We have and will 
continue to make providing s safe and secure environment for electronic commerce me of the 
company’s top priorities. This letter is intended to provide answers to the two supplemental 
questions provided by Senator Max Cleland. hi addition, I would like to clarify one statement 
that I gave in response to a question posed at the hearing by Senator John Glenn. 

QnestioB 1: 

Senator Oeland's questiem relates to the protection of consumers’ life savings from 
"savvy Internet con artists." While it is impossible to prevent con artists from preying on 
consumers on the Internet, America Online believes that the safeguards it has put in place assist 
consumers in using the Internet conscientiously and smartly so as to avoid be defrauded. As I 
stated in my written and oral tcstunony, AOL provides several tools to enable consumers to 
avoid having contact with any pers<m m business wito which they are not tonuliar. We do tois 
bodi by providing a mechanism for consumers to ^itrol the electronic mail tb^ receive and by 
providing akrts when downloadable fUea are sent that could enable a coo artist to have access to 
a consumer’s private informatiao. In addition, we have c re a ted onKne areas like our 
Neighborhood Watch to mfoim consumers about how to use AOL and the Internet safely and to 
notify AOL of any possible problems. We believe that anniz^ consumers includes reinforcing 
two key messages: 1) don’t believe everyfriing you see and bear; and 2) if it sounds too good to 
be frue, it prob^ly is. Finally, in addition to i^avidmg die tools to help consumers avoid and 
report fraud, AOL has also created its Certified Merchant Program, udsich provides consumers 
with a list of merchants that have satisfied AOL’s merchant screening process and with which 
the company believes consumers can safely do business online. 

QaestioD 2: 

AOL is committed to ensuring that ow mem b ers are tolly educated and armed to deal 
with situations in which they are confronted with con artists online. Just as in die offline work) 


LBwoniFubkJlihmGnup • Sm 400 • 1101 Cafvt»'^kmiu9.HW • DC 200364303 
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Hm Hoaonble Swan CoUios 
April. 6. 1998 

buyers must **bewire** of tfie widi whooi they desl, on ttie lotenict it is criticsl riiat 

ooosumecs eater into transactions witii mercluiris ttiey trust As I mentioaed above. AOL offers 
its members a Certified Merchant Pretra m tfirouch srinch the company can point consumers to 
mer c hants diat we know are ofifering good trustworthy services. 

In addition. AOL has a network of lawyers and security professionals whose jobs include 
helping to ensure dut fraud on the bUeniet is mimmieed. A critical aqieet of diesc activities 
includes co ope rat ion with law eo&coenicid offieialt across the country and the ^obe to 

imeover and prosecute pcqKtratacs of fraud. While A^*s commitment to offering consumers a 
sale and secure envirooinent for tiectronic oon a ner ce is deer, tha utthnate responsibtUty for 
pdictng the Internet caimot fell entirely on die shoulders of fmemet service providers who 
enable consumers to access online nurehants. Givea dm sim and scope of die online medium, 
where merchants from all across the globe can aell dieir wares, placiiig such a requuement on 
KPt generally would be un workable and unwise. 

Fmal^. I would Uks to olarify my answers to a aeries of questions posed by Senator John 
Glenn at the bearing. The dialogue to which lam nfecringappean on page SI of dm tranacript 
of my testimony. Serutor Glean asked whether America Online makes its mailing lists available 
to dud parties for sale or Icaae. 1 ans w er ed dmt quemion end dm Senator's follow.iq» questions 
in the negative, amce I undentood the question to bs conocmed with the company's release of 
infonnatioo co ni m c ting members* online and ofltem identitica. Upon revienving the transcript 
however, 1 imw believe diet Senator Gfeen was merely asking aboid whether AOL makes its 
mailing lists. itichMlmg the nemea and addresses of our Bm mhm , available for sale or rental. 

The correct answer to dmt question is dmt we do. under very controlled circumstances for 
specified p ur po ses lease our m emb er lists ~ mcludiog only na m es and addresses but at no lime 
make any infennacion available dmt would enable a diird party to connect a member's online 
identity and ofiDine identity. 

1 hope that dm above mfermation both answers Senaterdeland's questions and clarifies 
my re^Mosc to Senator Glenn's inquiries. 

Please let me know if 1 can offer any additional assistance. 


Sincerely, 



Tatiana Gau 
Vice President. 
Integrity Assurance 
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A Project of National Consumers Leaaue 
ABOUT THE NATIONAL FRAUD INFORMATION CENTER 
aadthe 

INTERNET FRAUD WATCH 


The National Fraud InformaticM CeoUi, a project of the nonprofit Naticuial Consumers 
League, was established in 1992 to combat tekniarketing ftaud. In 1996, the Luernet Fraud 
Watch was created. e]q>anding the scope of the League's fraud-fighting eHorts to scams in 
c^>erspace. 

Consumers can get a<hdoe ^ut how to tell fraudulent from legitimate telemarketing and 
Internet promotions by calling the NFlC's central toll-free number, 1-200-876.7060, going to its 
web site, httpi/Avww.fraud.org, sending an e^nail to frBudmfi3@psmet.com, or writing to 
P.O.Box 65868, Washington, DC 20035. Trained counsNors help consumers identify the danger 
signs of fraud, such as: demands for payment in mdtf to claim prizes or sweepstskes winnii^ 
high-pressure sales tactics; refusal to provide written infr>rmation; unrealistic claims of poter^ 
profits or earnings; and sound-alike charities. Counseling services are available in English and 
Spanish, Monday through Friday from 9 a.m. to 5 p.m Eastern time. 

In addition to individual counseling, consume recmve &ct sheets and brochures on 
specific topics. Another vital source of information and advice is the NFIC web she. The 
Internet Fraud Watch section, http://www.fraud.org/ifw.htin. provides tips for consumers on how 
to avoid the most common types of Internet and online fraud and how to protect their privacy. 
The web she also features general tdemarketing fraud tips and a special section with a^ice about 
telemarketing fraud targeting older consumers. From the NFIC wd) she, consumers can Hnk to 
dozens of govenunent agencies and organizations for even more information axxl assistance. The 
NFIC web she has garnered 12 Internet awards, including the USA Today **1101 Site” and a ‘*Bcst 
of ‘96 Award” from HomePC Magazine. 

Consumers can report suspected telemarketing or Internet fraud to law enforcement 
agencies through the NFIC end n^. The easiest ways are calling the hotline or using the fruid 
reporting fonn on the wd> site. Telmiariceting and Internet fraud reports are transmitted daily to 
a da t a b a se for law enforoemmt agendes mdntained by the Federal Trade Conunission and the 
National Association of Attorneys General They are also relayed to over 1 50 agencies at all 
levds of government in the United States and Canada. Through this “early warning system,” law 
enforcement agencies are alerted to emerging scams and provided with the information they need 
about con artists and their victims. 


National Fraud Information Canter 
PO SOX 6B86fi 
Washington, DC 20035 
http:/Avww.lraud.org 


Law Enforcement Assistance; 

Fax: 

Consumer Asaistenee: 

TOO: 


(2021 836-0618 
( 202 ) 836-0767 
1800 ) 876-7060 
( 202 ) 636-0778 
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Statistics Show Internet Fraud Rising 

MasterCard Inter- 
national in 1996, 
the League created 
Internet Fraud 
Watch, which 
enabled NFIC to 
expand its services 
to cover fraud on 
the World Wide 
Web. NationsBank 
became the official 
bank sp>onsor last 
year, and MCI and 
NYNEX also help 
sponsor NFIC's 
Internet program. 

marketing plan! Statistics show inciderKes of fraud on the web are growing. Source: NFIC NFIC receives 
As more i ■ ■■ about 300 e-mail 

consumers gain access to the of promises of great profits or messages daily from consumers who 
Internet, fraud will only continue to earnings, wonderful bargains, and want information about Internet 
rise as crooks prey on unsuspecting free gifts or prizes. They could just promotions •• up from 20 per day 
cyberspace users, according to the be vapor in cybei^ce ’ last February And more than 90,000 

National Consumers League's Grant said that pyramids and people visit the NFIC web site at 
National Fraud Information Center bogus multilevel marketing plans led http://www.haud.org each week 
The number of fraud reports that the list of Internet fraud repons made to read the latest news on scams and 
consumers made to NFIC rose to NFIC in 1996. Thc^ scams are browse through the educational 
sharply last year. also among the top 10 telemarketing information that it provides. 

•Con artists are using the same fraud complaints that consumers According to NHCsutistics, some 
pitches on the Internet that they have make to the center. of the top 1996 Internet scams were 

long made by mail or on the phone." NCL esubiished NRC in 1992 to technology specific, targeting 
NFIC Director Susan Grant said. give consumers advice concerning computer users For instance, the 
The same pitches - whether on- telephone soliciutions and to route second most frequent cyberfraud 
line or on the telephone, require (he reports of fraud to law enforcement involved sales of computer 
same advice,' she said. 'Be wary agencies With a grant from Please See Intcffiet. Page 2 
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equipment and software, white number tfuce was sales of Internet 
services and products. 

'Consumers paid in advance for equipment or services they 
either did not get or didn’t do what was promised, ' said Graru. 
That ten ’I to say consumers should avoid intemei commerce, only 
they need to be extremely careful. Arxi they need to do iheir 
homeworir today on a company they plan to do business with on 
the Interrtet. or they may regret it torrMirow." 

The remaining top ten c^rscams were; 

4. business opportunities and franchises; 

5- wOTk-al-home schemes; 

6. club mnnberships and buyers clubs; 

7. magaztr^ subscription sates; 

8. investments; 

9. schotership services; 

10. sweepstakes and prize offers. 

Consumers can ask questiorts or make fraud reptons through 
NFIC’s toll-free hotline, <800) 876-7060, or via its web sue Nearly 
'iOO reports of suspected Internet fraud were proco.s.sed from 
February to December in ]S)96- 
The reports are downloaded daily to the lelcmnikeiing and 
Internet fraud database maintained by tlie Federal Trade (i>mniKsion 
and the National Association of Attorneys Cieneral Reports arc 
also provided to other law enforcement agencies lo ak-rt ihcin tn 
scams and “give them the ammunition they need to t.ike anion 
against fraud." Gram said. 

NFlCs web site has won 12 Internet ;mards for the <]iialiiy of 
consumer information it provides. A new Internet Fraud Watch 
section will 2 ppe 2 T on the site soon, fcauiring iip.c on how to 
avoid fraud, anicles on government agencies and private sector 
attempts to combat abuses, bulletin.s .ilx^ui the late.-;! .scani.s. and 
information about proteamg one s privacy in (■ylx.‘rspa<v • 
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